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Static language-based security
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Can we prove it statically?

f : S H Bool -> S L Bool

f sb = return (not false)

or

f sb = snd (let b = sb in b
, return false)

definitions of f maybe arbitrarily complex…



Can we prove it statically?

f : S H Bool -> S L Bool

f sb = return true

or

f sb = return false

…but normal forms of f are very simple!



Static semantics

+ more S-monad rules + standard  beta-eta



Key Idea

Normalize programs & prove
noninterference by showing that

all normal forms from 
secret à public are constant



The story

• Normalization by Evaluation for λsec
(STLC + monads graded by security levels)

• Proof of noninterference for λsec using
syntactic properties of normal forms (e.g., 
subformula prop., eta-long form, etc.)

Link: nachivpn.me/nibnbe.pdf

http://nachivpn.me/nibnbe.pdf

