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1 Introduction

A key challenge identified by Foresight is the need for “readier access to formal methods for developers of safety
critical systems”. Automation will play a crucial role in meeting this challenge. The aim of this project is to
investigate techniques for automating the formal verification of software for critical systems. In particular we will
focus upon SPARK[1], a subset of the Ada programming language developed by Praxis Critical Systems!. SPARK
has a proven track record in the production of software for critical systems within the finance, aerospace, rail
and telecommunications markets. The value of formal verification is recognized by Praxis as being crucial to the
production of critical systems. This is reflected within the SPARK toolkit that supports formal verification through
the SPADE Proof Checker. The SPADE Proof Checker, however, is interactive and requires highly skilled users
with development times typically measured in person-months. The need for greater efficiency within the formal
verification process is recognized by Praxis. The CIAM Proof Planner [5] has a proven track record in increasing
the level of automation provided by proof checkers. This project aims to increase the level of automation within
the formal verification of software written in SPARK by investigating the coupling of the CIAM Proof Planner with
the SPADE Proof Checker.

2 Scientific/Technological Relevance

The seminal work of Floyd [12] and Hoare [21] provided the theoretical foundation for many of the early software
verification systems [34, 10, 16, 35]. Such systems were batch oriented, requiring the user to annotate their program
code with assertions that specified the desired behaviour of the system. From the annotated program code a set
of mathematical conjectures, known as werification conditions, were generated. Finally, a theorem prover was
used to discharge the verification conditions. Although experience of these early systems led to the development
of richer specification languages [15, 38], it is generally accepted that the batch approach to verification did not
scale up. The onus on the user to supply intermediate lemmas and assertions, in particular loop invariants, is a
key contributing factor to the lack of scalability. More generally, the batch approach gave rise to unmanageable
verification conditions that provided little guidance when proof attempts failed as to whether the failure was due
to bugs in the code or the specification.

A second generation of verification systems emerged based upon an incremental style of development, similar
to that advocated? by Dijkstra [11] and Gries [19], i.e. the program and its proof of correctness are developed
hand-in-hand. The incremental style ensures that verification conditions are kept relatively manageable, proof
failures are easier to understand and bugs are identified early. The SPARK approach to programming advocates
this style of development, so too does the PENELOPE® system [20]. Both PENELOPE and SPARK support Ada
subsets. However, while PENELOPE focuses solely on formal verification, SPARK takes a more holistic approach,
coupling formal verification with conventional program analysis techniques. SPARK was first defined in the late
1980’s at Southampton University [7]. Its technical origins, however, date back to the 1970’s at RSRE. Although
technically a subset of Ada, SPARK is more than just a programming language. SPARK represents an approach
to the production of high integrity software. This is reflected in the SPARK analysis tools which include flow
analysis techniques as well as formal verification. The level of analysis selected is dictated by the criticality of the
application. Formal verification is applicable when dealing with the development of critical systems.

The second generation verification systems do not address the problem of intermediate lemmas and loop in-
variants mentioned above. Although heuristic based techniques for automating the discovery of loop invariants
have been investigated extensively [43, 31, 44, 14, 32, 6, 9, 37, 36], they have had little impact on the mainstream
verification systems. The need for cohesion between the heuristic guidance and theorem proving components was
identified as a contributing factor early on [43], yet was never investigated.

*Notes in this series are for e-baked ideas, for 1 > ¢ > 0. Only exceptionally should they be cited or distributed outwith the
CLAM-SPARK project (EPSRC GR/R24081).

1h1:‘t:p ://wuw.praxis-cs.co.uk

2 Although both Dijkstra and Gries were motivated by programming as a more human oriented activity.
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planning, a technique for guiding the search for proofs that provides a single framework for representing high-level
heuristics as well as theorem proving knowledge. The proof planning technique that is implemented in CIAM was
first developed within the Department of Artificial Intelligence* at Edinburgh University in the late 1980’s. Proof
planning builds upon the LCF style of theorem proving [18], where primitive proof steps are packaged-up into
programs known as tactics. Starting with a set of general purpose tactics, plan formation techniques are used
to construct a customized tactic for a given conjecture. The search for a customized tactic is constrained by a
set of methods, each of which specifies the applicability of a general purpose tactic. Collectively a set of methods
is known as a proof plan. CIAM was initially used to drive the OYSTER interactive proof checker [22], a Prolog
re-implementation of the Cornell NUPRL proof development environment [8]. Proof planning has been investigated
extensively within the context of proof by mathematical induction [4]. What distinguishes proof planning from
other approaches to theorem proving is the flexibility it offers by separating the issues of search (method level)
and soundness (tactic level). This means that the planning of a proof need not follow a strict backward or forward
style of construction. This flexibility gave rise to proof critics 24, 26], an extension that supports the automatic
analysis and patching of failed proof planning attempts. The most striking proof planning successes have been
achieved where proofs require the discovery of auxiliary inductive lemmas or generalizations [25, 26, 27]. Such
proof discovery capabilities out perform the conventional inductive theorem provers [3, 33, 2, 40, 39, 13, 30, 23].
Loop invariants are by their nature inductive so the proof plans for induction easily transferred to the problem
of reasoning about imperative programs [28, 41, 42, 29]. The potential for using CIAM to guide proof checkers,
other than OYSTER, has already been demonstrated® by the successful coupling of CIAM with the Cambridge HOL
interactive theorem prover [17]. The difference between our proposal and the CIAM-HOL link is that we are aiming
to exploit and extend the proof patching capabilities of CIAM. In addition, a CIAM-SPARK link will allow the proof
planning techniques to be tested within the context of safety critical applications.

The time is now ripe to test the proof discovery capabilities of proof planning on “industrial strength” problems.
SPARK is the ideal vehicle given its commercial success within the production of critical systems. We believe that
proof planning techniques can make a significant impact on the SPARK approach to producing high integrity
software. We also believe that working on “industrial strength” problems will be beneficial to our basic research
agenda. In the longer term we hope to build upon the investment made within this project. In particular, the
insights gained from the work described within this “project definition” proposal will enable us to further improve
the efficiency of the proof management component of the SPARK tools.

3 Programme and methodology

3.1 Aims and Objectives
We wish to investigate the coupling of CIAM to the SPADE Proof Checker. Our research hypothesis is:

The coupling of CIAM with the SPADE Proof Checker will significantly reduce the amount and sophisti-
cation of user interaction that is required in order to complete the formal verification of software written
in SPARK.

In particular, we will provide automatic guidance in the following key areas:

Assertion discovery: missing assertions, in particular loop invariants, are a major bottle-neck within the
formal verification of software. Our aim is to build upon our previous success in automating the discovery
of inductive generalizations/ invariants. Our contribution will be to reduce the number of intermediate
assertions that a user of the SPADE Proof Checker will typically be required to provide.

Lemma discovery: anticipating all the lemmas that are required before starting the formal verification is
unrealistic. OQur aim is to build upon our previous success in automating the discovery of inductive lemmas
on-the-fly during a proof attempt. Our contribution will be to reduce the number of lemmas (rules) that a
user of the SPADE Proof Checker will typically be required to provide.

Praxis have demonstrated that the SPARK approach reduces the time-to-market for high integrity software. The
work being proposed would further reduce time-to-market by increasing the overall productivity of a software
engineer using SPARK. Our research hypothesis will be tested through empirical analysis. While a corpus of
standard “text book” examples is envisaged for the initial development phase, “industrial strength” problems
provided by Praxis will be used during the evaluation phase. We believe that our approach will work because of

4The Department of Artificial Intelligence has been absorbed within the Division of Informatics.
5A collaborative research project between the Division of Informatics in Edinburgh and the Computer Laboratory in Cambridge
funded by EPSRC grant GR/L/14381.



investigation of the “industrial strength” problems will lead to natural generalizations and extensions to the current
set, of proof plans. Finally, it is worth noting that both CIAM and the SPADE Proof Checker are implemented in
Prolog, this should ease the low-level implementation details when coupling the systems.

3.2 The major tasks and timetable

The research programme has been broken down into five workpackages. A description of the aims of each work-
package is given below together with a breakdown of the tasks and associated deliverables. A diagrammatic project
plan that details the workpackages and milestones is provided in the appendix.

WP1: Construction of Experimental System [Months 1 to 8]

The aim is to develop a prototype interface between CIAM and the SPADE Proof Checker.
Tasks:

T1: Achieve compatibility between CIAM and the SPADE Proof Checker in terms of the representation of definitions,
rules, lemmas, conjectures etc. [2 person months]

T2: Modify the CIAM library mechanism in order to support the needs of the SPADE Proof Checker. [2 person
months]

T3: Develop a “tactic” like mechanism that will enable CIAM to guide the application of atomic proof steps within
the SPADE Proof Checker. [2 person months]

T4: Build a corpus of test conjectures to be used during the initial testing phase. [2 person months]
Deliverables:

D1: Experimental system (prototype 1).

D2: Corpus of conjectures.

[Total: 8 person months]

WP2: Adaption of the Key Proof Methods & Critics [Months 9 to 14]

The aim is to transfer and adapt as necessary the existing proof plans that are key to this application, i.e. proof
methods for mathematical induction, loop invariant verification and some simple proof critics. This will enable
initial testing to be carried out.

Tasks:

T5: Adapt proof methods associated with mathematical induction and loop invariant verification. [2 person
months]

T6: Construct the corresponding “tactics” for the SPADE Proof Checker. [2 person months]
T7: Adapt a couple of related proof critics. [2 person months]
Deliverables:
D3: An initial set of proof methods and critics together with SPADE Proof Checker level “tactics”.

[Total: 6 person months]

WP3: Initial Testing & Re-design [Months 15 to 18]

The aim of the initial testing phase is to gain feedback on the first prototype before starting the more in-depth
investigations. It is anticipated that this feedback will lead to modifications of the prototype.
Tasks:

T8: Conduct initial testing using the examples corpus (see D2). [2 person months]

T9: Evaluate the results of the testing and implement modifications as required to the system. [2 person months]
Deliverables:

D4: Experimental system (prototype 2).

D5: A research report describing the system and the results of the initial testing.

[Total: 4 person months]
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The aim is to ramp up the proof patching capabilities of the experimental system which will include significant
extensions to the existing loop invariant discovery techniques. This will involve an investigation into the kind of
proof obligations that arise in the large proof projects that Praxis have undertaken.

Tasks:

T10: Initial investigation of SPARK applications. [2 person months]

T11: Extend and develop new proof methods and critics based upon the needs of SPARK applications. [4 person
months]

Deliverables:

D6: Extensions to existing proof critics as well as new proof methods and critics driven by the needs of the SPARK
applications.

D7: A research report describing the initial investigation of the SPARK applications.
D8: A research report describing the new and improved proof methods and critics.

[Total: 6 person months]

WP5: Industrial Strength Evaluation [Months 25 to 36]

The aim is to consolidate and evaluate the system on “industrial strength” problems provided by Praxis. It is
anticipated that this process will lead to relatively minor modifications to the system and proof plans. At the end
of this phase we hope to be able to demonstrate benefits of proof planning through significant reductions in the
level of user interaction required during proof efforts.

Tasks:

T12: Evaluation based upon “industrial strength” problems, including minor modifications to the proof plans as
required.

Deliverables:
D9: Experimental system (prototype 3).
D10: A research report that documents the “industrial strength” evaluation phase.
D11: Final report.

[Total: 12 person months]

4 Relevance to beneficiaries

The immediate beneficiaries of the work will be SPARK users and researchers working in the area of proof planning.
The SPARK users will have a tool that significantly reduces the amount and sophistication of user interaction
required in formally verifying critical systems implemented in SPARK.

More widely, we hope that the results will be of material use to other research and development teams working
in the area of critical systems development. In addition, we would expect that aspects of the theorem proving
work will be of interest to the wider automated deduction and formal methods communities, in particular the case
studies and the new methods and critics that are developed.

5 Dissemination and exploitation

We will seek to publish our results in high quality journals and at the relevant major international conferences
and workshops. We anticipate at least two journal publications to come from this project. The system itself and
associated deliverables will be made available via the web.
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