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Overview

» Context and a little history.
» Accessing SPARK toolkit and an Ada compiler — Linux and
Windows.

» How to statically analyze, compile and execute SPARK code,
e.g. Hello World!



A Brief History of Ada

P In response to increased software development and
maintenance costs the US Defence Department in 1975
published a set of strict safety criteria for programming
languages that were to be used in their systems.

» None of the available languages met the criteria so a
competition was set-up to design a new language.

» The winner was Ada (1983) and became a ISO Standard.

» A major revision of the language was completed in 1995,
giving rise to Ada 95: revision included object-oriented
constructs, optional annexes, e.g. systems programming,
real-time systems, distributed systems, security, ...

» The last major revision came with Ada 2012, where the
language extensions included aspects and pragmas. These
allow a programmer to write both executable statements and
assertions, i.e. properties about the intended behaviour of
your code that can be verified statically.



Ada — Some Applications

> Ada is the most commonly used language for Air Traffic
Control Systems worldwide.

» Ada is used increasingly in commercial “fly-by-wire" aircraft
such as the Boeing 777 and Airbus.

» Ada is used within advanced avionics, i.e. fighter jets, and
many military command and control applications.

» Ada is used for embedded systems in nuclear power plants,
rail transportation systems, industrial process control, ...
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What is SPARK?

> SPARK is a high level programming language aimed at high
integrity applications.
» SPARK was designed to exploit the strengths of Ada while
eliminating the potential for ambiguities and insecurities, e.g.
» functions in SPARK are true mathematical functions, i.e. can
not have side-effects, so any ambiguity in terms of order of
evaluation is eliminated.
» Pointers are prohibited.
> Aliasing is prohibited.
» SPARK was designed to support verification, both in terms of
mainstream static analysis, i.e. flow analysis, and formal proof.
» The amount of space a SPARK program requires at run-time

can be predicted via static analysis, e.g. guaranteed to have
no memory leakage.



Ada-SPARK Relationships

Ada 2012

83, 95, 2005

SPARK 2014



The SPARK Approach

SPARK
SPARK e SPARK Ada Executable
e e e e

» The SPARK verification tools are applicable before coding is
complete, i.e. the contracts should proceed the coding.

» SPARK approach advocates “correctness-by-construction”.

P> Note that adding contracts to existing Ada code, i.e.
“Sparking the Ada" — is not recommended!



SPARK — Some Applications

SHOLIS: a sophisticated Eurofighter Typhoon: one of iFACTS: provides a range of
decision support system for  the most advanced multi- decision support and
helicopters landing on a role combat aircraft management tools for

Type 23 Frigate HMS air traffic controllers -
Sutherland and Merlin HM2. including electronic flight
Crown Copyright © 2016. strips and aircraft trajectory
Reused under the Open prediction

Government Licence



Accessing Ada and the SPARK Analysis Tools (Edinburgh)

AdaCore

”* GNAT

STUDIO

> Linux:

» GNAT Studio is available in the School Linux Lab (EMB
2.50), i.e., open a Linux terminal window and type
gnatstudio at the command line.

» Remote access via X2GO for details see:

https://www.macs.hw.ac.uk/cs/faq.html#Qnx

> Windows:
» GNAT Studio is available in the University Windows Lab
(EMB 2.52), i.e., available as a Windows App.
» Remote access via KeyServer for details see:

https://www.hw.ac.uk/uk/services/is/it-essentials/
keyserver.htm


https://www.macs.hw.ac.uk/cs/faq.html#Qnx
https://www.hw.ac.uk/uk/services/is/it-essentials/keyserver.htm
https://www.hw.ac.uk/uk/services/is/it-essentials/keyserver.htm
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Down loading Ada and the SPARK Toolkit
AdaCore

News - Resources~  Community
Overview Download Academia

AboutAda  About SPARK  Contact

6Tlogn 2 O

Download GNAT Community Edition

For free software developers, hobbyists, and students.

x86 Windows (54 bits)
GNAT Community

README.txt
SHA-T

34KiB  May272020
gnat-2020-20200818-x86_64-windows-bin.exe 438 MiB
SHA-1: 8500 aafe 5cbO463f1bfa20a53b6220931bON2
ARM ELF (hosted on windows64)
GNAT Community

Aug 19 2020
README.txt

‘SHA-1: 95ddc074265a57 efB1:9a4196026616136b2842

s.4KiB

gnat-2020-20200818-arm-elf-windows64-bin.exe

‘SHA-1: 20505473cbfed24684931fcBeB673F77bbe6512

May 27 2020

Aug19 2020

Use the Community 2021 version, which you
https://www.adacore.com/download

can download from



https://www.adacore.com/download

Hello World!

pragma SPARK_Mode (On);
with Text_IO;
-- My first program (this is a comment)!
procedure Hello is
begin
Text_I0.Put_Line("Hello WORLD!");
end Hello;

A closer look at the language later, for now let's see how to
analyze, compile and execute this code.



GNAT Studio — A Quick Tour

Welcome to GNAT Studio

" GNAT
STUDIO

Version Community 2021

+ Create new project
W Open project

P Start with default project

Creating a new project.



GNAT Studio — A Quick Tour

Welcome to GNAT Studio

~ GNAT
STUDIO

Create new project P

=+ Create new project

W Open project

P Start with default project

Select Create new project.



GNAT Studio — A Quick Tour

Create Project from Template vl il (X
-~ [mAws
P Simple Web Server
P Web Server

P> Web Server with Ajax
~ [ Ada-Java Interfacing

P> Hello World from java
~ [JBBC micro:bit

P Scrolling text
~ [J Basic

P Ada Library Project

A minimal Ada project structure, including a main file,
with separate source and object directories.

P simple C Project
P simple C++ Project
- [ GtkAda

- . . .
You can modify all the project properties later via the Project/Properties... menu.




GNAT Studio — A Quick Tour

Lecation

Deploy project in

The location of the project to create

/homefair/doc-hw-h-drivefteach/rmsefspark2014/
Settings

Project Name

|| Browse
| default

The name of the projec

Main Name

| main

The name of the main unit (no axtension)

| Cancel || Back i-
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GNAT Studio — A Quick Tour

Location
Deploy project in
Settings

Project Name

The name of the proj

Main Name

fhomefair/doc-hw-h-drivefteach/rmsefspark201§/Hello

he location of the project to create

hello

I hellg] I |

The name of the main unit {no extension)

| | Browse

\ Main program name
(no .adb extension)

| Cancel || Back




GNAT Studio — A Quick Tour

File Edit MNavigate Find Code WVCS Build SPARK Analyze Debug View Window Help
AEED 29Cra €« SR L PR

(N
+ Bl Hello

p Elsrc

[61 obj

Q- filter

Project

WIE

Note separate folders for source (src) and executable (obj) files.



GNAT Studio — A Quick Tour

File Edit Mavigate Find Code VCS Build SPARK Analyze Debug View Window Help
AL OCa « o&ARL PR

O # F = |Qrfilter | = hello.adb
-
% ~ Btello 1+ procedure Hello is
& - M src 2
N e 0 begin
o % obj 4 Insert code here.
] 5 null;
a 6 end Hello;
]
9
=
in

Note a skeleton main file is generated inside the src folder.



GNAT Studio — A Quick Tour

File Edit Navigate Find Code VCS Build SPARK Analyze Debug View Window Help

AELRD 2Ca «» SR iPE
o # 12 1B (oAl = hello.adb
-
g + Bitello 1 pragma SPARK Mode (On);
& v Msrc 2 with Text I0; use Text IO;
= @l obj 4 v procedure Hello is
o 6  begin
Ly 7 Put_Line("Hello WORLD!");
8 end Hello;

You can create your files within GNAT Studio or via your preferred
editor and copy them to the src folder.



GNAT Studio — A Quick Tour

File Edit Navigate Find Code VCS Build SPARK Analyze Debug View Window Help
AEE 90 €«% O& 5 LMl

ello.adb

O ¢ = = [a-mer
g Examine File
° v Btello Examine Subprogram pragma SPARK Mode (On);
= v Bl src with Text I0; use Text IO;
2 i85 obj Prove All Sources [P AR
Prove File CErl+AIL+F pegin

‘ Put_Line("Hello WORLD!");
end Hell

Prove Subprogram

Prove Line

witch

Exit Manu

S

Show Log

Clean Proofs

The Examine All Sources option from the SPARK menu
performs a basic static analysis.



GNAT Studio — A Quick Tour

Edit
R 0OChh % S&ADL IR

Froject

scen

The Examine All Sources option from the SPARK menu

e

Actions
Searct
Replace Shift+Ctri+F
Global search aisu
Search crisF
Bookmarks

Goto previous bookmark
Project bookmark create
Goto next bookmark
Bookmark create

Navigate Find Code VCS Buld SPARK Analyze Debug View Window Help

hello.adb

pragma SPARK Mode (On);
with Text_I0; use Text_I0;

© procedure Hello is

egin
Put_Line("Hello WORLD!");
end Hello;

General
(¥ Muttiprocessing
() Do not report warnings
() Report checks proved

[ Display previous results

Usage: anatprove -Pproj [switches] [-cargs switches]

Proj is a GIAT project fite
Zcargs switches are passed to gec

Examine All Sources

Prover

Analysis Mode | flow analysis

AL i units in proj are anslyzed by default, Seitches to change this

-u [files] Anatyze onty the o
fred] Qi
u ratyie B Tites tcuing

gnatprove basic switches:
“aPp 'Add path p to project path
Output assumptions inforation
Enable or disabt

Include OWE i
Force mtmm\anunhmwsxs
Display this

Use N parallel
all cores of the mac!

maof ot prajects

e CodePeer analysis (c=on,off*)
e e

oriemits

e e
processes (default:

W0 will use

v

gnatprove

-1 --node=flow

Cancel

Hell

performs a basic static analysis.




GNAT Studio — A Quick Tour

fle Edit Navigate Find Code VCS Bulld SPARK Analyze Debug View Window Help

B oCm «» 23RABRLPR

hello.adb
1 pragma SPARK Mode (On);

with Text_I0; use Text I0;

| falobj. 4 v procedure Hello is
t'T: 6 begin
a Put L)ne( Hello WORLD!
8 end Hs
( Examine All Sources &
e e
(¥ Multiprocessing Analysis Mode| flow analysis -
= o
o —
Cer s
e e e
brl 15 0 U projct e gnatprove is the
poimEE e SPARK analysis tool:
i Al S W e 0
= its correspondin
| omtrere e st p g
El Actions -aP=p Add path p to project path d I. th
4 assumptions. nutwt assumptions information
Search codepeersc Enable or disable CodePeer m-\ysis (c=on, of *) CO m ma n Ine WI
» [EE Shitscirise L :
piace f i p A mode info
§ (o sy e
Search Curi+F Use N parallel pruttsscs (default: 1; N=6 will use
TSRS
e
Project bookmark create -
e
Goto next bookmark e

Bookmark create

The Examine All Sources option from
performs a basic static analysis.

the SPARK menu




GNAT Studio — A Quick Tour

e Edit Navigate Find Code VCS Buld SPARK Analyze Debug View Window Help

R 0OChh % S&ADL IR

o . hello.adb
§- ~ BHello 1 pragma SPARK Mode (On);
£ vmsrc 2 with Text_I0; use Text I0;
5] 4 v procedure Hello is
g begin
a Put_Line("Hello WORLD!");
8 end HeTlo;
g Examine All Sources
General Prover
o Multiprocessing Analysis Mode| flow analysis -
(1) Do not report warnings
) Report checks proved
() Display previous resuts
Usage: gnatprove -Pproj [switches] [-cargs switches]
proj is a GUAT project file
Scargs suitches are passed to gcc
AU main unts in proj are analyzed by defautc, Syitces to chnge this
-u [fites] fnaze anty the o
e e
u e BT Tty e erb profecty
e anatprove basic svitches:
5 Actions P dd path p to project path
g Output assumptions information
Search Enable o disable Codepeer analysis (ceon,off)
rove nieriie fies. ad
o Replace Shitt+Ctri+F Include OVE 10
Force mcmm\annnl@mlysxs o7 sl nits
S Globalsearch cisy Display this
3 e
Search QuF Use N parallel processes (default: 1; N0 will use
all cores of the nachine)
Bookmarks
Goto previous bookmark e S 5
Project bookmark create
Goto next bookmark
Hell

Bookmark create

The Examine All Sources option from the SPARK menu

performs a basic static analysis.




GNAT Studio — A Quick Tour

File Edit Navigate Find Code WVCS Build SPARK Analyze Debug View Window Help
AEE OCpa &% & &g Eamneal

Examine All Sources e

. ello.adb

Examine File

Examine Subprogram pragma SPARK Mode (On);
with Text I0; use Text IO;

Project

Prove All

Prove All Sources procedure Hello is

5 Prove File Ctri+A+F pegin
e Prove Subprogram Ctri+Al+S ‘ Put_Line("Hello WORLD!");
Hello:
Prove crriatt+R =9 Hellos
n
g

Prove Line Ctri+Alt+L

Exit Manu

Select Show Log option from the SPARK menu to see a summary
of the static analysis.



GNAT Studio — A Quick Tour

E——

Fle Edit Navigate Find Code VCS Build SPARK Analyze Debug View Window Help
AEE 2Cm €« 2&ABDL PR
0 ¢ i3 iE (e hello.adb gnatprove.out

1 Summary of SPARK analysis

SPARK Analysis results Total Flow CodePeer Provers Justified Unproved

¢ Data Dependencies

) Flow Dependencies
Initialization
Non-Aliasing
Run-time Checks
Assertions
Functional Contracts
LSP Verification
Termination
Concurrency

Total

max steps used for successful proof: 0

Analyzed 1 unit
in unit hello, 1 subprograms and packages out of 1 analyzed
Hello at hello.adb:4 flow analyzed (0 errors, 0 checks and © warnings)

Actions.

The Summary of SPARK analysis is shown above.



GNAT Studio — A Quick Tour

File Edit Navigate Find Code WVCS Build SPARK Analyze Debug View Window Help h ” db
AEDED ©20Canm «=» @& CheckSyntax .

Check Semantic

O £ IE hello.adb

Compile File Shift+F4

Build & Debug
Run »  hello.adb . S
Build Al Build Main hello.adb b E

Settings >

Compile All SOUTCes | action; Build Main Number 1
Build <current file> Category: Build

Shortcut: F4
Custom Build... Menu: /Bulld/Project/hello.adb

iU wun-tALias

11 Run-time Checks

12 Assertions

13 Functional Contracts
LSP Verification
Termination
Concurrency

max steps used for successful proof: @

- e A e

The Project = Build & Run option from the Build menu
complies and runs your designated main file.



GNAT Studio — A Quick Tour

Hello

Messages

A0 &
Compile

e hello.adb Com pilation l‘Halln Lot |

12:48] process successfully, elapsed time: 80.28:
[gprbind] hello.bexch i
[Ada] hello.ali /
Link |
[k etto s Hello WORLD!

[2624-07-24 10:42:48] process terminated successfully, flelapsed time: 81.21s

h-drive/teach/| P /Hello/obj /hello

Hello WORLD!



GNAT Studio — A Quick Tour

Welcome to GNAT Studio

" GNAT
STUDIO

Version Community 2021

+ Create new project
W Open project

P Start with default project

Openning an existing project.



GNAT Studio — A Quick Tour

Welcome to GNAT Studio

~ GNAT
STUDIO

Version Community 2021

Open project + Greate new project

P Start with default project

Select Open project.



GNAT Studio — A Quick Tour

" GNAT
STUDIO

Version Community 2021

Open Project (x
12 Home | 4 i 12 air | doc-hw-h-drive | teach | rmse | spark2014
Desktol Name ~ | Size | Modified
] P
12:41
B Enter Locatien
@ Computer Max 12:46
EJ min 13:05
[ spark2014 [ smoke_Detector . 14:10
[ ] stack Abstract SE|eCt d prOJ eCt 14:12
Stack_Concrete 14:14
[ stack_Private 14:19
Switch 12:23
=]
Switch_Arra 14:59
& Array

£ Thermo 12:01




GNAT Studio — A Quick Tour

FeEkmre

Open Project ix

Home | 4 ‘ {ar air | doc-hw-h-drive ‘ teach | rmse | spark2014 | Hello |

Desktop Name v | Size Modified
Enter Location

Computer

Max

hello.gpr is an auto-generated
project configuration file - select it
to access the associated project




Additional Guidance

> A video showing how to create, analyse, compile and run the
“Hello World” program using GNAT Studio on Windows is
available via the Week 1 module on the course’s Canvas
pages.

» An online tutorial for GNAT Studio is available via:

https://docs.adacore.com/live/wave/gps/html/gps_
tutorial/


https://docs.adacore.com/live/wave/gps/html/gps_tutorial/
https://docs.adacore.com/live/wave/gps/html/gps_tutorial/

Additional Guidance

Building High Integrity

Aoplicati “th Recommended reading:
pRUcAtone > “Building High Integrity

SPARK

John W, McCormick
Peter C. Chapin

Applications with SPARK"
Mccormick, J.W. and
Chapin, P.C. Cambridge
University Press, 2015.
SPARK 2014 User's Guide:
https://docs.adacore.
com/spark2014-docs/
html/ug/

AdaCore: SPARK Pro:
https://www.adacore.
com/sparkpro


https://docs.adacore.com/spark2014-docs/html/ug/
https://docs.adacore.com/spark2014-docs/html/ug/
https://docs.adacore.com/spark2014-docs/html/ug/
https://www.adacore.com/sparkpro
https://www.adacore.com/sparkpro

Summary

Learning outcomes:
» A brief history of Ada and its relationship with SPARK.
» How to access the SPARK toolkit and an Ada compiler.

» How to analyze, compile and execute SPARK code.



