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Abstract

Due to recent advances in algorithmic methods, software and hardware, artificial
neural networks have reached or even surpassed human-level performance in visual
object recognition. Today, they are ubiquitous in real-life applications, such as
autonomous vehicles, health care and various industrial settings. This remarkable
achievement, however, is clouded by a significant deficit in robustness to distribu-
tion shifts, yielding concerns about their readiness to be deployed in safety-critical
applications. At their core, artificial neural networks can be viewed as progressively
disentangling complex distributions of images to make them suitable for linear sepa-
ration. This perspective offers a methodology using geometric properties and meth-
ods to study their behaviour. In this thesis we use this methodology and study
several open questions that lie in the intersection between neural networks’ lack of
robustness to distribution shifts and the geometric properties of data distributions
and representations. First, we study the effect of the three main geometric proper-
ties, namely the intrinsic dimension, extrinsic dimension and entanglement, on the
sample complexity. Complementary to previous works we show a strong interdepen-
dency between intrinsic dimension and entanglement, where the intrinsic dimension
only affects the sample complexity if the entanglement of the distribution is high.
Further, we show that the entanglement of label-specific distributions is the leading
contributor to the sample complexity in general. In the second part, we investigate
the geometric complexity of decision boundaries. We show that state-of-the-art ro-
bust neural networks learn geometrically more complex decision boundaries than
standard ones which confirms a previously made hypothesis and, when combined
with the results of the first part, at least partially explains the increased sample
complexity of robust training. We also propose an upper bound on the perturbation
magnitude over which provably a geometrically more complex decision boundary is
required. Further, we show for real-world image benchmarks that our bound also re-
stricts the introduction of label noise. In addition, we show that the commonly used
nearest neighbour distance overestimates the robust radius of complex image distri-

butions and that our bound is better suited to estimate the robust radius of these



distributions. In the final part, we compare several different state-of-the-art robust
training paradigms and show that dimensionality reduction of their hidden repre-
sentations is a common mechanism shared amongst them, despite fundamentally
different approaches to robust training. We demonstrate that part of this dimen-
sionality reduction is due to sharing of features between semantically similar classes.
In summary, we show in this thesis that studying neural networks through the lens
of geometric properties yields practical insights into their sample complexity and
generalisation behaviour as well as the mechanisms that result in representations

that are robust to distributions shifts.
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Chapter 1

Introduction

1.1 The Difficulty of Object Recognition

A fundamental task in human’ daily life is the visual recognition of encountered
objects in a given scene. Crossing the street, for example, is a process that involves
visually distinguishing between several moving and stationary objects. To make
these distinctions, humans must learn a function that assigns the objects present in
the perceived scene to a collection of labels, such as car or pedestrian, for example.
This function uses a set of learned object patterns, such as their shape, that are
discriminative features with respect to different objects.

In real-life no two encountered scenes are the same. Changes in lighting, back-
ground or viewing angle do not change the label of the same object but can result
in a large number of variations [1] (see Figure 1.1, page 2 for illustration). It is
commonly assumed that all different representations of the same object concentrate
in the vicinity of a so-called object- or image manifold (see [2]). Here, a manifold
(Definition 1, page 11) refers to a smooth non-linear subspace with an intrinsic di-
mension that is lower than its ambient space’s dimension. The manifold assumption
implies that most scene variations encountered in practice are label-preserving, so
not semantically meaningful, and that distributions of natural images can rather be
described by only a few variables. Hence, the features learned by the function should
be sufficiently abstract to describe all different representations of the same object
and only capture semantically meaningful changes. In other words, we require that

the function processes information in a way that it is robust to small changes in a
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image manifold

Figure 1.1: Changes in viewing angle, background, lighting and colour are examples
of label-preserving transformations, i.e transformations that do not change the ob-
ject’s label. These variations can result in a highly complex geometry as indicated
by the drawing of a curved image manifold. Image manifolds of different objects
can be entangled, i.e. not linearly separable. The images have been obtained from
the BMW-10 dataset [3].

scene and generalises to entirely different scenes. This process is referred to as visual

object recognition or image classification.

1.1.1 A Geometric Perspective on Object Recognition

In human and other primate brains the information processing for visual object
recognition takes place along the ventral visual stream [4, 5]. Neurons along this path
are hierarchically organised where every stage processes the information received
from the previous one [6]. It reaches from the brain areas VI to V2, then to V/
and to the inferotemporal corter. In the inferotemporal cortex, image manifolds are
separable with simple linear classifiers [1, 7]. However, perceived image manifolds
are usually, due to object clutter, highly entangled, and thus linear separation of
objects in the original space cannot be achieved. Hence, one task performed by
the ventral visual stream is the successive untangling of image manifolds along its
hierarchy [1, 8].

Artificial neural networks used for image classification function similarly. They
consist of multiple hierarchically organised computations that process the informa-
tion from the previous step. Their last layer is usually a linear read-out function, so
they produce linearly separable representations in their last layer while also receiving
non-linearly separable image manifolds as inputs. Thus, artificial neural networks
also untangle image manifolds along their hierarchy.

As such the information processing in biologically and artificial neural networks

can be studied from a geometric perspective and the aforementioned robustness
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requirement can be viewed from a geometric point of view. Scene changes are
generally movements along the geodesic, so the surface, of the manifold and certain
small changes that are usually not encountered in real-life can constitute movements
away from the manifold. In Chapter 2 (page 9) we define these changes more formally
and refer to them as natural and synthetic perturbations, respectively. Thus, the
geometric perspective offers a methodology to study representations obtained by
image classification algorithms and to connect them to properties, such as their

robustness to scene changes.

1.1.2 Motivation

Artificial neural networks have become ubiquitous in object recognition tasks in
which they have achieved near- or super-human performance [9, 10]. However,
whereas human object recognition is relatively robust to scene changes [11], artificial
neural networks show a significant lack of robustness to small and large changes in
images (see Section 2.2, page 18). These changes encompass synthetic ones that
do not occur in real-life scenarios as well as natural ones that are commonly en-
countered in real-life tasks. Despite the substantial attention this topic has received
in the form of robust training methods (see Section 2.4, page 35), progress has
been slow and a considerable robustness gap between humans and neural networks
persists (see Section 2.4.11, page 44). As neural networks are frequently used in
safety critical applications, understanding and mitigating this robustness gap is of

significant practical importance.

1.1.3 Research Questions and Contributions

The starting point of this thesis is that object recognition in both biological and
artificial neural networks can be viewed from a geometric perspective. We take this
perspective and tackle the robustness problem in object recognition with artificial
neural networks. Over the last years some studies took the same approach. They
study the geometric properties of images and their representations and connect
them to the learning behaviour, the robustness and the generalisation performance
of artificial neural networks and offer interesting insights into those (see Section 2.5,

page 46). In this thesis we identify and answer three main open questions in the

3
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intersection between the literature on robustness and geometric properties of data
and its representations. In what follows we state these questions and briefly outline
their proposed answers. Then, in Section 1.2 (page 8) we give an overview of the

thesis’ structure.

Manifold Geometry and Learning

As mentioned above, robustness can be viewed as invariance to movements away
from or along the image manifold. Thus, requiring a classifier to be robust, means
changing the geometry of the original image manifold by either adding samples in
its vicinity or novel samples from the data distribution.

Generally, image manifolds in classification settings can be described by three key
geometric properties: the intrinsic dimension (Definition 2, page 11), the extrinsic
dimension (Definition 3, page 11) and the entanglement (Definition 4, page 12).
These properties describe different aspects of the data distribution’s complexity
and requiring robustness of a classier increases this complexity. We illustrate these
properties in Figure 2.1 (page 10) and formally define them in Section 2.1 (page 10).

Intuitively, the intrinsic dimension describes the number of identity-preserving
changes the objects are subject to whereas the extrinsic dimension is simply the
number of pixels and colour channels. The entanglement is the number of connected
hyperplanes that are required to separate different class manifolds.

It has been observed that training neural networks to be robust requires a sig-
nificantly larger number of data. In other words, robust training has a larger sam-
ple complerity (Definition 10, page 32) than standard training (see Section 2.3.2,
page 32). In classical statistical learning theory it has been theoretically estab-
lished that a classifier’s sample complexity is positively dependent on the intrinsic
dimension and the entanglement but independent of the extrinsic dimension [12, 13].
However, the proposed mathematical relationship is, due to its complexity, too cum-
bersome to work with. Further, neural networks do not always follow the predictions
made by classical statistical learning theory (e.g. [14, 15]). Hence, the following
question is still open.

Research question 1: What is the connection between the sample complexity

of neural networks and the geometric properties of data distributions and how do
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different properties depend on each other?
In Chapter 3 (page 56) we answer this question and make the following contributions.

e The entanglement is the leading contributor to the sample complexity of deep
neural networks. Thus, the more complex the optimal decision boundary, the
more samples are required to approximate it.

e The intrinsic dimensionality’s influence on the sample complexity strongly
depends on the level of entanglement. The intrinsic dimension only marginally
influences the sample complexity when the data distribution is easy separable.
Thus, for low entanglement distributions, neural networks behave similarly to
support vector classifiers.

In contrast to previous work [16] we also consider the entanglement and thus all three
geometric properties in one study and provide important interdependencies between
them. Further, we study both toy and real-world image benchmarks as well as fully-
connected and convolutional (see [2]) neural networks and find consistent results.
Thus, this study offers a baseline to investigate the geometric complexity of deci-
sion boundaries that have recently gained interest in the literature (see Chapter 3,

page 56).

Complexity of Decision Boundaries

The geometric complexity, i.e. the entanglement, of a decision boundary is the num-
ber of connected hyperplanes needed to approximate it. A common hypothesis in
the robustness literature is that robust neural networks have geometrically more
complex decision boundaries (see Section 4.1, page 82). However, determining this
number for non-linear classifiers such as neural networks is still an open problem
and thus yields the following open question.
Research question 2: Do state-of-the-art robust neural networks learn geometri-
cally more complex decision boundaries than non-robust ones and under what cir-
cumstances do they do so?
In Chapter 4 (page 82) we propose a way to circumvent the difficulties of studying
neural networks’ decision boundaries and make the following contributions.

e State-of-the-art robust neural networks learn geometrically more complex de-

cision boundaries than non-robust models. This observation confirms previous
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hypotheses and partially explains the larger sample complexity of robust train-
ing.

e We propose an upper bound on the perturbation magnitude in image space
over which provably a geometrically more complex decision boundary is re-
quired.

e Perturbation magnitudes larger than the aforementioned upper bound intro-
duce label noise which impairs robustness and generalisation performance and
thus partially explains the accuracy-robustness tradeoff.

e For common image benchmarks the minimum nearest neighbour distance [17]
overestimates the robust radius of a distribution and our proposed bound is a
more suitable measure.

In Chapter 4 (page 82) we investigate the decision boundary of several state-of-
the-art-robust neural networks to ensure consistent results between them and to
find commonalities that very different approaches to robust training might share.
Then, in Chapter 5 (page 112) we consider again a subset of recently proposed
robust training methods and study other commonalities between them. This time,

however, with respect to the intrinsic dimension of the hidden representations.

Mechanisms of Robust Training

Due to the severity of the robustness gap between humans and neural networks, a
substantial number of robust training methods have been proposed (see Section 2.4,
page 35). These methods have largely been compared by their train or inference
time or naturally by their robust accuracy. However, the mechanisms that underlie
their performance are still largely unknown. Therefore, we consider the following
open question.
Research question 3: What common mechanisms underlie state-of-the-art robust
training mechanisms and why do they exhibit them?
In Chapter 5 (page 112) we compare several state-of-the-art robust training methods
with respect to the geometry of their hidden representations and make the following
contributions.

e A common property of robust representations is lower intrinsic dimensionality.

This observation holds regardless of the specific method used to obtain them
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and even holds for training with the addition of Gaussian noise.
e One reason for this lower dimensionality is partial sharing of features between
semantically similar classes.
e This feature sharing is not the result of spatial disentanglement of dissimilar
classes but of learning common features for semantically similar classes.
In Chapter 5 (page 112) we show that one common mechanism that distinguishes ro-
bust and non-robust representations is dimensionality reduction by learning shared
features across classes. Thus, despite learning representations that yield more com-
plex decision boundaries (see Chapter 4, page 82), they also display lower intrinsic
dimension and are thus simpler according to this measure. This finding again shows
that jointly studying all three geometric properties with respect to the sample com-
plexity and robustness yields valuable insights into the behaviour and properties of

neural network classifiers.

1.1.4 Publications

The contributions presented in Chapter 3 (page 56) and Chapter 4 (page 82) have
been published in the following peer-reviewed publications, respectively.

e D. Kienitz, E. Komendantskaya and M. Lones. The Effect of Manifold Entan-

glement and Intrinsic Dimensionality on Learning. 36th AAAI Conference on

Artificial Intelligence 2022. [Link to paper.]

e D. Kienitz, E. Komendantskaya and M. Lones. Comparing Complexities of
Decision Boundaries for Robust Training: A Universal Approach. Asian Con-

ference on Computer Vision 2022. [Link to paper.]

Further, the author of this thesis contributed to the two following peer-reviewed
publications. As these results are orthogonal to the ones presented in this thesis,
they have not been included.

e E. Komendantskaya, W. Kokke, and D. Kienitz. Continuous Verification of
Machine Learning: A Declarative Programming Approach. In Proceedings
of the 22nd International Symposium on Principles and Practice of Declara-
tive Programming. PPDP ’20. New York, NY, USA 2020. Association for
Computing Machinery.

e W. Kokke, E. Komendantskaya, D. Kienitz, R. Atkey, and D. Aspinall. Neu-


https://aaai.org/papers/07160-the-effect-of-manifold-entanglement-and-intrinsic-dimensionality-on-learning/
https://openaccess.thecvf.com/content/ACCV2022/papers/Kienitz_Comparing_Complexities_of_Decision_Boundaries_for_Robust_Training_A_Universal_ACCV_2022_paper.pdf
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ral networks, secure by construction: An exploration of refinement types.
In Programming Languages and Systems: 18th Asian Symposium, APLAS
2020, Fukuoka, Japan, November 30-December 2, 2020, Proceedings 18 67.
Springer2020.

1.2 Overview of the Thesis

In Chapter 2 (page 9) we begin with introducing background and the related lit-
erature. As mentioned above, the primary interest of this thesis is to study the
robustness of artificial neural networks to distributions shifts through the lens of
their geometric properties. To that end, we first give an overview of the robustness
literature. Over the last years, this area of machine learning has grown rapidly
and now encompasses several thousands of papers that deal with the failure types
of neural networks (Section 2.2, page 18), the potential reasons for these failures
(Section 2.3, page 30) as well as ways to mitigate them (Section 2.4, page 35). Due
to the scope of this literature our introduction focuses on breadth and we refer the
reader to multiple different survey papers that introduce the particular subject in
that area in depth. Following the overview of the robustness literature, is an ex-
haustive overview of the works that study the geometric properties of datasets with
respect to the learning process and the robustness of artificial neural networks. In
Chapter 3 (page 56), Chapter 4 (page 82) and Chapter 5 (page 112) we present the
contributions of this thesis. We close with the conclusions in Chapter 6 (page 133),

discuss limitations of our work and propose some possible directions for future work.
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Background and Literature

Review

In this chapter we review the literature that is related to our contributions which
we present in Chapter 3 (page 56), Chapter 4 (page 82) and Chapter 5 (page 112).
The two main areas of relevant research are those that study the robustness of deep
neural networks to distribution shifts and those that study the geometric properties
of data representations learned by deep neural networks. The literature review is
structured accordingly.

First, in Section 2.1 (page 10), we describe the background of this thesis and
introduce notations and definitions used throughout it. In Section 2.2 (page 18)
we introduce works that investigate the robustness of deep neural networks under
a variety of distributions shifts. Despite their strong generalisation performance,
deep neural networks display a significant lack of robustness to these shifts and in
Section 2.3 (page 30) we overview the main hypothesis introduced in the literature
in order to explain this deficiency. Then, in Section 2.4 (page 35) we introduce
common training methods that were proposed to alleviate this lack of robustness.
Given the number of papers that study robustness of neural networks', we focus
on those works that are the most relevant to our contributions and give a general
overview over the entire area.

The findings in the robustness literature are the main motivation for the contri-

! Adversarial examples (Definition 7, page 20) are a special kind of distribution shift and as of
2023 over 6,000 papers have been published on arXiv on that topic alone [18].
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M;
d.b.

3

\ 4

\

(a) Manifold dimensionality. b) Entanglement.

Figure 2.1: Illustration of the three key geometric properties of manifolds. (a) The
intrinsic dimension 7 is the dimension of the manifold M (see Definition 2, page 11).
The extrinsic dimension £ is the dimension of the ambient space that M is embedded
in (see Definition 3, page 11). Here Z = 2 and £ = 3. (b) The entanglement ¥ is the
number of connected hyperplanes required to approximate the decision boundary
(d.b.) separating the manifolds M, and M; (see Definition 4, page 12). Here
3 =05.

butions presented in this thesis and underlie all of them. Based on this literature,
we investigate certain aspects of neural network robustness through the lens of the
geometry of their representations. To this end, we give an exhaustive overview of
works published up to mid 2023 that study any of the key geometric properties
of data distributions or representations with respect to the robustness or sample

complexity of neural networks in Section 2.5 (page 46).

2.1 Background

In this section we provide the background definitions underlying this thesis. As we
primarily focus on applications to supervised image classification, we restrict this

section to this topic.

2.1.1 Supervised Classification

An image dataset X € R consists of [ € Ny images where each image is written
as v € R™¢. In this thesis we only consider classification scenarios in which every
image is associated with exactly one label y. The variable £ describes the dataset’s
variables, so in the case of images the number of pixels and colour channels. We

assume that there exists a joint distribution P(z,y), which implies that samples that

10
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share a common label also share a common set of features. It is frequently assumed
in machine learning that distributions of natural images P(z|y) concentrate near a

label-specific manifold (see [2]).

Definition 1. Manifold
A T-manifold M is a topological space where the neighbourhood of every sample is

homeomorphic to an open subset of Z-dimensional Fuclidean space.

In the mathematics literature the term manifold is generic and refers to a wide
variety of different structures. As distributions of natural data usually concentrate
near low-dimensional subspaces [16] and movements along these subspaces are label-
preserving transformations [2], their structure can naturally be described by a man-
ifold. Thus, in this thesis we use the term manifold loosely to refer to distributions
whose structure can be characterised by the following three geometric properties.
We also use the terms manifold and image manifold interchangeably.

The first key characteristic of a manifold is its intrinsic dimension which is defined

as follows.

Definition 2. Intrinsic dimension of a manifold
The variable T in Definition 1 (page 11) is referred to as the intrinsic dimension
of the associated manifold M. It describes the dimension of the manifold’s tangent

space.

A tangent space is the multi-dimensional generalisation of a tangent line or a tangent
plane for 1-manifolds or 2-manifolds, respectively. Thus, it describes the degrees of
freedom for movements along the manifold” surface. The intrinsic dimension can
be viewed as the number variables that are required to describe the distribution
that concentrates near it. Movements along the manifold’s geodesic correspond to
label-preserving transformations, such as changes in background, lighting, colour
and perspective (see Figure 1.1, page 2 for illustration). Manifolds are embedded
within an ambient space. The extrinsic dimension £ of an Z-manifold is defined as

follows.

Definition 3. Extrinsic dimension of a manifold
The extrinsic dimension of a manifold describes the dimensionality of its ambient

space, i.e. the space it 1s embedded within.

11
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For natural images, the size of the ambient space is simply the product of the number
of pixels and colour channels, i.e. £ = |pixels| - |channels.
Further, in classification settings every class is associated with at least one man-

ifold. In these scenarios the third key geometric property is the following.

Definition 4. Entanglement of manifolds
Given two or more image manifolds, the entanglement refers to the minimum number

of connected hyperplanes that are required to perfectly separate them.

Assuming that image distributions can be separated by connected hyperplanes is
a reasonable assumption as humans assign distinct labels to semantically different
classes. This yields a separation of the associated image manifolds that can be
achieved with connected hyperplanes. However, real-world image datasets used in
practice might contain labels noise or ambiguous examples. In this case finding a
set of connected hyperplanes that separate class manifolds perfectly, that is with
no wrongly labelled samples, is not possible. In good quality datasets, however,
label noise and ambiguous images should be rare occurrences. Thus, although the
definition of does not hold perfectly, it is only violated for a finite set of examples.

In Figure 2.1 (page 10) we illustrate the three aforementioned geometric prop-
erties of data distributions. With these three properties an image classification
problem can be characterised from a geometric perspective. These properties have
been subject to some recent works in machine learning and have been connected to
their generalisation performance and learning behaviour (see Section 2.5, page 46).
In this thesis we revisit them and study their influence on artificial neural net-
works. We consider three open questions in the literature which we introduced in
Section 1.1.3 (page 3) whose answers yield novel insights into their generalisation

performance and learning behaviour.

Data and Distribution Manifold

In machine learning the data distribution P(z|y) from which we draw the available
samples X with label y concentrates near a manifold. We distinguish between the
data manifold and the distribution manifold.

The data manifold is the space near which the available train samples from

X concentrate with label y. The distribution manifold, on the other hand, is the
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(b) CIFAR-10.

Figure 2.3: Example images of the SVHN and CIFAR-10 datasets.

space near which all samples x ~ P(x) of label y concentrate. Thus, by these
definitions, there exist samples that are not part of the data manifold but are part
of the distribution manifold, but not vice versa. Distinguishing between data and
distribution manifold allows us to define robustness to naturally occurring image
changes as generalisation to samples that are part of the distribution manifold but

are not part of the train samples X that constitute the data manifold.

Image Datasets

In this thesis we use four common image datasets. These datasets range from a
simple ones which are used mostly for illustration purposes in the literature, to a
challenging real-world datasets. All datasets consist of a comparably small number
of samples [ so experiments can be run on a single off-the-shelf graphics processing
unit.

The MNIST [19] dataset consists of 60,000 grey-scale train images and 10,000
grey-scale test images of the handwritten numbers one to ten (see Figure 2.2a,
page 13 for example images). It is considered to be simple as it is almost? linearly
separable and can be solved by only relying one a few pixels for classification without

learning any semantic features that humans might use.

2Training a linear support vector classifier [20] with the one-vs-rest method on MNIST results
in 91.36% test accuracy. In comparison, on CIFAR-10 only 20.68% test accuracy is achieved.
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The FASHION |[21] is designed to be drop-in replacement for the MNIST dataset.
It consists of 60, 000 grey-scale train images and 10, 000 grey-scale test images spread
uniformly over 10 different clothing items (see Figure 2.2b, page 13 for example
images). It is considered to be more challenging than MNIST, however, compared
to to other standard computer vision datasets it is still considered to be a simple
dataset used mostly for illustration purposes in the literature.

We additionally utilise the SVHN [22] dataset. It consists of 73,257 coloured
train images and 26,032 coloured test images of the house numbers one to nine,
where the number of images per class vary (see Figure 2.3a, page 13 for example
images). This dataset can be considered to be of moderate difficulty as it is not
linearly separable and the images display different types of noise.

Finally, we use the CIFAR-10 [23] dataset. It consists of 50,000 coloured train
images and 10,000 coloured test images of 10 commonly encountered objects such
as cars, horses and ships (see Figure 2.3b, page 13 for example images). As SVHN,
CIFAR-10 is a real-world dataset. It is ubiquitous in the computer vision literature
and is considered to be one of the most challenging datasets among the ones with a

smaller number of samples.

Image Classifiers

The goal of any classification function f : R™*¢ — RY is to assign any given input
r € R a label y. We assume the existence of a classification function that can
assign every sample of the data distribution its ground truth label. We refer to this

classifier as the Oracle classifier and define it as follows.

Definition 5. Oracle classifier

For a given distribution P(x) and labels y, an oracle O : R — RY assigns each
x ~ P(z) its ground truth label y, i.e. it represents the ground truth distribution
p(y|z). In other words, O is the perfect classifier that correctly classifies every sample

in P(x) and thus every sample in a dataset X, with entries v ~ P(x).

For natural data it is reasonable to assume that small changes to the input do not
result in large output changes, i.e. if x ~ ¥, then f(z) ~ f(Z), which is sometimes
referred to as the Lipschitz-smoothness prior [24]. In other words, altering an image

such that no class change is recognizable by the oracle (Definition 5, page 14) should
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not produce an image of a different class and therefore the label predictions should
be consistent. This assumption of local smoothness yields the following important

property of classification functions.

Definition 6. J-robustness of a classifier
Let f : R'™¢ — RY be a classifier that maps a sample x € R™¢ to a possible label v.

We say that f is §-robust in some p-norm (Definition 2.2, page 15) if and only if
Vo,& € P(x): argmaz f(Z) = argmaz f(z), where || — x||, <6 (2.1)

Thus, every possible norm-bounded perturbation T of x is classified with the same

label as x.

p-norm and semantic similarity

The p-norm of a vector x € R*¢ is defined as

el = (3 ) 22)

Generally, the p-norm between the difference of two images is a not a sufficient
proxy for their semantic similarity. For example, depending on the choice of the
p-norm, even changes with large magnitudes can introduce barely visible changes.
Nevertheless, p-norm are frequently employed in the literature if the perturbations
magnitudes 0 are small (see Chapter 4, page 82). One reason for their widespread
usage is that learning a distance metric that captures semantic similarity between
images is the goal of classification. Hence, the availability of such a metric would
imply that the classification task is solved. Thus, using some p-norm is the best

proxy for semantic similarity that does not require solving the classification task.

The Kernel Trick

As noted, the fundamental task of biological and computer vision can be viewed as

the disentanglement of manifolds®. Thus, image distributions that are not linearly

3Stephenson et al. [25] study the representational geometry of neural networks trained for speech
recognition. They find analogous results in this case, namely that neural networks disentangle
auditory manifolds consisting of word classes, speaker classes or other semantic concepts.
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(a) Before kernel-trick. (b) After kernel-trick.

Figure 2.4: Tllustration of the kernel trick. (a) The original data is not linearly
separable. (b) After applying the function k(x) = [(#(®)2, (2()?] to the data, the
samples are linearly separable.

separable in their original ambient space are processed in such way that their repre-
sentations at the end of the hierarchy are usable for linear classifiers. In this section
we illustrate such processing for a non-linearly separable dataset that is suitable for
a linear classifier after using the so-called kernel-trick.

In Figure 2.4 (page 16) we illustrate the kernel trick with a simple example.
The goal is to find a mapping & : R? — R? that transforms the original dataset
in Figure 2.4a (page 16) such that it is linearly separable. It is easy the see that
choosing k(z) = [(#(®)2, (z™M)?] results in a linearly separable dataset as displayed
in Figure 2.4b (page 16).

Thus, we can recast the procedure employed by biological and artificial neural
networks as the learning of a kernel function & that transforms the image distribu-
tions such that they are separable by a linear classifier. In the following section we
introduce the mathematical operations performed by artificial neural networks more

formally:.

2.1.2 Artificial Neural Networks

From here on, we only consider artificial neural networks which we refer to plainly
as neural networks. A neural network refers to a function that consists of neurons
as its basic building blocks. The mathematical operation carried out by a neuron f;
is usually written as

filz) = o(WaT +b) (2.3)

16



Chapter 2: Background and Literature Review

where Wa™ refers to the matrix multiplication between a the set of learnable weights
W e RE*€" and inputs z € R and o : R — R is an activation function that is
point-wise applied to every element in f;(z) € R'™¢. A neural network f is the

composition of L such neurons:

f(@) = fo(fr-1(f.(fi(2)))) (2.4)

We refer to f;(x) as a hidden representation of x.

The computational model of a neuron was provided by Rosenblatt [26] and the
idea of stacking multiple neurons for hierarchical processing of information was first
provided by Fukushima et al. [27-29]. Originally, the parameters 6 of f, were trained
by an unsupervised learning rule. Later, back propagation [19] was used to minimise
a loss function L£(fr(z),y;60) between the prediction fr(z) and the label y by opti-
mising the function’s parameters #. For a full overview of neural networks and their

history we refer the reader to the survey by Schmidhuber [30].

Custom Architectures

In this thesis, when using custom architectures we only use the rectified linear unit
o(z) = max(0,z) (ReLU) ([28, 31, 32]) as an activation function which is a common
choice in deep learning. Further, if the matrix multiplication wz in Equation 2.3
(page 16) is the convolutional operation we refer to the model as a convolutional
neural network, as opposed to a fully-connected neural network when the matrix

multiplication is the dot-product (see [2]).

Conclusion

This concludes the background section in which we briefly described neural networks
applied to image datasets and their geometric properties. Further, we gave an
intuitive example for the processing of data to make them linearly separable. In

what follows we introduce the related literature of this thesis.
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Table 2.1: Taxonomy of distribution (covariate) shifts used in this literature review
and example studies.

Synthetic perturbations (Sec. 2.2.1, page 19) Natural perturbations (Sec. 2.2.2, page 23)

Small-norm Large-norm Object/Image Background Other
e Adversarial exam- e Unrecognisable im- : ge(.)‘m.et[zllc}: [36-40] o [42 45] e Collection: [46, 47]
ples: [33, 34] ages: [35] . Bﬁi;e[éll] ° o Time: [48]

2.2 The Lack of Robustness of Neural Networks

A large body of work has shown that despite their strong generalisation perfor-
mance and robustness to label noise [49] neural networks lack robustness to a wide
variety of distribution shifts. This lack of robustness to distributions shifts hinders
the adoption of neural networks to safety critical applications and is a somewhat
surprising property as the human visual system is robust against previously unseen
distortions [11].

Distribution shifts are usually separated into label shift, concept shift and covari-

ate shift. When the joint feature-label distribution p(z,y) is decomposed into

P(z,y) = P(zly) P(y)
(2.5)

= P(ylz) P()

then these types of distribution shifts can be characterised as follows. Label shift
refers to the case in which P(y) changes but P(z]y) remains constant, concept shift
refers to the case in which P(y|z) changes but P(x) remains constant and covariate
shift refers to the case in which P(x) changes but P(y|z) remains constant.

In the context of machine learning, and especially deep learning, covariate shifts
are the most widely studied type of distribution shift. They are frequently encoun-
tered in real-world tasks and are generally the most challenging to deal with. In
this thesis we only consider covariate shifts and we use this term interchangeably
with the term distribution shift since it is the data set that changes. In what follows
we describe the literature on the vulnerability of deep neural network classifiers to
this type of distribution shift. We focus on supervised object recognition and briefly
introduce robustness deficits in other tasks and algorithms in Section 2.2.4 (page 27).

There are multiple taxonomies of distribution shifts employed in the literature
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(see for example Koh et al. [50]). Here, we choose to divide them broadly into
synthetic and natural distribution shifts. Synthetic distribution shifts are those
where the resulting images are not part of the data distribution any more and
natural shifts are those where they still are. In other words, synthetic perturbations
cannot be encountered in real-life situations whereas natural perturbations can be.
The most common form of synthetic distribution shifts are classical adversarial
examples [33] (Definition 7, page 20) which are crafted for a specific model and are
usually not encountered in real-life mage datasets. Natural distribution shifts are for
example changes in lighting or background or the introduction of blur. In Table 2.1
(page 18) we display some important papers using this taxonomy.

Using the argumentation of Stutz et al. [51], synthetic perturbations result in
samples that lie off the distribution manifold (see Section 2.1.1, page 10) whereas
samples altered by natural perturbations still lie on it. Thus, robustness to natural
perturbations can be considered as standard generalisation to the entire data distri-
bution and not just the test set. We further divide synthetic and natural distribution
shifts into small-norm and large-norm shifts which loosely correlates with their vis-
ibility to human observers (see Figure 5.1, page 116 and Table 5.1, page 117). It is
commonly assumed for both synthetic and natural distribution shifts that the ap-
plied perturbations do not change the ground truth label, so an oracle (Definition 5,
page 14) does not recognise a class change.

In Section 2.2.1 (page 19) we describe the most common form of synthetic pertur-
bations and introduce algorithms for crafting it that are also used later in this thesis.
Then, in Section 2.2.2 (page 23) we describe natural perturbations. In Section 2.2.3
(page 26) we discuss that the distinction between small-norm and large-norm per-
turbations is required as empirically there appears to be a tradeoff between these
two. We focus primarily on applications to image datasets in object recognition

settings but briefly mention related works in other areas in Section 2.2.4 (page 27).

2.2.1 Robustness to Synthetic Perturbations

Szegedy et al. [33] investigate neural network classifiers for image datasets. They
find that applying small-norm, for humans (almost) imperceptible, perturbations to

samples is sufficient to change the predicted label. The authors define such samples
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Pred.: 0, conf.: 1.000 Pred.: 4, conf.: 1.000
.

(a) (b)

Figure 2.5: Example of a synthetic perturbation in the form of an adversarial exam-
ple (Definition 7, page 20) for a neural network which achieves 82.52% test accuracy
on the CIFAR-10 [23] dataset. (a) Original (benign) sample from the CIFAR-10
dataset. The neural network correctly predicts the class airplane (label: 0) with 1.0
confidence. (b) For the adversarial example the neural network falsely predicts the
class deer (label: 4) again with 1.0 confidence. (¢) The applied perturbation is cre-
ated by PGD (Definition 9, page 21) and is visualised by summing over each pixel’s
colour channel. Values of the colour channels are in the interval of real numbers
[0, 1].

as adversarial examples. In Figure 2.5 (page 20) we display an adversarial example
and its corresponding original image along with the applied perturbation. While
the applied perturbation is only barely visible to humans and does not change the
ground truth label (airplane), the neural network predicts the wrong one (deer)

with perfect confidence.

Definition 7. Adversarial example [33]
Let x € RY¢ be a sample from the dataset X € R and let f be a trained classifier.

adv

An adversarial example z° = ||z + €||, in some p-norm for some sample x can be

found by solving the following optimisation problem

min ||e||, s.t.
(2.6)

flz+e)# f(x), Oz +¢€) = O(x)

Thus, an adversarial example changes the predicted label of the classifier while keep-
ing the applied perturbation as small as possible as to not change the prediction of

the oracle O.

An example of large-norm synthetic perturbations was offered early by Nguyen
et al. [35]. Here the authors show that neural networks confidently predict class

labels on inputs that do not resemble natural images at all.
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Algorithms for Adversarial Attacks

Over the last years a large number of algorithms have been proposed to efficiently
solve the optimisation problem in Definition 7 (page 20). For a complete overview of
adversarial attack algorithms we refer the reader to the survey by Serban et al. [52].
In most cases these applied perturbations are imperceptible to humans [33] and can
even consist of changing just one pixel in an image [53].

In this thesis we only utilise the fast gradient sign method [54] (FGSM) and
projected gradient descent [55] (PGD) and describe them below. These two methods
have been shown to be computationally efficient and hard to defend against even
with state-of-the art defence methods [56]. FGSM and PGD are also the backbone

of many adversarial training methods that we describe in Section 2.4 (page 35).

Definition 8. Fast gradient sign method (FGSM) [5}]
Given a classifier f with loss function £ and a sample x € R'™¢ with associated

label y, FGSM computes its adversarial example x°% as

2 = 1 + € sign(V,L(z, ) (2.7)

where VL is gradient of the loss-function with respect to the input. We write

FGSM-¢ to denote the application of the FGSM algorithm with magnitude €.

Definition 9. Projected gradient descent method (PGD) [55]
Given a classifier f with loss function £ and a sample x € R with associated

v

label y, PGD computes its adversarial example x*¥ in iteration t € N, as

xe1 = Mz + € sign(V L(x4,y))]
(2.8)

with 2° =z

where VL 1is gradient of the loss-function with respect to the input and 11 is a
projection operator mapping the resulting sample onto a user-defined domain. We
write PGD-e-t to denote the application of the PGD algorithm with magnitude € and

t iterations.

In practice, FGSM and PGD often find perturbations that are imperceptible to

humans, however they are not guaranteed to find the minimum-norm solution to
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the optimisation problem in Definition 7 (page 20). Dezfooli et al. [57] propose
DeepFool, an algorithm that efficiently finds adversarial examples whose applied
perturbation is close to the minimum-norm solution. For a detailed description of
DeepFool we refer the reader to the original paper. We utilise DeepFool in Chapter 4
(page 82) to show that state-of-the-art robust models learn functions whose margin
(i.e. the distance to the decision boundary) is close to the maximum possible.

The above algorithms assume access to the target model’s parameters and are
usually called white-box attacks. In contrast black-box attacks are those that do not
require access to the model’s parameters. One example of a black-box attack is the
method presented by Alzantot et al. [58] who utilise a genetic algorithm (see Luke
et al. [59] for an overview) to generate imperceptible adversarial examples for neural
networks on many commonly used real-world image benchmarks. We do not employ
any black-box attacks in this thesis and thus refer the reader to the survey of Serban

et al. [52] for a complete overview of adversarial attack algorithms.

Adversarial Subspaces

Adversarial examples as defined above are crafted for a specific neural network.
Szegedy et al. [33] recognise that with high probability adversarial examples transfer
to other neural networks with different number of hidden layers, activation functions
or trained on a different subset of the train data. Fawzi et al. [60] study the learned
decision boundaries of neural networks and show that adversarial examples occur
where the decision boundary is curved. The directions along which the boundary
is curved can be shared between models and samples, yielding universal adversarial
examples that transfer between different models. Tramer et al. [61] study these uni-
versal adversarial examples and show that they lie within relatively large continuous
subspaces shared between many input samples. These spaces are usually referred to
as adversarial subspaces. Gu et al. [62] further highlight that adversarial subspaces
are continuous by showing that perturbing an adversarial examples with additional
random noise is not effective in turning the adversarial example benign again. Ma et
al. [63] estimate the local intrinsic dimension of these adversarial subspaces and find
that they are significantly larger than the intrinsic dimension of the data manifold

near which benign samples concentrate.
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Invariance-based Adversarial Examples

According to Definition 7 (page 20), an adversarial example changes the classifica-
tion decision of the target model but not that of an oracle, i.e. the ground truth label
does not change. Thus, these adversarial examples can be referred to as sensitivity-
based adversarial examples, as they exploit overly sensitive features [64]. Jacobsen
et al. [34, 65] find that neural networks are also susceptible to the opposite case.
Invariance-based adversarial examples do not change the prediction of the target
model but do change the classification decision of the oracle, so the ground truth
label. Tramer et al. [66] compare sensitivity-based and invariance-based adversar-
ial examples and find that increased robustness to one of them results in reduced
robustness to the other one. They further hypothesise that invariance-based ad-
versarial examples might be caused by the presence of overly robust and predictive
features that the models rely on for classification.

In this thesis we only utilise sensitivity-based adversarial examples, so those

described in Definition 7 (page 20).

2.2.2 Robustness to Natural Perturbations

We define natural perturbations as those that can be encountered in real-life scenar-
ios, so are part of the data distribution but may not be part of the training data set.
We further divided natural perturbations into three different groups. The first group
encompasses transformations that can be easily modelled mathematically, such as
rigid and non-rigid transformations. These are for example geometric transforma-
tions like rotations. The second group consists of perturbations that only affect the
background but not the object to be recognised. Finally, the last group encompasses
those perturbations that are hard to model mathematically and are the result of a

different dataset collection process.

Perturbations to the Object

Geometric transformations, such as rotation, scaling or translation, do not change
the ground truth label of natural objects and are frequently encountered in real-

life situations. Therefore, they can be considered as being part of the distribution
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manifold (see Section 2.1.1, page 10). The human visual system is invariant to geo-
metric transformations [1] and ideally image classifiers should be invariant to these
transformations, too [67]. While the convolutional operation is translation invariant,
rotation invariance is not an inductive bias of convolutional neural networks. Thus,
some works studied the robustness of convolutional neural networks to geometric
transformations.

Lenc et al. [36] as well as Soatto et al. [37] find that convolutional neural networks
are not necessarily invariant to geometric changes. To test the invariance of neural
networks to geometric transformations more systematically, Fawzi et al. [38] intro-
duce ManiFool, an algorithm that finds a geometric transformation that changes the
prediction of the model. They report that models are vulnerable to small, and some-
times even imperceptible, geometric transformations. Later, Kanbak et al. [39] pro-
pose an algorithm to find label-changing geometric transformations that is scalable
to larger networks and manifolds. In previous works, the geometric transformation
acted on the entire image. In contrast, Alcorn et al. [40] utilise three-dimensional
models of objects and change their position and orientation within the image. They
also report signifiant robustness deficits to these sorts of transformations.

Hendrycks et al. [41] propose a benchmark dataset with common perturbations
encountered in real-life scenarios such as different types of noises and blurs. They
find that accuracy on in-distribution samples is significantly larger than accuracy
on the proposed benchmark dataset*.

Humans [4, 5] and other vertebrates [68] rely on the shape of objects for recog-
nition. Geirhos et al. [69] find that this shape-bias is not present in convolutional
neural networks when trained on ImageNet [70] dataset. Instead, convolutional neu-
ral networks heavily rely on texture clues. The authors introduce a novel test set
with a texture-shape conflict and find that when trained on the original ImageNet
dataset neural networks perform poorly on this novel test set. Hermann et al. [71]
also argue that this texture-bias is a result of the provided data by showing that

carefully crafted data augmentations can improve the shape-bias of neural networks.

4In this thesis we frequently use the benchmark by Hendrycks et al. [41] and in Figure 5.1
(page 116) we display some example images from it.
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Perturbations to the Background

In the previous paragraph we introduced work in which either the entire image,
including the object to be recognised, or only the object is altered. We define the
background, so the context, of an object as the complement of that given object.
Backgrounds can offer predictive clues for classifying the object [72]. Humans, for
example, have been observed to rely on these predictive background features as
their object recognition ability is hampered when familiar objects are placed in an
incongruent context [73]. Convolutional neural networks are also vulnerable to the
context changes, though to a greater degree than humans [73]|. Nevertheless, natural
objects are usually invariant to the context they are placed in, so background changes
should ideally not alter the predictions of neural networks. Below, we highlight key
works that established neural networks’ over-reliance on object backgrounds.

Zhu et al. [42] show that removing the object from an image deteriorates the
generalisation performance only marginally in contrast to humans. Beery et al. [43]
introduce a dataset to measure the generalisation of neural networks for animal
detection to different camera backgrounds and also find significant drops in perfor-
mance when animals are photographed in front of a different background. Carter
et al. [44] show that convolutional neural networks trained on CIFAR-10 and Ima-
geNet base their decisions on 5% to 10% of the available pixels. In ImageNet, the
border pixels are sufficient for training and testing. Thus, in common computer
vision benchmarks the background provides strong and easily decodable signals for
the label on which neural networks learn to rely. Xia et al. [45] further show that
neural networks rely on background features to a greater extend than humans. The
vulnerability to background changes is highly related to the existence of spurious
correlations in common image benchmarks which we will discuss in Section 2.3.1
(page 30).

Related to the problem of recognising objects outside their natural context is
the issue of crowding. Crowding refers to the scenario in which the ability for
recognition deteriorates when another object displayed close to the original one
without occluding it. Humans have been shown to be susceptible to crowding [74, 75]
and Volokitin et al. [76] show that convolutional neural networks also suffer from

performance drops in this scenario.
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Perturbations to the Entire Image

Recht et al. [46] investigate generalisation to a distribution resulting from a new
dataset collection process. They create new test sets for CIFAR-10 and ImageNet
by mimicking the old dataset collection processes. They find significantly reduced
test performances compared to the original test set but also a positive correlation
between them. Thus, the authors hypothesise that neural networks do not overfit
on the original test set but suffer the drop on the new test due to the distribution
shift induced by the suboptimal repetition of the original data creation process.
Hendrycks et al. [47] also gather a new test dataset set for ImageNet with the same
set of labels but a different distribution of images and obtain similar findings.
Shankar et al. [48] investigate the robustness of neural networks to perturbations
that result from changes between temporally near video frames. They find that both

object localisation and classification performance deteriorates in this scenario.

2.2.3 Relationship between Synthetic and Natural Pertur-

bations

Whether robustness to synthetic distribution shifts improves robustness to natural
distribution shifts is unclear [77]. On the one hand, Taori et al. [78] note that robust-
ness to shifts that can be modelled by functions such as adversarial perturbations
or some sort of noise and blur perturbations does not transfer to natural dataset
shifts and vice versa. But on the other hand, Hendrycks et al. [79] show that us-
ing artificial data augmentations can improve robustness on real-world distribution
shifts.

Geirhos et al. [80] note that adversarial robustness is negatively correlated with
robustness to large-norm perturbations. Thus, despite the fact that adversarial
training induces some useful priors [81], like shape-bias [80], the robustness to differ-
ent distribution shifts appear to be independent problems. In Chapter 5 (page 112)
we find further empirical evidence that robustness to different types of distributions

shift are negatively correlated.
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Tradeoff between Accuracy and Robustness

In addition to the apparent tradeoff between robustness to small-norm adversarial
perturbations and large-norm natural perturbations, several authors noted a tradeoff
between adversarial robustness and generalisation performance [82]. This observa-
tion is usually referred to as the accuracy-robustness tradeoff.

Tsipras et al. [82] and Zhang et al. [83] argue that this tradeoff is theoretically
inevitable, however, they use a data distribution for which no robust classifier exists,
a scenario that is unlikely the case for real-world datasets as they are usually well-
separated [17]. Instead, the higher sample complexity of robust training has been
named as one reason for the observed tradeoff [84, 85]. Sanyal et al. [86] also show
that robust training methods do not lead to the memorisation of atypical examples
which leads to a drop in standard accuracy. Further, Rade et al. [87] show that
adversarial training increases the margin along some discriminative directions which
leads to a reduction in their predictive power. They propose to add intentionally
wrongly labelled samples to counteract this effect and report improved accuracy and
robustness.

In Chapter 4 (page 82) we show that state-of-the-art robust training methods
indeed learn geometrically more complex decision boundaries which in combination
with our results from Chapter 3 (page 56) proves that robust training has indeed
a higher sample complexity. Further, in Chapter 4 (page 82) we show that robust
neural networks classify extremely blurry images which introduces label noise and

hurts standard accuracy.

2.2.4 Robustness Deficits in other Tasks and Algorithms

Previously, we introduced the literature dealing with neural network robustness in
the context of object recognition. In this section we give a brief overview of the
literature that investigates the robustness of neural networks in other tasks as well

as the robustness of algorithms other than neural networks.
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Other Computer Vision Tasks

Related to object recognition are the tasks of semantic segmentation (see Minaee et
al. [88] for an overview) in which every image pixel is supposed to be classified and
object detection (see Liu et al. [89] for an overview) where the location of an object
in the image is supposed to be highlighted. Xie et al. [90] show that these tasks are
also susceptible to adversarial attacks and that the perturbations applied here are
also transferable between training sets and network architectures.

Elsayed et al. [91] show that adversarial perturbations can even be used to make
neural networks perform other tasks than they were originally trained on. For
example, the authors reprogram an ImageNet classifier to perform square counting

in the given perturbed image.

Reinforcement Learning Tasks

As neural networks are frequently used as backbones of other algorithms (e.g. [92,
93]), their vulnerability might also affect the system they are part of. Huang et
al. [94] demonstrate that in a reinforcement learning settings (see Montague et
al. [95] for an overview) perturbing pixels of the input images for a policy network

leads to the same output changes as in object recognition.

Natural Language Processing Tasks

Neural networks applied in natural language processing tasks have also been shown
to be susceptible to adversarial attacks. For example, Qin et al. [96] show that it
is possible to generate adversarial examples for speech recognition systems that are
still correctly classified by humans. In this thesis we only consider applications in
computer vision and refer the reader to the survey by Zhan et al. [97] for an overview

of adversarial examples in natural language processing.

Other Algorithms

Compared to convolutional neural networks (CNNs), Transformers are a novel ar-
chitecture that use the attention-mechanism [98] and not convolutional operations.
Transformers are ubiquitous in natural language processing applications, but have

recently also been used in computer vision [99]. Naturally, robustness comparisons
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between transformers and classical CNNs have been conducted [100, 101] that find
a greater robustness of Transformers compared to CNNs. However, Bai et al. [102]
argue that these studies are flawed as they do not account for differences in archi-
tecture sizes, architecture configurations as well as training procedures. Contrary
to previous works, these authors find that Transformers do not exhibit greater ro-
bustness to adversarial examples. Only against natural perturbations Transformers
outperform CNNs.

Whereas the majority of previous works deals with feed-forward neural networks,
Papernot et al. [103] study the robustness of recurrent neural networks. They find
that these architectures also suffer from a lack of robustness to small-norm per-
turbations. Sengupta et al. [104] propose regularising the spectral norm of weight
matrices of recurrent neural networks to alleviate the vulnerability to small-norm
perturbations.

The previously mentioned works study robustness properties of neural networks
trained with label supervision. Shi et al. [105] extend the robustness analysis to
unsupervised learning objectives and algorithms. They find representations obtained
by unsupervised training are less vulnerable to distribution shifts than supervised
ones but still lack the robustness of humans.

Whereas all previous works study the robustness of some form of deep learning
method, other works focus on classical algorithms such as the k nearest-neighbours
classifier [106]. Papernot et al. [107] show that adversarial examples also exist for
other algorithms such as decision trees (see Breiman et al. [108]) and support vector
machines [20] and that they transfer between these models. Fazwi et al. [109] study
robustness from a theoretical perspective and derive bounds on the robustness in

p-norms for a given dataset that are model-agnostic.

2.2.5 Conclusions

Neural networks have been shown to be vulnerable to a wide variety of distribution
shifts ranging from small-norm synthetic perturbations to natural perturbations
that are encountered in real-life scenarios. Although some progress has been made
in closing the robustness gap between humans and neural networks [80, 110], it

remains significant. Since neural network are increasingly deployed in safety-critical
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applications, their robustness deficits are of great practical importance. Further, the
robustness gap between humans and neural networks as well as their different failure
types [80] also highlight that current computer vision algorithms conduct object
recognition significantly differently from humans. Thus, studying neural networks
to better understand the human visual system is limited.

In the next section we introduce the literature that deals with finding the reasons

for this observed lack in robustness.

2.3 Reasons For the Lack of Robustness of Neural

Networks

In this section we introduce the main hypotheses made to explain the lack of ro-
bustness of neural network classifiers. Previous work showed that the robustness
to natural distribution shifts can be mitigated comparatively easily by incorporat-
ing these perturbations into the train set [11]. Thus, the vulnerability to natural
perturbations appears to be the result of a violation of the independent-identically
distributed assumption on which neural networks heavily rely. However, the reason
for the observed adversarial vulnerability is unclear and over the last years several,
and sometimes competing, hypotheses have been made. In this section we introduce

the most important ones.

2.3.1 Violation of the independent-identically distributed

Assumption

Szegedy et al. [33] hypothesise that adversarial samples lie within ‘low-dimensional
pockets‘ of the data distribution and are thus not encountered during training. This
hypothesis was later challenged. Stutz et al. [51] show that adversarial examples
actually lie off the distribution manifold. The authors train a VAE-GAN [111, 112]
(a combination of a variational autoencoder [113] (VAE) and a generative adversarial
network [114] (GAN)) to learn a mapping onto the manifold of the train samples.
For MNIST and EMNIST [115] the authors show that the distance between benign
and adversarial samples in the VAE-GAN’s latent space is higher than for other

30



Chapter 2: Background and Literature Review

samples. Further, samples that are loss-maximising for a classifier but constrained
to be on the learned manifold correspond to transformations of the original samples.
Later, Ma et al. [63] show that the local intrinsic dimension of adversarial samples is
significantly higher than those of benign samples and those that have been perturbed
by non-adversarial, such as Gaussian, noise. Thus, they conclude that adversarial
samples indeed lie off the distribution manifold and within adversarial subspaces.
As already noted above, we focus on the hypothesis claiming that adversarial
examples do not lie on the distribution manifold of the same class and therefore
violate the independent-identically-distributed (i.i.d.) assumption. Although the
violation of this assumptions is certainly not the sole reason for the lack of adversarial
robustness it has been reasonably well established and it also valid for robustness
against natural perturbations. Nevertheless, as mentioned in Section 2.2.3 (page 26),
the relationship between robustness to synthetic and natural perturbations is not
straightforward. Therefore, a unifying hypothesis explaining both modes of failure

is currently unavailable.

Spurious Correlations

One reason for the lack of robustness and the vulnerability to distribution shifts of
neural networks is their reliance on spurious correlations in the dataset. Spurious
correlations refer to correlations between a non-semantic feature in the input image
and its ground-truth label. An example of a spurious feature is provided by Singla et
al. [116]for the ImageNet dataset who show that the presence of ‘fingers‘ in an image
co-occurs with the label ‘band aid‘ and that neural networks overfit on these. Hence,
spurious correlations can break the i.i.d.-assumption if neural networks over-rely on
these for their predictions.

Ilyas et al. [64] show that commonly used image benchmarks contain highly-
predictive yet brittle features. Neural networks trained on these datasets learn to
rely on them and, therefore, are susceptible to small-norm changes of these features.
Joe et al. [117] show that these features can be disentangled from the robust ones
using a VAE. Several authors provide a related finding for a significant simplicity
bias of these models [118-121]. Neural networks mostly base their prediction on the

simplest feature in the data and ignore more ones that are also predictive of the
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label. This remains true even if the complex feature is more predictive of the label
than the simple one, and thus simplicity bias can hurt robustness and generalisation.
Further, if the simple and the complex feature contradict each other the network still
produces high confidence scores®. The authors find extreme simplicity bias for fully-
connected, convolutional and sequential networks. As a result neural networks are
prone to rely on superficial statistical regularities that are not aligned with human
perception [122-124]. Singla et al. [116] show that neural networks mostly rely on
spurious features for predictions and do not differentiate between core and spurious

features during learning.

2.3.2 Training Deficiencies

In the previous section we introduced hypotheses that investigate properties of the
dataset and their interaction with the learning process of neural networks as po-
tential sources of robustness deficits. In this section we introduce those works that

investigate properties of the classifier itself.

Sample Complexity

In statistical learning theory [125] the goal is to find a classifier f that minimises
the risk R(f) = Ezep)[L(y, f(x))] over the distribution P(x) where £ is a suitable
loss function. By definition, the oracle classifier (Definition 5, page 14) is defined
as the classifier with the minimum possible risk which represents the conditional
distribution P(y|x). In the statistical learning literature the oracle classifier is also
commonly referred to as the Bayes-classifier fgayes- Since P(y|x) is generally un-
known, the goal of learning is to find f that approximates fgayes. The sample

complexity of a hypothesis class containing f is defined as follows.

Definition 10. Sample complexity

The sample complexity of a hypothesis class containing the classifier f is the num-
ber of train samples necessary to ensure a probably approximately correct (PAC)
solution, so a solution such that |R(f) — R(fpayes)| < v holds with probability 1 —n
forv,n e R.

5In neural networks the value of the last layer’s softmax function is usually taken as the confi-
dence of the prediction as it returns values in (0, 1).
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In the literature on statistical learning theory empirical risk minimisation (ERM)
refers to the procedure of finding a classifier f which minimises the empirical risk
(loss) over the train samples.

Several studies argue that adversarial training has a larger sample complexity
than standard training. Schmidt et al. [126] provide bounds on the sample complex-
ity when the data distribution is a mixture of Gaussians and show increased sample
complexity of adversarial training that holds regardless of the training algorithm
and the model family. Bhagoji et al. [127] study the sample complexity for distribu-
tions that are a mixture of two Gaussians with an approach from optimal transport.
Dobriban et al. [128] extended prior analyses to mixtures of three Gaussians in 2-
and oo-norm and Dan et al. [129] derived general results for the case of two-mixture
Gaussians for all norms. More recently, Bhattacharjee et al. [130] studied the sample
complexity of robust classification for linearly separable datasets. They showed that
in contrast to accurate classification, the sample complexity of robust classification
has a linear dependence on the ambient dimension £ (Definition 3, page 11). Yin
et al. [131] further showed a dependence of the sample complexity on &€ for neural
networks. Distribution-agnostic bounds for robust classification have been provided
by several authors [132-135].

In Section 2.4.2 (page 36) we present works that empirically show that the addi-
tion of non-adversarial samples can improve robustness and accuracy, and therefore
empirically confirm that robust training has a higher sample complexity than stan-
dard training.

In our work we provide a novel reason that explains at least partially why ad-
versarial training has an increased sample complexity. In Chapter 3 (page 56) we
first show that the entanglement (Definition 4, page 12) is the leading contributor
to the sample complexity. Then, in Chapter 4 (page 82) we show that state-of-
the-art robust models learn more entangled decision boundaries which is a result
that has previously only been hypothesised for state-of-the-art models and shown

for toy-datasets.
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Vanishing Gradients

Fundamentally, the reason for vulnerability to small-norm changes is that the clas-
sifier does not exhibit flat regions around its train samples, i.e. regions where the
loss is approximately constant [136]. Rozsa et al. [137] propose a training scheme to
induce flatness around samples and show that this procedure improves robustness

and can also improve generalisation performance.

2.3.3 Other Hypothesis

Tanay et al. [138] argue that adversarial examples are the result of an inappropri-
ate placement of the decision boundary compared to the manifold of the training
data. They argue that the decision boundary might be tilted along directions of low
variance, a result that was later empirically confirmed by Izmailov et al. [139].
With the help of a toy dataset consisting of two concentric spheres embedded in
high-dimensional ambient spaces, Gilmer et al. [140] argue that adversarial examples
are inevitable for models with non-zero test errors. These adversarial examples can
be found on the spheres therefore by the argumentation of Stutz et al. [51] and Ma

et al. [63] these are not adversarial examples but generalisation errors.

2.3.4 Conclusions

The reason for the lack of robustness to natural distributions appears to be an
over-reliance on spurious correlations in the train set, so an over-reliance on the
i.i.d.-assumption. Several authors have shown that these correlations are common
in frequently used image benchmarks. However, the reason for vulnerability to
adversarial perturbations is not clear. Although part of the vulnerability appears
to also stem from the reliance on overly-sensitive and non-semantic features, several
studies have proposed and empirically shown that other reasons are valid, too.

In the next section we introduce key studies that propose methods to alleviate

the susceptibility of neural networks to synthetic and natural perturbations.
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2.4 Robust Training Methods for Neural Networks

To combat neural networks’ lack of robustness in object recognition tasks, a large
number of potential defence techniques have been proposed. We refer to them as

robust training methods.

Definition 11. Robust Training (RT)
We define a training method T : X — f that, given a dataset X, yields a classifier
f. We refer to a training method T as a robust training method if its goal is to yield

a 0-robust classifier as defined in Definition 6 (page 15).

In contrast to robust training methods, standard training (ST) methods only aim to
reduce the train error and do not focus on the robustness of the classifier. One ex-
ample for a training method is empirical risk minimisation (see Vapnik et al. [125]).

In this section we introduce different methods of robust training and present key

works in each of these areas.

2.4.1 Adversarial Training

Szegedy et al. [33] first suggested to append previously generated adversarial ex-
amples to the train set. However, solving the minimisation problem in Definition 7
(page 20) is computationally expensive and thus many works developed methods
to generate adversarial examples during training. These methods are commonly

referred to as adversarial training.

Definition 12. Adversarial Training (AT) [54, 55]
Let L be the loss function of a classier with parameters 0. Adversarial training solves

the following minimaz-optimisation problem.

ming [maz. L(x + €,7)] (2.9)

In other words, the perturbation € is first chosen to mazimise the loss L given the
current parameters 0 of f. Then, the parameters 0 are chosen to minimise the loss on
the sample x + €. Adversarial training is one form of robust training (Definition 11,

page 35).
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To solve the inner maximisation problem in Definition 12 (page 35) multiple different
methods have been introduced (see Section 2.2.1, page 19).

Goodfellow et al. [54] propose a method suitable for generating adversarial exam-
ples during training, called FGSM (Definition 8, page 21). Later Madry et al. [55]
propose an iterative method, called PGD (Definition 9, page 21), that generates
stronger examples, though with increased computational cost.

Several authors proposed methods to make adversarial training more computa-
tionally efficient. Wong et al. [141], for example, use FGSM but first perturb the
original sample with noise. They find that this simple change makes adversarial
training with FGSM as effective as training with PGD, though much more compu-
tationally efficient. As adversarial training is empirically difficult, Andriushchenko
et al. [142] introduce a loss function that aligns the loss’ gradient with respect to
the original and adversarial example.

Nevertheless, it has frequently been shown that adversarially robust models are
still vulnerable to perturbation magnitudes beyond the ones they have been trained

on [56].

2.4.2 Data Augmentation and Dataset Enlargement

Since adversarial training is computationally expensive, several authors investigate
the effect of data augmentations and dataset enlargement on robustness. Data aug-
mentations are generated by applying a function to an image that is cheap to evaluate
to introduce some desired inductive bias to the model. Dataset enlargement on the
other hand, refers to the gathering of novel samples without changes to the original
ones. Data augmentation and enlargement cannot usually be clearly distinguished
as augmented images are usually appended to the dataset, therefore also enlarging
it.

While additional data can improve robustness against natural perturbations [143],
several authors find that data augmentation alone does not improve adversarial
robustness [144-146]. However, as the set of augmentations gets diverse enough,
using data augmentations without additional samples improves adversarial robust-
ness. Hendryck’s et al. [147], for example, propose a data augmentation method

called AugMiz that mixes several different augmentation techniques and find im-
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proved accuracy and calibration without using additional data. Later, Rebuffi et
al. [148] demonstrate that data augmentations can improve adversarial robustness
when combined with weight averaging.

Independent of each other several authors find that using additional data during
training improves adversarial robustness and standard accuracy [149-152], a finding
that empirically confirms the higher sample complexity of robust training mentioned
in Section 2.3.2 (page 32). Further, Gowal et al. [153] show that using samples
generated by a generative model trained on the original train set can also improve
robustness and accuracy without the need for novel samples from outside the original

train set.

2.4.3 Dimensionality Reduction

Since synthetic and natural perturbations do not change the ground truth class
label (Definition 7, page 20), they leave semantically meaningful features in images
unchanged. The goal of dimensionality reduction techniques is to describe a sample
with as few variables as possible while keeping its contained information as large as
possible. Naturally, dimensionality reduction primarily removes semantically non-
meaningful features when applied to images (e.g. [154]).

Several different dimensionality reduction techniques have been proposed for
various types of data (see Sorzanoet et al. [155] for an overview). Autoencoders are
a form of non-linear dimensionality reduction technique that can be applied with
moderate success to image datasets [154]. They map its input to its output through
a series of layers with a bottleneck-layer of lower dimensionality in the middle. This
bottleneck-layer presents a compressed representation of the input data.

Autoencoders are effective in removing Gaussian noise from datasets [156] and
have also been a popular choice to defend against adversarial perturbations [157].
Sahay et al. [158] find that autoencoders are successful in removing adversarial
perturbations. Zizzo et al. [159] also use an autoencoder to project data into a
lower-dimensional space. However, they also utilise the k-nearest neighbours algo-
rithm to detect adversarial examples in that space. A straightforward idea is to
stack an autoencoder to remove adversarial perturbations before a neural network,

however Gu et al. [62] report that the resulting architecture is even more vulnera-
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ble to adversarial examples, possibly because of the unsupervised objective of the
autoencoder that omits information about discriminative features in the input.

Sanayal et al. [160] propose a method that regularises the rank of the repre-
sentation matrices in neural networks. Thus, representations are constrained to lie
on low-dimensional subspaces. They find that such regularisation moderately im-
proves generalisation performance and greatly improves adversarial robustness. The
intuitive reason why such regularizer works is again that it forces the networks to
represent the data by its most discriminative features and removes noise.

In Chapter 5 (page 112) we show that the opposite implication of the results
of Sanayal et al. [160] also holds. State-of-the-art robust training methods induce
lower-dimensional representations despite not being explicitly regularised to do so.
Thus, lower dimensionality is empirically strongly correlated with robustness which
partially explains the success of dimensionality reduction techniques in removing
adversarial noise. Further, it might offer a direction for future work on robust

training methods.

2.4.4 Detection of Out-of-distribution Samples

Given the difficulty of training models to be robust against adversarial attacks [56],
some works focused on the detection of adversarial examples instead. There are
a wide variety of detection methods, all using different properties of adversarial
examples to detect them. For an overview of these algorithms we refer the reader
again to the survey of Serban et al. [52]. However, Tramer et al. [161] argue that
from a computational point of view detecting adversarial examples is almost as
challenging as correctly classifying them.

Using auxiliary methods to detect any out-of-distribution samples is an orthog-
onal problem to obtaining robust representations. It does not solve the robustness
issue and only circumvents it. In Section 2.4.10 (page 43) we highlight some works
showing that robust representations have benefits beyond their robustness to out-
of-distribution samples. Thus, in this thesis we only consider methods that directly

aim for robust representations.
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2.4.5 Removing spurious Correlations

As mentioned in Section 2.3.1 (page 30) the presence of non-robust but predictive
features in common image benchmarks is a known reason for the lack of robustness.
Ahmed et al. [162] study different group robustness methods used to mitigate the
reliance on spurious features and find improved performance on samples where these
features are removed. Izmailov et al. [163] show that in general standard training
induces good representations. When used in combination with re-training of the
last layer on datasets where the spurious correlation is broken, standard training
can yield representations that are competitive with specialised group robustness
algorithms.

As mentioned in Section 2.2.2 (page 23) texture and background are known spu-
rious correlations present in common image benchmarks. Thus, some authors pro-
posed novel datasets with these spurious correlations removed, such as the Stylized-
ImageNet [69] or the Waterbirds [164-166] dataset where water- and land living-
birds are placed mostly in front of either land or water scenes to create a spurious

background clue.

2.4.6 Regularisation

In the language of statistical learning theory, regularisation refers to the process
of restricting a hypothesis’ class capacity. In this section we introduce literature
that can be summarised as using some form of regularisation method to restrict the

hypothesis’ class to encompass robust models.

Gradient Regularisation

The input-output Jacobian J € RY*¢ of a model f : R® — RY is the matrix of
row-wise stacked gradients VL for every label in y, where L is the loss function.
The Jacobian is frequently employed to explain predictions of neural networks [167].

Tsipras et al. [82] recognised that the Jacobians of adversarially trained neural
networks are human-interpretable, so contain semantic features of the corresponding
image, in contrast to standard trained network’s Jacobians which resemble noise

to human observers. Etmann et al. [168] show that these interpretable Jacobians
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are not only a byproduct of adversarial training but a general property of robust
classifiers.

Based on these previous observations, several works improve robustness by reg-
ularising a network’s Jacobian. Ross et al. [169] use double backpropagation [170]
which regularises the 2-norm of the model’s gradients and report improved robust-
ness. Chan et al. [171] utilise a generative adversarial network to train a classifier to
produce salient Jacobians that resemble the input image. They also report improved
robustness. Chan et al. [172] also use a generative adversarial network. This time,
however, they utilise a robust teacher model and train a student network such that
its gradients are semantically similar to the teacher’s as judged by the discriminator
model. Simpson et al. [173] also regularise the input gradients and find improved
robustness. Du et al. [174] use two different methods to improve the interpretability
of gradients. First, they apply fused Lasso regularisation on the saliency map and
secondly they use the cosine similarity between the input gradient and the image
contour. They find that both models improve adversarial robustness and saliency

map interpretability.

Lipschitz Regularisation

A function f is called Lipschitz-continuous in some p-norm with Lipschitz constant

L if for all inputs x1, x5 the following Equation holds.

1 (21) = f(o)llp < Ly — allp (2.10)

The Lipschitz constant of a neural network is related to its robustness as its value
describes how much changes in the input can affect the output. Therefore, estimating
and regularising the Lipschitz constant of neural networks has been the focus of
some works. Tsuzuku et al. [175] propose an algorithm to compute and restrict the
Lipschitz-constant during training, yielding a level of certified adversarial robustness.
Scaman et al. [176] propose an algorithm to upper bound the Lipschitz constant for
neural networks and show that this estimation is usually an NP-hard problem. Anil
et al. [177] propose an algorithm to train neural networks with Lipschitz constant

L =1 and Cisse et al. [178] propose a network architecture with Lipschitz-constant
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smaller than one.
Restricting the Lipschitz-constant of neural networks has also been shown to

improve interpretability of predictions [55] and generalisation performance [179].

Early Stopping

FEarly stopping halts training of a neural network before the train error reaches zero
and once a user-specified metric is fulfilled. Thus, it restricts the hypothesis space
to those found early during training and fulfilling the aforementioned metric.

Rice et al. [145] find that while continued standard training does not hurt stan-
dard test performance, continued adversarial training does hurt robust test per-
formance. They call this phenomenon robust overfitting and show that it can be
mitigated by early stopping. This leads to adversarial training being on par with

more recent robust training methods.

2.4.7 Margin Maximisation

The margin of a classifier refers to the minimum distance to the decision boundary
around any sample. Thus, it also describes the maximum perturbation magnitude
that can be applied before changing the prediction.

Naturally, several works introduce training objectives that maximise the margin
around train samples [180-183] through various different objective functions and

find improved robustness.

2.4.8 Other Methods

The previously mentioned methods of robust training have gained the most interest
in the literature. Nevertheless, several other methods have also been proposed. In
this section we briefly mention some of them. For a complete overview we refer the

reader to the survey by Serban et al. [52].

Compression

Both at training and inference time neural networks are computationally expensive.

Further, since state-of-the-art architectures have tens or even hundreds of millions of
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parameters, their memory requirement is also extensive. These are limiting factors
for deploying models on phones and other pieces of hardware. Thus, several different
methods of model compression have been introduced. These methods can be broadly
separated into quantisation and pruning. Quantisation has been proposed as one
method to mitigate memory and compute requirements. A quantised neural network
does not use the 32-bit floating point format for storing its weights but integer [184]
or even binary numbers [185]. On the other hand, pruning refers to the process
of removing certain parameters completely. Quantising and pruning trained neural
networks is possible as they have been found to contain redundant parameters that
can be removed without degrading generalisation performance. For a survey of
quantisation and pruning of neural networks we refer the reader to the survey by
Liang et al. [186].

Several works have show that it is possible to obtain networks with smaller pa-
rameter counts and higher robustness than standard trained ones [187, 188]. The
reported success of these methods is noteworthy as previous works find that larger
network architectures improve robustness [79] and Lin et al. [189] find that quan-
tised neural networks are more vulnerable to adversarial perturbations than standard
trained ones. The authors argue that is due to an error amplification effect that in-
creases the adversarial noise beyond quantisation thresholds along the model’s depth.
To circumvent error amplification, the authors propose a quantisation method to

control the Lipschitz constant of the model which improves robustness.

Distillation

Neural networks are commonly trained on labels encoded as one-hot vectors that are
zero everywhere except at index ¢ where they are one. However, at inference time
neural networks return a probability distribution by applying the softmax-function
that does not return one-hot vectors.

Hinton et al. [190] show that training a student neural network with a smaller
capacity on the soft-labels produced by a larger teacher model can induce similar
or even better generalisation performance on benign samples. Papernot et al. [191]
revisit this idea but keep the architecture capacities between teacher and teacher net-

work equal. They show that the soft-labels produced by a robustly trained teacher
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network induces robust representations in the student network as well.

Pre-training

Unsupervised pretraining refers to an initialization technique of neural network pa-
rameters in which every layer is first pretrained in an unsupervised fashion, usually
by minimising some reconstruction loss as used in autoencoders. With the develop-
ment of novel initialisation schemes of neural network parameters, however, the need
for pretraining to achieve good generalisation performance is not longer given [192].

Hendrycks et al. [193] investigate the benefit of pre-training when evaluated
against label corruption, class imbalance and adversarial attacks. They find that
although pre-training is not necessary for good in-distribution generalisation [194],

it improves the aforementioned metrics.

Pre-processing

Kurakin et al. [195] process adversarial images with devices like cellphone cameras

and recognise that the rate of misclassification of the processed images remains high.

2.4.9 Verifying Robustness

Usually, robust training methods only empirically guarantee robustness, i.e. they
statistically test the robustness against a finite amount of samples. However, in
some application areas this robustness estimate is not sufficient and methods for the
verification of the robustness against all samples within a user-given domain have
been proposed [135, 196-199]. Balunovic et al. [200] and Casadio et al. [201] pro-
posed to combine verification and adversarial training. During training the network
is verified for wrong predictions and if those are found they are added to the train

set.

2.4.10 Properties of Robust Representations

Adversarially robust representations exhibit several desirable properties beyond ro-

bustness to out-of-distribution perturbations.
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Figure 2.6: Standard and robust accuracy for all robustly trained models retrieved
from RobustBench [206]. The black line describes the configuration where robust and
standard accuracy are equal. For CIFAR-10 robust accuracy and standard accuracy
only display a small gap, however, for more complex benchmarks the robust accuracy
still lacks the standard accuracy by a significant margin.

As noted in Section 2.4.6 (page 39), the Jacobians of standard trained neural
networks usually resemble noise to human observers. First noted by Tsipras et
al. [82], Jacobians of adversarially trained neural networks, however, exhibit salient
characteristics such that they are humans interpretable. Thus, robust models are
generally more explainable [202] than standard trained ones and are also better
calibrated [203]. Further, using the representations learned by adversarially robust

models for transfer learning leads to superior performance [204, 205].

2.4.11 Conclusions

As of 2023 over 6,000 papers (see Carlini et al. [18]) have been published on the
topic of adversarial robustness alone. These works include studies that describe
failure cases of neural networks as well as possible reasons and methods to mitigate
them. In Figure 2.6 (page 44) we display the gap between generalisation (standard
accuracy) and robustness (robust accuracy, evaluated by AutoAttack [207]) for re-
cent robust training method retrieved from RobustBench [206]. One can observe
that especially for larger datasets, such as CIFAR-100 [23] and ImageNet, robust

accuracy trails standard accuracy by a large margin. In addition, the progress has
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Figure 2.7: Robust accuracy for all robustly trained models retrieved from Robust-
Bench [206] ordered by publication year. For all image benchmarks progress with
respect to robust accuracy has been small over recent years.

Table 2.2: Geometric properties of data distributions and their neural network rep-
resentations and the context in which they have been studied. A network’s i-th
layer representations is denoted as f;(X). The symbol x denotes that no studies
have been conducted in that area. The notation Cha.- denotes the chapter of this
thesis that studies this topic.

studied for / with respect to

tri t . .
Geometric property Datasets X Representations f;(X) Robustness of f Sample complexity of f

Extrinsic Dimension (Sec. 2.5.1) X [208, 209] [54, 210-212] [12, 16, 213]
Intrinsic Dimension (Sec. 2.5.2) [16] [214-218] [63, 160, 219] [16], Ch. 3
Entanglement (Sec. 2.5.3) [12] [220-223] [86, 220], Ch. 4 [12], Ch. 3
Linearity (Sec. 2.5.4) X [214, 221, 224] [225, 226] x
Manifold Capacity and Separation (Sec. 2.5.5) [17] 223, 227] 17,223], Ch. 4 x
Support Vectors (Sec. 2.5.6) [228] X X X

been slow as one can observe in Figure 2.7 (page 45). Thus, as of today, robustness
to out-of-distribution samples is still an open problem [11] and even recent archi-
tectural innovations such as Transformers do not solve this issue (see Section 2.2.4,
page 27). As such the robustness issue of neural networks is far from being solved
and with the continued integration of these models into the real world both as stand-
alone algorithms and as part of other algorithms, further attention to this topic is

warranted.
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2.5 Geometric Properties of Data Distributions
and Representations

After introducing the literature on robustness deficits, their reasons as well as pro-
posed methods to mitigate them in breadth, we give in this section an in-depth
overview of the literature that studies the influence of the data’s geometric proper-
ties on neural networks and the geometric properties of deep neural networks’ data
representations with respect to their robustness and sample complexity.

In Table 2.2 (page 45) we provide an exhaustive list of papers that study geomet-
ric properties with respect to data distributions, representations and neural network
robustness and sample complexity. In the following we describe the literature pre-

sented in this table in detail.

2.5.1 Extrinsic dimension

The extrinsic dimension of a distribution is equivalently to the ambient space of the
manifold near which the distribution concentrates. In the case of images, for exam-

ple, the extrinsic dimension is the number of pixels and colour channels (Definition 3,

page 11).

Extrinsic Dimensions of Representations f;(X)

The extrinsic dimension of a neural network’s data representation is simply the
width of the particular layer. Nguyen et al. [209] study how the width of deep neural
network classifiers affects the decision boundary. They show theoretically that if the
width across layers is smaller than the input dimension, the neural network learns a
connected decision region and that disconnected decision regions can only be learned
if the width of at least one layer is greater than the input dimension. Previously,
Fawzi et al. [208] show empirically that the CaffeNet architecture [229] trained on
ImageNet learns connected decision regions. So, for every pair of images there is a,
not necessarily linear, path between them along which all points are classified by

the same label as the two images.
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Extrinsic Dimensions and Robustness of f

Based on the study of a linear model, Goodfellow et al. [54] predict a dependence
of adversarial vulnerability on the input data’s dimension. Gilmer et al. [212] study
adversarial examples for deep neural networks for a toy-dataset consisting of two
concentric spheres embedded in a high dimensional ambient space. Theoretically,
they show that for any model that has a non-zero test error, adversarial examples
exist on the sphere. Further, they report for such models that the adversarial vul-
nerability increases with the dimensionality of the ambient space. A similar result
for data lying within a unit-hypercube or unit-sphere was reached by Shafahi et
al. [211]. Gabriel et al. [210] study the extrinsic dimension’s effect on the adversar-
ial vulnerability of deep neural networks for real-world image datasets. They find
that with increasing image sizes the norms of input-output gradients increase which

is associated with increased adversarial vulnerability.

Extrinsic Dimensions and Sample complexity of f

Narayanan et al. [12, 13| study the sample complexity (Definition 10, page 32) of
empirical risk minimisation when the data distribution concentrates near a mani-
fold in a binary classification setting. They show that the sample complexity only
depends on the intrinsic dimension of the manifold and the entanglement of the
two classes and not on the extrinsic dimension. Empirically, Pope et al. [16] in-
vestigate the sample complexity of deep neural network classifiers and find that
their sample complexity is not affected by the extrinsic dimension of common im-
age benchmarks when it is varied by nearest-neighbour interpolation. However, it
is commonly known that real-world image benchmarks have backgrounds that are
highly predictive of the class label [44, 45] and nearest-neighbour interpolations do
not change their predictability. Hence, D’Amario et al. [213] study the effect of the
extrinsic dimension for backgrounds that are either predictive or not predictive of
the label. They find that predictive backgrounds do not affect the sample complex-
ity, confirming the results of Pope et al. [16], while additional extrinsic dimensions

that are not predictive of the label increase the sample complexity.
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2.5.2 Intrinsic dimension

The intrinsic dimension of a manifold denotes the number of variables that are

required to describe the distribution’s variations (Definition 2, page 11).

Intrinsic Dimensions of Dataset X

It is a common assumption in machine learning that the intrinsic dimension of
natural data is much lower than its ambient dimension [2] and Pope et al. [16]

empirically confirm this for several real-world image benchmarks.

Intrinsic Dimensions of Representations f;(X)

Basri et al. [215] demonstrate that deep neural networks can represent data that
concentrates near manifolds with low error and by using a number of parameters
that is almost optimal.

Ansuni et al. [214] study the intrinsic dimension of hidden layer representations
for standard trained networks without label noise. They show that the intrinsic
dimension increases in earlier layers indicating a removal of image features such
as luminance or contrast that are irrelevant for classification. Following that early
increase in intrinsic dimension is a progressive decrease which signals some sort of
feature selection of the network. Further, they show that the intrinsic dimension
in the last hidden layer is negatively correlated with the generalisation error of the
model. A similar finding was independently reported by Recanatesi et al. [218].
Following these works, Brown et al. [217] investigate the intrinsic dimension of hid-
den representations for networks regularised by either dropout [230] or weight decay
and their connection to the generalisation performance. They show that in these
networks, increased generalisation performance co-occurs with a decrease in last-
layer intrinsic dimension and an increase in peak intrinsic dimension. Brown et
al. [217] interpret these findings as the last-layer intrinsic dimension being a proxy
for the simplicity of the model and as the peak intrinsic dimension being a proxy for
the plausibility of the model. Thus, both quantities need to be balanced to ensure
sufficient generalisation performance.

Gong et al. [216] find that intrinsic dimensions of hidden representations for

image datasets are low compared to their ambient space.
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In Chapter 5 (page 112) we provide results that show that the connection between
the last-layer intrinsic dimension and the generalisation performance [214, 217] does
not hold for robustly trained models. Further, the peak intrinsic dimension across
layers is negatively correlated with the robustness and thus it is cannot be viewed
as a proxy for the model’s plausibility as suggested by Brown et al. [217]. There-
fore, studying the geometric properties of robust representations yield different and

sometimes contradicting results to studies of standard (non-robust) representations.

Intrinsic Dimensions and Robustness of f

Ma et al. [219] investigate the intrinsic dimension of neural networks’ hidden repre-
sentations learned with varying degrees of label noise. They find that during training
correctly labelled samples decrease the intrinsic dimension whereas falsely labelled
ones increase it. Based on this observation they propose a regularizer to mitigate
the effect of label noise on training by monitoring the intrinsic dimension of hidden
representations.

Further, Ma et al. [63] show that the local intrinsic dimension around a sam-
ple can be used as a method to detect adversarial examples. They report that,
compared to noisy and original samples, adversarial examples display significantly
higher estimated local intrinsic dimensionality.

Sanyal et al. [160] introduce a regularizer that forces the rank of activations
matrices, and thus the intrinsic dimension of representations, to be small and report
increased adversarial robustness.

As already noted, in Chapter 5 (page 112) we show the opposite implication
of the results of Sanyal et al. [160], namely that state-of-the-art robust training

methods reduce the intrinsic dimension despite not being regularised to do so.

Intrinsic Dimensions and Sample Complexity of f

Pope et al. [16] study the intrinsic dimension’s effect on the sample complexity of
deep neural networks. They utilise several complex image datasets and show that
with increasing intrinsic dimension the sample complexity increases as well.

In Chapter 3 (page 56) we propose a crucial extension to the results by Pope

et al. [16]. Whereas the authors only utilise complex image benchmarks with high
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levels of entanglement, we show that the intrinsic dimensionality’s influence on the
sample complexity depends on the given level of entanglement. For low levels of en-
tanglement increases in intrinsic dimension, if at all, only marginal affect the sample
complexity, and thus neural networks behave more like support vectors classifiers in
low-entanglement regimes. Thus, when studying the intrinsic dimension’s influence

on the sample complexity, the entanglement needs to be considered as well.

2.5.3 Entanglement

The entanglement of a distribution refers to the number of connected hyperplanes re-

quired to separate the classes in their original ambient space (Definition 4, page 12).

Entanglement of Representations f;(X)

The soft nearest-neighbour loss [231] (SNNL) measures the entanglement of points
with different labels (the SNNL is display in Equation 5.12, page 130). The lower
the loss, the better separated the classes are. Frosst et al. [220] use the SNNL
to entangle the hidden representations of image data in deep neural networks and
find increased generalisation performance. They hypothesise that maximising the
SNNL encourages learning of class-independent features and yields better similarity
structures.

Brahma et al. [221] study data representations of toy- and face recognition
datasets along neural network hierarchies and find that those are progressively un-
tangled and flattened. Hauser et al. [222] report a similar result. Contrary, Ansuini
et al. [214] study real-world image benchmarks and do not find a flattening of the
hidden representations. Instead, they argue that the untangling across network
hierarchies is achieved by reduction of the intrinsic dimension.

Dapello et al. [223] find that neural networks develop separable representations
in later layers and that the linear separability of the penultimate layer is predictive
(positively correlated) of the top-1 accuracy across models. Increasing the magni-
tudes in adversarial attacks makes manifolds larger, more entangled and less linearly
separable which leads to reduced performance.

In Chapter 5 (page 112) we use the soft nearest-neighbour loss to disentangle

representations of semantically dissimilar classes and find that this reduces gener-
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alisation performance and robustness. We show that the key to robustness is not
the class-agnostic concentration, so the spatial entanglement, of representations but

learning aligned features across semantically similar classes.

Entanglement and Robustness of f

Sanyal et al. [86] show for a toy dataset in two dimensions that standard training
does not result in decision boundaries that provide a sufficiently large margin for
adversarial robustness. Adversarial training, on the other hand, results in a larger
margin and in a geometrically more complex decision boundary. In addition to an
improvement in generalisation performance, Frosst et al. [220] find that adversar-
ial training [55] for the MNIST [19] dataset increases the entanglement of hidden
representations when measured with the soft-nearest neighbour loss [231].

In Chapter 4 (page 82) we show for real-world datasets, that robust neural net-
works learn geometrically more complex decision boundaries, therefore complement-
ing the result of Sanyal et al. [86]. We also provide an upper bound over which

provably a geometrically more complex decision boundary is required.

Entanglement and Sample Complexity of f

Narayanan et al. [12] theoretically show that the sample complexity of empirical risk
minimisation for binary classification depends positively on the entanglement of the
classes.

Despite being trained by empirical risk minimisation, some behaviours of neural
networks are not always consistent with the predictions of empirical risk minimi-
sation. One example is their ability to generalise despite having perfect sample
expressivity [14, 15].

In Chapter 3 (page 56) we investigate the entanglement’s effect on the sample
complexity of deep neural networks and find that the entanglement is by far the

leading contributor.
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2.5.4 Linearity

We refer to a representation as linear if and only if all linear combinations

T=aro+ (1 —a)n (2.11)

for a € [0, 1] are of the same label as x¢ and x1, i.e. the oracle (Definition 5, page 14)

classifies all three samples with the same label, so O(Z) = O(zg) = O(z4).

Linearity of Representations f;(X)

Brahma et al. [221] study a toy dataset and derive a measure for the linearity of their
representations, so the curvature of the manifold. They find progressive manifold
disentanglement along the hierarchy of deep neural networks. Contrary, Ansuini
et al. [214] study the linearity of representations obtained by standard training on
common real-world image benchmarks. They do not find a meaningful flattening
of the representations but a reduction of intrinsic dimensionality. Thus, whether
manifolds are disentangled via flattening or by reduction of their intrinsic dimension
appears to be dataset-specific.

Toosi et al. [224] study the representations of natural video frames learned by
adversarially robust models. They find that chronologically close frames are repre-
sented on almost linear subspaces. Thus, manifold flattening may not be a property

of standard trained networks, but of robust networks it is.

Linearity and Robustness of f

Mizup [225] is a simple regularizer that minimises the loss not on raw input samples
but on weighted linear combinations of both input samples and labels. The authors
report an increased robustness to adversarial attacks when mixup is used. Verma
et al. [226] propose Manifold Mizup as an extension to (input) Mixup [225]. They
show that minimising the loss on linear combinations on hidden representations and

their label further improves robustness to adversarial attacks.
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2.5.5 Manifold Capacity and Separation

The manifold capacity p = |M]/E is the maximum number of manifolds that can be
linearly separated in £ dimensional space. This quantity is estimated using replica

mean-field theoretic manifold analysis [25, 227, 232] (MAFTMA). The manifold

separation is defined as follows.

Definition 13. Minimum nearest-neighbour distance [17]
The manifold separation is defined as the minimum nearest neighbour distance in

between any two samples x;, x; € X with labels y;,y;, respectively,
R = miny, | |v; — ]l (2.12)
n a user-specified p-norm.

Capacity and Separation of Dataset X

Yang et al. [17] propose the minimum nearest-neighbour distance as described in

Definition 13 (page 53) and compute its value for common image benchmarks.

Capacity and Separation of Representations f;(X)

Cohen et al. [227] show that along the layers of a trained deep neural network the
manifold capacity p increases and Dapello et al. [223] find that the manifold capacity
of the penultimate layer is predictive (positively correlated) of the top-1 accuracy

across models.

Capacity, Separation and Robustness of f

Yang et al. [17] find that common image benchmarks are well enough separated in
input space for common perturbation magnitudes used in robust training. Dapello
et al. [223] find that adversarial perturbations of increasing strength reduce the
manifold capacity in the penultimate layer.

In Chapter 4 (page 82) we provide a novel measure for manifold separation that
bounds the perturbation magnitude over which a provably geometrically more com-
plex decision boundary is required. For real-world image benchmarks our measure

further provides a lower-bound over which label noise is introduced and we show
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that training with magnitudes above this bound reduces generalisation performance
and robustness to natural perturbations. Finally, we show that the measure by Yang
et al. [17] over-estimates the robust radius of common real-world image benchmarks

and that our bound is a more appropriate measure of the robust radius.

2.5.6 Support Vectors
Support Vectors of Dataset X

Jimenez et al. [228] find for CIFAR-10 that re-positioning only a small fraction of
samples can result in a large change in the shape of the decision boundary. Thus,
neural networks are similar to support vector machines as their decision boundary

is also defined by the position of a few support vectors.

2.5.7 Conclusions

Looking through the lens of representational geometry to investigate the proper-
ties of neural networks is an established research area. It provides insights into
the feature learning process, the robustness and the generalisation process of deep
neural networks. Further, the methods developed in this area are also applied in
neuroscience to derive insights into the human visual system.

There are some important gaps within this literature when it comes to the con-
nections between representational geometry, robustness and sample complexity. In
the following section we describe these gaps which motivate the contributions pre-

sented in this thesis.

2.6 Our Work

The contributions presented in Chapter 3 (page 61) fit into the robustness-column
of Table 2.2 (page 45). Neural networks do not only always follow the predictions
made by statistical learning theory (e.g. [14]) and thus studying the influence of
manifold properties on them is a necessity. Pope et al. [16] do so and confirm
that the intrinsic dimension indeed positively influences the sample complexity for

real-world image benchmarks whereas the extrinsic dimension has no influence on
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it. D’Amario et al. [213] refine this result by showing that uninformative extrinsic
dimensions can hurt the sample complexity. In our work presented in Chapter 3
(page 61) we also introduce the entanglement of class manifolds in the analysis
of the sample complexity which both Pope et al. [16] and D’Amario et al. [213]
omit. We find that the entanglement’s influence on the sample complexity is far
greater than the intrinsic dimensionality’s and further that the intrinsic dimension’s
influence depends on the level of entanglement. For low levels of entanglement
increasing the intrinsic dimension does not affect the sample complexity. As both
Pope et al. [16] and D’Amario et al. [213] only study real-world image benchmarks
with high entanglement they could not have obtained such a finding.

In Chapter 4 (page 82) we show that state-of-the-art robust models indeed learn
geometrically more complex decision boundaries, a result that has not yet been
shown empirically for real-world datasets and architectures. Thus, taken together,
we can state that indeed one reason for the observed greater sample complexity of
robust training is learning of geometrically more complex decision boundaries.

In Chapter 5 (page 112) we study the geometry of hidden representation and
show that the intrinsic dimension of hidden representations is consistently smaller for
robust models. Thus, despite not being explicitly regularised to do so, dimensionality
reduction is a key mechanism of robust training. We show that this dimensionality
reduction is partially obtained by a sharing of features between semantically similar

classes.
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Chapter 3

The Effect of Manifold
Entanglement on Learning in

Neural Networks

3.1 Introduction

It is commonly assumed that distributions of natural data, such as images and
videos, concentrate near or lie on low-dimension manifolds embedded in higher di-
mensional ambient spaces [2]. For common image benchmarks this assumption was
empirically shown to be valid [16] and is the cornerstone of many algorithms in
machine learning (e.g. [154, 226, 233]).

One can describe a distribution concentrating near a manifold with three key
geometric properties, namely its intrinsic dimension Z (Definition 2, page 11), its
extrinsic dimension £ (Definition 3, page 11) and, in classification settings, the en-
tanglement Y (Definition 4, page 12) of different classes. The intrinsic dimension
is the dimension of the data manifold’s tangent space which describes the degrees
of freedom of movement along its surface. These degrees of freedom correspond to
the number of variables required to describe the distribution. In the case of image
data, for example, the intrinsic dimensions correspond to label-preserving transfor-
mations. The most common examples for such transformations are scaling, rotation
and translation of images but can also be various changes in image backgrounds and

illumination (see Figure 1.1, page 2 for illustration). The extrinsic dimension de-
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scribes the size of the manifold’s ambient space. In the case of images, the ambient
space is the space of pixels and colour channels. The entanglement can intuitively be
viewed as the number of connected hyperplanes that are necessary to separate the
individual classes in the original ambient space. If the classes are linearly separable,
only a single hyperplane is required.

The sample complexity (Definition 10, page 32) refers to the number of samples
required to learn a model that approximates the Bayes-classifier or oracle classifier
(Definition 5, page 14) within user-specified bounds. It has been shown that the
sample complexity of a classifier trained with empirical risk minimisation that maps
samples from class manifolds to an associated label space is dependent on the man-
ifold’s intrinsic dimension and the entanglement but is independent of the extrinsic
dimension [12, 13]. In other words, the learning difficulty of a classification problem
is proportional to the entanglement and the intrinsic dimension of the associated
manifolds.

Although current neural network classifiers are trained to minimise the risk, some
of their properties cannot be explained by classical statistical learning theory. One
example is their ability to generalise well to an unseen test set despite exhibiting
perfect train sample expressivity [14, 15]. However, classical statistical learning
theory predicts that classifiers with the capacity to memorize the train samples
will not deduce abstract features shared by the examples, i.e. learn, but instead
merely memorize the train samples. Memorizing the train samples implies chance
performance on test set samples. It is common practice, however, to train heavily
over-parametrized neural networks until they achieve zero train loss and observe
continuously increasing generalisation performance in the meanwhile [145].

In this section we investigate whether the theoretically predicted effects of man-
ifold entanglement on the sample complexity for empirical risk minimisation also
hold for deep neural network classifiers. As neural networks are state-of-the-art
algorithms for a variety of tasks, such as image classification [9, 10] and segmen-
tation [234, 235], they are often confronted with distributions that exhibit highly
complex geometries in their original embedding spaces. This study complements and
expands a recent work by Pope et al. [16] who show that common image benchmarks

concentrate near low-dimensional manifolds and find that increases in their intrinsic

57



Chapter 3: The Effect of Manifold Entanglement on Learning in Neural Networks

dimension positively influence the sample complexity of neural networks. We ex-
pand their findings by also considering the effect of the distribution’s entanglement.
Including the entanglement in the analysis of the sample complexity is interesting
for two reasons. Firstly, current neural network architectures employ a linear clas-
sifier as the last layer which is commonly the softmax function. So, manifolds that
are not linearly separable in their original ambient space need to be disentangled
before the softmax function is applied [221, 222]. Secondly, the operation conducted
within the human ventral visual stream can also be viewed as a process of disen-
tangling manifolds [1]. Thus, as the sample complexity can intuitively be viewed as
the learning difficulty, studying the entanglement’s effect on it is relevant for both
practical applications of artificial neural networks and investigations into biological
neural networks.

We conduct two different sets of experiments. First, we experiment with different
artificial datasets for which we can control the intrinsic and extrinsic dimension and
the entanglement precisely and measure the sample complexity of fully-connected
networks. Then, we expand the analysis to convolutional neural networks trained
on real image benchmarks. In both experiments we find that entanglement has by
far the strongest positive influence on the sample complexity. Further, we find that
the influence of the intrinsic dimension depends on the level of entanglement of a
distribution, a result that has not been show empirically for neural networks [16]. So,
increases in the intrinsic dimension affect the sample complexity to a greater extent
for a distribution with high entanglement than a distribution with low entanglement.
Thus, we can confirm that previous theoretical results also hold for neural networks.
In addition, we find that intrinsic dimension and entanglement cannot be studied in
isolation because of their interdependent effect on the sample complexity.

This chapter is structured as follows. In Section 3.2 (page 59) we describe the
methodology of our study. Section 3.3 (page 62) and Section 3.4 (page 73) describe
the results for artificial and real-world datasets, respectively. Finally, in Section 3.5

(page 80) we discuss the findings and their practical implications.
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3.2 Methodology

3.2.1 Regression Models

As described in Section 2.3 (page 30), the sample complexity of a hypothesis class
describes the number of samples required to learn a PAC solution to a learning
problem. We approximate the sample complexity by the number of samples from
the train set that are required to reach a certain test accuracy threshold. This
approach is similar to Pope et al.’s [16] method of empirically determining the sample
complexity of a neural network classifier.

We gather an approximation of the sample complexity ¢ with respect to changes
in entanglement ¥, intrinsic Z and extrinsic £ dimensionality and investigate three
different regression models to estimate their relationship. Each regression model
constitutes a different hypothesis about the influence of the distribution’s geometric
properties on the sample complexity and their potential interdependence. Estimat-
ing regression models allows us to quantify and statistically test any relationship
between variables which is not possible by the simple visual investigation of graphs
that was done by Pope et al. [16]. Further, the goodness of fit, as measured by the
adjusted R?, is an indicator for the respective validity of the regression models in
comparison to each other.

In the following paragraphs we describe the three used regression models and
explain their hypothesis about the relationship between the data distribution’s ge-

ometric properties and the sample complexity of a neural network classifier.

I. No Interdependencies between Geometric Properties

The first hypothesis is written as
L=c+aX+ T +~E (3.1)

where «, 5 and y are the regression coefficients to be estimated and c is the regression
constant. Equation 3.1 (page 59) describes a simple model in which the geometric
properties 2, 7 and & are assumed to be independent of each other. In other words,

no single geometric property’s influence on the sample complexity depends on the
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value of another geometric property.

II. Interdependencies between Geometric Properties

Expanding Equation 3.1 (page 59) by interaction terms between geometric properties
yields
t=c+aX+pT+vE+6(E-I)+e(X-E)+(Z-€E) (3.2)

where the lower-case Greek letters denote again the regression coefficients to be
estimated. In Equation 3.2 (page 60) the assumption of independent geometric
properties is discarded. The added interaction terms estimate whether the influence
of one geometric property on the sample complexity depends on another property’s

value.

III. Interdependence between Intrinsic Dimension and the Level of En-

tanglement

Finally, Equation 3.2 (page 60) introduces the entanglement as a categorical variable

1,if¥X=0
(2] = (3.3)

0, otherwise

that indicates which level of entanglement ¢ is present in the given dataset. For
example, if in a binary classification task the classes are linearly separable, then
o =1and [£“=Y] =1 and [¥(°=7)] = 0 for all other ¢’. Thus, if the entanglement
of a given distribution has value o, the indicator variable is equal to one and zero

otherwise. The resulting regression model is written as

L=t BT A€+ Y (S 4+ (T - [2))) (3.4)

oceEY

where as before lower-case Greek letters (except o) denote the regression coefficients
and the sum is taken over all different entanglement values used in the particular

set of experiments. Taking the derivative of Equation 3.2 (page 60) with respect to
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Table 3.1: Hyperparameters for the fully-connected and convolutional neural net-
works used in Section 3.3 (page 62) and Section 3.4 (page 73), respectively.

Artificial datasets Real-world datasets

Spiral ~ Step  Block  Sine SVHN CIFAR-10
Dataset size [ 600 600 600 1200 - -
Max. train set size 250 250 250 250 - -

" Hidden layer neurons  50-50 25-25 15-15 15-15 - -
Activation ReLU ReLU ReLU ReLU ReLU ReLU
Test accuracy threshold 0.8 0.9 0.95 0.8 0.9 0.75
Optimiser Adam Adam Adam Adam Adam Adam
Train epochs 75 75 75 75 20 20
Batch size 16 16 16 16 256 256

the intrinsic dimension Z yields

o
7 E (o) 32(0)
az B " oEY ! [E ]

(3.5)

where the second step is due to Equation 3.3 (page 60) and fixing a level of en-
tanglement o, such that [X()] = 1. Thus, Equation 3.3 (page 60) estimates the
effect of the intrinsic dimension on the sample complexity given a certain level of

entanglement o. Further,

(3.6)

— 49 4 a7

where again the second step is due to Equation 3.3 (page 60). Equation 3.6 (page 61)

estimates the level of entanglement’s influence on the sample complexity.

3.2.2 Classifier Architectures

The used hyperparameters are displayed in Table 3.1 (page 61). For the experiments
with the artificial datasets in Section 3.3 (page 62) we use a single fully-connected
network with two hidden layers, ReLLU activations (see Section 2.1.2, page 16) and
the Adam optimiser [236]. Between the datasets we vary the number of hidden layer

neurons because the datasets vary significantly in their difficulty. For the real-world
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Figure 3.1: Archimedean spiral datasets with different entanglement proxies »a;ep.
For ¥ a;an = 1 the data is linearly separable.

datasets investigated in Section 3.4 (page 73) we use an architecture consisting of

five convolutional layers, again with ReLU activations and the Adam optimiser.

3.3 Artificial Datasets

We utilise four artificial datasets for which we can accurately control the different
levels of entanglement. Given the mathematical formulation of these datasets, the
entanglement parameter ¥ does not correspond to the actual number of connected
hyperplanes required for separation. Instead, the entanglement values ¥ for each
dataset are chosen such that the number of connected hyperplanes required for
separation increases smoothly between subsequent values of X.

In Section 3.3.1 (page 62) we describe the used artificial datasets and in Sec-
tion 3.3.2 (page 64) we describe how the intrinsic and extrinsic dimension of these
datasets is changed precisely. Finally, in Section 3.3.3 (page 67) we discuss the

results.

3.3.1 Overview

IXE

The artificial datasets described below are generated as base distributions X & R[o,l]

with [ samples in (£ = 2)-dimensional ambient space. Each distribution has a fixed
entanglement value >. Additional intrinsic and extrinsic dimensions are added using

the procedure described in Section 3.3.2 (page 64).
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(a) EStep =1 (b) EStep =3 (C) Z:Step =5 (d) EStep =7 (e) Z:Step =9

Figure 3.2: Step-function datasets with different entanglement proxies YXgcp. For
Ystep = 1 the data is linearly separable.

Archimedean Spirals

A single (Z = 1)-dimensional Archimedean spiral embedded in (£ = 2)-dimensions

can be written in Cartesian coordinates as

ArCh(EArch) = (EArch COS(ZArCh)a ZJArCh Sin(ZArch)) (37)

where Y a.q, > 0 is the length of the spiral. If two intertwined spirals are generated,
Yaren 18 the entanglement proxy for the resulting dataset. Spiral datasets with higher
Y Arch Tequire more connected linear segments to be separated. Figure 3.1 (page 62)
displays spiral datasets for different ..

Step-function Dataset

The step-function dataset is directly described by the complexity of its optimal

decision boundary. It is defined as
StGp(CU) = IV:E-Iv S [LZStep] (38)

where [-] is the floor-function and Xgiep > 0 is the maximum value of z. The larger
Ygtep the more connected linear segments, i.e. steps, the decision boundary consists

of. Figure 3.2 (page 63) displays the dataset for different Xgiep.

Block Dataset

As in the case with the step-function dataset, the block dataset’s decision boundary

complexity is directly described as
Block(z) = [z], = € [1, Zpiock] (3.9)
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Figure 3.3: Block datasets with different entanglement proxies Xgjock. For Xgjoac = 1
the data is linearly separable.
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(a) ESine =1 (b) ESine =2 (C) ESine =3 (d) ESine =4 (e) 2Block =5

Figure 3.4: Sine-function datasets with different entanglement proxies Ygijn.. For
Ysine = 1 the data is linearly separable.

where [-] is the floor-function and Ygjoac > 0 is the maximum value of z. The
larger g, the more blocks the dataset consists of and the more connected linear
segments the decision boundary requires. The block dataset is similar to the LMS-k
dataset used by Shah et al. [120]. Figure 3.3 (page 64) displays the dataset for

different Ypjock-

Sine-function Dataset

The sine-function dataset consists of two sine-curves where one is shifted along the
y-axis,

Sine(x) = sine(x), € [0, Xsine) (3.10)

The number of periods is the proxy for the entanglement Yg;,,. of the two sine-curves.
Again, the higher Yg;,., the larger the entanglement. Figure 3.4 (page 64) displays
the dataset for different Xgjpe.

3.3.2 Changing the Intrinsic and Extrinsic Dimension

The artificial datasets X € R™*2, where [ € N, is the number of samples, lie within
a (Eorg = 2)-dimensional ambient space, have either intrinsic dimension Z,,, = 1
(spiral, sine-function datasets) or Z,,, = 2 (step-function, bock datasets) and have

a specific entanglement value X.
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To increase the intrinsic and extrinsic dimension of these datasets by Z,qq or
Eaaa, respectively, the original data matrix X is column-augmented by matrices [
and F, denoted as

Xaug = [X|I|E] € RIX(2+Zada+Eaaa) (3.11)

Matrix I € L{[loxlz]add contains elements drawn from a uniform distribution U over
[0, 1] and adds further intrinsic dimensions Z,qq to dataset X. Matrix F € 0P*€add ig
a zero-matrix and adds further extrinsic dimensions &,qq4 to dataset X. Then, the

augmented matrix X, is matrix-multiplied with a random orthogonal matrix

O c R(2+Iadd+gadd)><(2+Iadd+€add) (312)

to remove the zero-columns in the augmented matrix introduced by concatenation
with E. The result is the projected data matrix

X

proj = XaugO € R+ adatEaaa) (3.13)

with intrinsic dimensionality Z = Zy;s +Zaqq and extrinsic dimensionality £ = Eqg +
Eaaa. For all datasets we chose Zyqq € [1,...,5] and Eua € [1,...,5] as preliminary
experiments did not show qualitatively different results for higher values.

In what follows we show that this procedure reliably increases the intrinsic di-

mension while having only a negligible effect on the entanglement.

Measuring the Effect of the Added Intrinsic Dimensions on the Estimated

Intrinsic Dimensions

We demonstrate that the procedure described above increases the intrinsic dimension
of the datasets. As the estimate we use the one proposed by Levina et al. [237] and
extended by MacKay et al. [238] since it had been found to yield realistic estimates

of the intrinsic dimension for image datasets [16]. This estimate is denoted as

k—1 -1

To(X) = ﬁ Z 3 log%x; (3.14)

=1 j=1
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Intrinsic dimensions added to the base distribution Intrinsic dimensions added to the base distribution
(a) Spiral dataset. (b) Step-function dataset.
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Intrinsic dimensions added to the base distribution Intrinsic dimensions added to the base distribution
(c) Block dataset. (d) Sine-function dataset.

Figure 3.5: Estimated intrinsic dimension of X,.,; (Equation 3.13, page 65) for
varying values of k (Equation 3.14, page 65). Individual colours denote combinations
of extrinsic dimension and entanglement. Equation 3.14 (page 65) slightly over-
estimates the number of intrinsic dimensions added by the procedure described in
Section 3.3.2 (page 64). Crucially, however, for all values of extrinsic dimension
and entanglement there is clear positive correlation between added and estimated
intrinsic dimension which is valid for all values of k.

where [ is the number of samples in X € R*¢, £ the ambient dimension of those,
k is the number of nearest neighbours to consider for each z € X and T}(x) is the
Euclidean distance to the j-th nearest neighbor of x.

In Figure 3.5 we show that the addition of Z,qq > 0 monotonically increases
the estimated intrinsic dimension for all combinations of extrinsic dimension and
entanglement. The fact that the estimated intrinsic dimension is higher than the

added one, does not qualitatively affect the results.
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Figure 3.6: Accuracy of a linear support vector classifier trained on X,,,; (Equa-
tion 3.13, page 65). Individual colours denote combinations of intrinsic and extrinsic
dimension. The addition of further intrinsic dimensions with the procedure described
in Section 3.3.2 (page 64) does only have a negligible affect on the entanglement.

Effect of the Added Intrinsic Dimension on the Entanglement

In real-world image benchmarks variance that is introduced by the intrinsic dimen-
sions can be a contributing factor to their entanglement. For example, datasets
where objects are displayed in front of various backgrounds might spread the dis-
tribution across a large region in pixel space and reduce the Euclidean distance
between objects of different classes that have visually similar backgrounds. Hence,
the addition of intrinsic dimensions might inadvertently increase the entanglement
of the distribution and delude our findings. To test whether this reasoning is also
applicable to the artificial datasets, we use the accuracy of a linear support vector
classifier [20] (SVC) as a measure of entanglement (see Section 3.4.2, page 74 for a
discussion of the linear SVC as an entanglement measure).

In Figure 3.6 (page 67) we display the accuracy of a linear SVC for different
entanglement values over combinations of the intrinsic and extrinsic dimension. We
observe that the lines are almost superimposed which means that the addition of

intrinsic dimensions does not significantly affect the entanglement.

3.3.3 Results and Conclusions

We follow the experimental procedure outlined in Section 3.2 (page 59). We generate
artificial datasets with different levels of entanglement and then add between one
and five intrinsic and extrinsic dimensions to those. Then, we train fully-connected
neural networks on subsets of different sizes and observe for which sample size the

particular accuracy threshold is reached. With this approximated sample complexity
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Figure 3.7: Sample complexity depending on the entanglement, intrinsic and ex-
trinsic dimension for the (a) spiral dataset and (b) step-function dataset. Values
are averaged over three runs. For the linearly separable datasets (Xa,n = 0.5,
Yareh = 1.0) increases of the intrinsic dimension do not influence the sample com-
plexity. Datasets with higher levels of entanglement exhibit larger increases of the
sample complexity when the intrinsic dimension is increased. The addition of fur-

ther extrinsic dimension does not affect the sample complexity.
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(a) Block dataset.
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(b) Sine-function dataset.

Figure 3.8: Sample complexity depending on the entanglement, intrinsic and extrin-
sic dimension for the (a) block dataset and (b) sine-function dataset. Values are
averaged over three runs. For the linearly separable block datasets (Xpjoex = 0.5)
increases of the intrinsic dimension do not influence the sample complexity. For the
linearly separable sine-function datasets (Xgjye = 1.0) this observation is roughly
valid. For higher levels of entanglement, increases in the intrinsic dimension affect
the sample complexity more. The extrinsic dimension does not qualitatively affect
the sample complexity.
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Table 3.2: Spiral dataset. The entanglement is a significantly more important fac-
tor for the sample complexity than the intrinsic dimension. Modelling the intrinsic
dimension’s influence on the sample complexity given a certain level of entangle-
ment, shows that with increasing entanglement the effect of intrinsic dimensionality
increases rises. For low levels of entanglement the intrinsic dimension does not af-
fect the sample complexity. The sample complexity is independent of the extrinsic
dimension.

Sample complexity, ¢

Equation 3.1 Equation 3.2 Equation 3.4
3 Arch 104.472° (2.065)  87.782"** (4.667)
7 5.838*** (0.855)  —4.375 (2.323) 0.000 (0.762)
£ —0.324 (0.855) 0.234 (2.323) —0.324 (0.341)
Yaren ¥ T 6.929"** (1.188)
Yaren ¥ & —0.252 (1.188)
z*¢ —0.072 (0.492)
Dy ~0.000 (3.261)
Siean) 0.476 (3.261)
Dy 76.786* (3.261)
Dy 179.484°* (3.261)
T* [ 0.000 (1.077)

23.786** (1.077)

]

AN —0.024 (1.077)
]
] 5.429°* (1.077)

Constant —54.550*** (4.567) —29.963*** (8.327) 50.810*** (2.458)
Observations 900 900 900

R? 0.744 0.754 0.960
Adjusted R? 0.743 0.752 0.959

F Statistic 869.089*** 455.279*** 2,117.691**
Note: *p<0.1; *p<0.05; **p<0.01

the three introduced regression models in Section 3.2 (page 59) are estimated. In this
section we discuss the findings and in Figure 3.7 (page 68) and Figure 3.8 (page 68)

the results are presented visually.

Spiral Dataset

In Table 3.2 (page 69) we display the estimated regression models for the spiral
dataset and in Figure 3.7a (page 68) we visualise these results. We find that the
intrinsic dimension and the entanglement both positively influence the sample com-
plexity, however the entanglement’s influence is far greater in all three estimated
regression models. Whereas the first (Equation 3.1, page 59) and second (Equa-
tion 3.2, page 60) regression model, fit the data reasonably well, the regression
modelling the intrinsic dimensionality’s influence on the sample complexity given

a level of entanglement (Equation 3.4, page 60), fits the data nearly perfect with
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Table 3.3: Step-function dataset. The entanglement is the most influential factor
on the sample complexity. The intrinsic dimensionality’s influence on the sample
complexity depends strongly on the level of entanglement. For low levels of entan-
glement for which the data is (almost) linearly separable the intrinsic dimension
does not affect the sample complexity while for higher levels of entanglement in-
creases in intrinsic dimensionality affect the sample complexity to a greater extend.
In contrast to the other artificial datasets we observe that with increasing extrinsic
dimensionality the sample complexity decreases.

Sample complexity, ¢

Equation 3.1 Equation 3.2 Equation 3.4
Sstep 13.875"* (0.316)  6.375"* (0.548)
I 12,110 (0.524)  —4.950* (0.988)  0.214 (0.846)
£ —1.871"* (0.524)  2.045* (0.988)  —1.871*** (0.378)
Estep * T 3.598"* (0.140)
Sstep ¥ € —0.598"** (0.140)
T*E —0.371 (0.231)
(=) 16.587"* (3.620)
=] 18.849%** (3.620)
(=) 30.317"* (3.620)
(=6] 41.944** (3.620)

2.810** (1.196)

Step]

T* 20 8.738"** (1.196)
T* [ 21.095"* (1.196)
T* 28 26.833** (1.196)
Constant 6.7247 (2.594)  41.903*** (3.462)  54.560"** (2.729)
Observations 900 900 900

R2 0.734 0.850 0.862
Adjusted R2 0.733 0.849 0.861

F Statistic 823.949** 840.355"** 557.368"*
Note: *p<0.1; *p<0.05; **p<0.01

an adjusted R? = 0.96. For low levels of entanglement, where the data is (almost)
linearly separable, an increase of the intrinsic dimension does not affect the sample
complexity at all. Only when the entanglement is high, increases in intrinsic dimen-
sionality affect the sample complexity positively and higher levels of entanglement
are associated with greater sensitivity to increases in the intrinsic dimension. The

extrinsic dimension does not influence the sample complexity.

Step-function Dataset

In Table 3.3 (page 70) we display the estimated regression models for the step-
function dataset and in Figure 3.7b (page 68) we visualise these results. The find-
ings are consistent with those for the spiral dataset. The entanglement is a more

important factor for the sample complexity than the intrinsic dimension, though
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Table 3.4: Block dataset. The entanglement is the most influential factor on the
sample complexity. As for higher distributions with higher entanglement the sample
complexity already near the maximum number of available train samples, the intrin-
sic dimension’s influence on the sample complexity does not increase with increasing
entanglement.

Sample complexity, ¢

Equation 3.1 Equation 3.2 Equation 3.4
Y Block 41,713 (1.657)  40.642*** (3.819)
T 11.190"* (1.372)  8.806** (3.802) —0.317 (2.470)
£ 1.444 (1.372) 0.108 (3.802) 1.444 (1.105)
Yplock ¥ Z 0.389 (0.973)
Yok * € 0.040 (0.973)
I*€E 0.487 (0.805)
(Sl 70.437 (10.577)
DI 98.810"* (10.577)
Sl 146.892"* (10.577)
S 165.476* (10.577)
T* [ 20.437** (3.494)

]

] 19.643** (3.494)
T* [Shibal 10.595"* (3.494)

] 6.865"* (3.494)
Constant 20.218" (7.331)  26.477* (13.628)  49.034"* (7.973)

Observations 540 540 540

R? 0.567 0.567 0.723
Adjusted R? 0.564 0.562 0.718

F Statistic 233.763*** 116.430** 137.982***
Note: *p<0.1; *p<0.05; **p<0.01

the difference is not as significant as for the spiral dataset. Again we observe that
the regression model that includes the entanglement as categorical variables (Equa-
tion 3.4, page 60) fits the data best. The influence of the intrinsic dimension depends
strongly on the given level of entanglement, where higher entanglement levels result
in a greater influence of the intrinsic dimension on the sample complexity. Interest-
ingly, we observe that increases in the extrinsic dimension slightly, but statistically
significant, reduce the sample complexity. As this observation is not true for all

other datasets, we attribute it to particularities of the step-function dataset.

Block Dataset

In Table 3.4 (page 71) we display the estimated regression models for the block
dataset and in Figure 3.8a (page 68) we visualise these results. We find again that
the entanglement is the leading contributor to the sample complexity, surpassing the

influence of the intrinsic dimension greatly. Further, the influence of the intrinsic
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Table 3.5: Sine-function dataset. The entanglement is the most influential factor
on the sample complexity. As for higher distributions with higher entanglement the
sample complexity already near the maximum number of available train samples,
the intrinsic dimension’s influence on the sample complexity does not increase with
increasing entanglement.

Sample complexity, ¢

Equation 3.1 Equation 3.2 Equation 3.4
Sine 50.625"* (2.068) 53.006** (4.783)
I 3.262* (1.713) 6.389 (4.763) —1.786 (1.371)
£ 0.024 (1.713)  —0.920 (4.763) 0.024 (0.613)
Esine * I —1.155 (1.218)
Ssine ¥ & 0.202 (1.218)
I*¢E 0.135 (1.009)
=2 32738 (5.871)
P 178,373 (5.871)
Pl 189.286** (5.871)
=9 ] 189.286** (5.871)
%[5 ] 16.905"* (1.939)
T* 5§ ] 4.762° (1.939)
7* 58] 1.786 (1.939)
7*[=0) ] 1.786 (1.939)
Constant 26.716"* (9.150)  20.415 (17.071)  60.655" (4.425)
Observations 180 180 180
R2 0.774 0.775 0.972
Adjusted R2 0.770 0.767 0.971
F Statistic 200.899*** 99.433*** 590.620""
Note: *p<0.1; *p<0.05; **p<0.01

dimension on the sample complexity depends on the level of entanglement. However,
whereas we previously found an increasing influence of the intrinsic dimension on the
sample complexity for higher levels of entanglement, we here observe the opposite.
The reason for this observation is that for larger levels of entanglement the sample
complexity is already close to the maximum value of 250, and so increases in intrinsic

dimensionality only have a small impact.

Sine-function Dataset

In Table 3.5 (page 72) we display the estimated regression models for the sine-
function dataset and in Figure 3.8b (page 68) we visualise these results. The results
are analogous to those for the block dataset. The entanglement is the most impor-
tant factor for the sample complexity and due to the already high sample complexity
of highly entangled distributions, the influence of the intrinsic dimension decreases

for high levels of entanglement. The extrinsic dimension does not influence the
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sample complexity.

Summary

We observe consistent results for all four artificial datasets. First, the entanglement
is the most important factor for the sample complexity, for some datasets it signif-
icantly surpasses the importance of the intrinsic dimension. Secondly, the intrinsic
dimension’s influence on the sample complexity depends on the given level of en-
tanglement. For datasets that are (almost) linearly separable, increases in intrinsic
dimension do not affect the sample complexity at all. For higher levels of entangle-
ment the influence of the intrinsic dimension on the sample complexity progressively
increases, except for those datasets where the sample complexity is already close to
the maximum number of available train samples. Thus, our results show that for
these datasets studying the intrinsic dimension’s influence on the sample complexity
cannot be done in isolation and needs to consider the given level of entanglement of

the base distribution.

3.4 Real Datasets

In the previous section we considered several different artificial datasets for which
we can control the level of entanglement precisely. We established relationships
between the geometric properties of these distributions and the sample complexity
of fully-connected neural networks by estimating the regression models presented in
Section 3.2.1 (page 59). In this section we expand our analysis to common image
benchmarks and convolutional neural networks.

In Section 3.4.2 (page 74) we introduce methods to measure the entanglement of
a given distribution where the data generating function is unknown and describe a
simple, but effective, way of changing the entanglement. In Section 3.4.3 (page 77)
we show how the intrinsic dimension is changed and in Section 3.4.4 (page 79) we

discuss the results.
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3.4.1 Overview

As we do not have access to the data-generating function for real-world image bench-
marks, we cannot control the intrinsic dimension and entanglement directly and
precisely. As the extrinsic dimension does not influence the sample complexity, nei-
ther theoretically [12, 13] nor empirically [16] and our results again confirm this
(with the exception of the step-function dataset), we omit changing the extrinsic
dimension for the real-world datasets, and remove £ from the regression models in
Equation 3.1 (page 59), Equation 3.2 (page 60) and Equation 3.4 (page 60). We
simplify the analysis by considering binary classification problems, where we choose

class pairs from the original distribution according to their semantic similarity.

3.4.2 Entanglement of Real Distributions
Entanglement Measures

Measuring the entanglement for real-image benchmarks is complicated as it requires
knowledge of the data generating function or access to the Bayes classifier. As neither
of them are available, we introduce two methods to measure the entanglement in

the case of binary classification.

I. Linear Support Vector Classifier A linear support vector (SVC) separates
two classes by a single hyperplane such that the margin between the classes is
maximised. The more entangled the classes are, the lower the linear support vector’s
accuracy will be. Thus, the accuracy of a linear support vector can be used as an

approximation of the entanglement of the entire distribution.

II. Spectrum of The Decision Function’s Hessian The second measure of
entanglement utilises a trained binary classifier f : R — R[Zo,l] that maps inputs to

a vector of class scores. The decision function is denoted as

face(®) = fO(x) — fO() (3.15)

where f@)(z) is the class score of the i-th class. For all Z for which f4e.(Z) = 0,

the decision function describes the decision boundary of f. Assuming a square
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Figure 3.9: Averaged spectrum of the decision function’s Hessian Hy,(-) (see Equa-
tion 3.16, page 75). The difficulty of a dataset is negatively correlated with its
spectrum for (a) semantically or visually similar classes and (b) semantically or vi-
sually dissimilar classes.

approximation of the decision function, and thus omitting higher order-terms, the

Taylor approximation of fi.. around z yields

Ttooo (@) = faee(@) + (z — 2)" Tp,. (T) + %(x —2)"H;, (Z)(x — 7) (3.16)

where J;, (Z) is the Jacobian and Hy, (Z) is the Hessian of fye. evaluated at z.
The spectrum of the decision function’s Hessian Hy,_ (Z) evaluated at Z for which
faec(Z) = 0 describes the curvature of fge. locally around Z and describes how much
the decision boundary’s shape differs from a linear one.

We compute this measure for two semantically or visually similar and dissimilar
classes from the MNIST, FASHION, SVHN and CIFAR-10 datasets. First, we draw

one sample from each class, denoted as (9 and (). Then, we solve
z=wz® + (1 —w)zW (3.17)

for w € [0,1] such that fge.(Z) = 0. We repeat this procedure for 500 random
pairs of points and display the mean singular values in Figure 3.9 (page 75). The
results are in line with common knowledge. MNIST, for example, is almost solvable
with a simple linear classifier and thus it exhibits the flattest spectrum. SVHN and
CIFAR-10 on the other hand, are not linearly separable and their spectrum is larger.
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Figure 3.10: Accuracy of a linear support vector classifier trained on differently
entangled subset of the CIFAR-10 dataset. Removing samples with higher gradient
norms g; (Equation 3.18, page 76) reduces the entanglement of the dataset.

Since the measure using the Hessian’s spectrum delivers the same results as a
SVC would, we use the SVC from here on due to its significantly cheaper computa-

tion.

Changing the Entanglement

As we do not have access to the data generating function of the real datasets, we
cannot change their entanglement by drawing new samples from it. For CIFAR-10
attempts to recreate the original data collection process have been made, however,
those were found to be error prone and can introduce large shifts between original
and new distribution [46]. Thus, we can only reduce the entanglement of a given
distribution.

Intuitively, we can reduce the entanglement of a distribution by removing samples
close to the decision boundary of a trained classifier f as their position defines
its location. As an approximation for the closeness of a sample x to the decision

boundary we compute the Frobenius-norm of the model’s gradient evaluated at x;,

9i = Hvxf(xz)

(3.18)

Frob

As it is commonly known that modern neural networks are susceptible to small

norm perturbations (see Section 2.2.1, page 19), i.e. they lie closer to the decision
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boundary than the data distribution would allow, we utilise a pre-trained robust
model f. We choose Ding et al.’s [183] model which is explicitly trained to maximise
the margin around train samples and therefore has a decision boundary that lies
farther in the low-density region between classes.

To decrease the entanglement, we compute g; for all x; € X and remove the
p-th percentile of samples from X that exhibit the highest gradient norms. Thus,
the higher p, the more samples are removed and the lower the entanglement Xgea

becomes. Then,

ZReal =1 —Pp (319)

with p € [0.0,0.1,...,0.9] and Xgea € [0.1,1.0]. To keep the original dataset size
constant, we replace those removed samples with observations with lower gradient
norms and perturb them with Gaussian-noise. As neural networks are not naturally
robust to this sort of noise, augmenting the smaller dataset with these samples
works as a sort of data augmentation that the network is supposed to learn. Thus,
the measured sample complexity are still interpretable between differently entangled
distributions.

In Figure 3.10 (page 76) we plot the accuracy of a linear SVC on datasets with
different entanglement values and observe that the procedure indeed reduces the
entanglement, though not strictly monotonous due to statistical effects. As a result,
we choose for the experiment three different entanglement values p € {0,0.5,0.9}

and S0 Ygea € {1.0,0.5,0.1}.

3.4.3 Changing the Intrinsic Dimension

To increase the intrinsic dimension of the image benchmarks we replace a random
patch in each image with Uniform-noise of size Z,qq. A similar procedure to in-
crease the intrinsic dimension of image datasets was used by Pope et al. [16]. We
set Z,aa € [0,5,10,15,30,60,90, 120, 150] where Z,qq = 0 is the dataset with the
original intrinsic dimensionality. Pope et al. [16] report an original intrinsic dimen-
sionality for CIFAR-10 between 13 and 25, depending on the number of nearest
neighbours k£ (Equation 3.14, page 65). Thus, the ratios between intrinsic and ex-

trinsic dimensionality for the artificial and the real-world datasets are comparable
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Figure 3.11: Estimated intrinsic dimension of the disentangled real-world datasets.
Adding patches of Uniform-noise increases the estimated intrinsic dimension. Dis-
tributions with higher entanglement also display higher intrinsic dimension, despite
the addition of Gaussian-noise perturbed samples. Thus, the entanglement’s effect
on the sample complexity is systematically overstated.

in our work.

Discussion

As we do not have access to the data-generating function for the used datasets we
require heuristics to change their geometric properties. In Section 3.4.2 (page 76)
we show that removing samples with the largest gradient norms reduces the en-
tanglement. Here, we demonstrate that the procedure for increasing the intrinsic
dimension works as intended. We compute the estimate of the intrinsic dimension-
ality using Equation 3.14 (page 65) again.

In Figure 3.11 (page 78) we display the relationship between the estimated intrin-
sic dimension and the added intrinsic dimension for different values of entanglement.
We observe that adding Uniform-noise patches of size 7,44 increase the estimated
intrinsic dimension, although, the corresponding increase is not one-to-one. The
approximated intrinsic dimension 7 underestimates the added intrinsic dimension
Zaqa. Further, we observe in Figure 3.11 (page 78) that a reduction in entangle-
ment results in a reduction of the intrinsic dimension when comparing the datasets
with the lowest (Xgrea = 0.1) and highest levels (Xgrea = 1.0) of entanglement de-

spite the addition of Gaussian-noise perturbed samples. This means that we cannot
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Figure 3.12: Sample complexity depending on the entanglement, intrinsic and ex-
trinsic dimension for the (a) CIFAR-10 (cat, dog) and (b) CIFAR-10 (automobile,
truck).

precisely tell apart the effects of entanglement and intrinsic dimension on the sam-
ple complexity. Due to the co-occurrence of high entanglement and high intrinsic
dimension, the effect of the entanglement on the sample complexity will be system-
atically over-stated. Nevertheless, the experiments in Section 3.4.4 (page 79) show
that the regression that best describes the relationship between intrinsic dimension
and entanglement models the intrinsic dimension’s influence with respect to the level
of entanglement. Thus, the co-occurrence of high-entanglement and high intrinsic

dimension does not influence the results in a qualitative way.

3.4.4 Results and Conclusions

We choose two binary classification problems from the CIFAR-10 dataset. First,
the classes cat and dog that are semantically similar and, secondly the classes auto-
mobile and truck that are semantically dissimilar. We measure semantic similarity
by their shape similarity as the humans visual system is known to rely heavily on
shapes for object recognition [8, 68]. Choosing an animal class and a vehicle class
as the semantically dissimilar classes would result in a distribution with low origi-
nal entanglement and thus would be unsuitable for the experiments as they require
significantly different levels of entanglement. We follow the same approach as in Sec-

tion 3.3 (page 62) and estimate the regression models from Equation 3.1 (page 59),
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Table 3.6: CIFAR-10 (cat, dog). The entanglement is significantly more important
for the sample complexity than the intrinsic dimension. The intrinsic dimension’s
influence on the sample complexity depends on the given level of entanglement.

Normalized sample complexity, ¢/I

Equation 3.1 Equation 3.2 Equation 3.4
YReal 0.894** (0.061)  0.796*** (0.106)
Toda 0.002*** (0.0003)  0.001** (0.0005)  0.0003 (0.0003)
Toad * ZReal 0.001 (0.001)
[l —0.077 (0.058)
=0 0.688"* (0.058)
Toaa - B2 0.003*** (0.0004)
Toaa - [B00)] 0.001* (0.0004)
Constant —0.189"* (0.051) —0.137* (0.069)  0.083* (0.041)
Observations 45 45 45
R? 0.858 0.862 0.952
Adjusted R2 0.851 0.852 0.945
F Statistic 126.641% 85.415"* 153.593**
Note: *p<0.1; **p<0.05; **p<0.01

Equation 3.2 (page 60) and Equation 3.4 (page 60). However, to maintain consis-
tency between different binary datasets we compute the normalized sample com-
plexity, ¢/l, that divides the sample complexity by the number of available samples
[.

In Table 3.6 (page 80) and Table 3.7 (page 81) we display the estimated regres-
sion models and in Figure 3.12 (page 79) we visualise these results. For both binary
classification problems we find that the entanglement is, as in the case for the ar-
tificial datasets, the significantly more important factor for the sample complexity.
We can also confirm for the real-world datasets that the intrinsic dimension’s influ-
ence depends on the entanglement. For a low level of entanglement increases in the

intrinsic dimension do not affect the sample complexity.

3.5 Summary and Discussion

In this chapter we investigate the influence of three geometric properties on the
sample complexity of neural networks in binary classification tasks. These proper-
ties are the intrinsic and extrinsic dimension and the entanglement. Previous works
only considered the intrinsic and extrinsic dimension [16] but we also include the
entanglement. We show for artificial and real-world datasets and for fully-connected

and convolutional neural networks, that the entanglement is the leading contributor
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Table 3.7: CIFAR-10 (automobile, truck). The entanglement is significantly more
important for thee sample complexity than the intrinsic dimension. The intrinsic
dimension’s influence on the sample complexity depends on the given level of entan-
glement.

Normalized sample complexity, ¢/I

Equation 3.1 Equation 3.2 Equation 3.4
Y Real 0.551*** (0.060) 0.080 (0.053)
Todd 0.002*** (0.0003) —0.0003 (0.0002) —0.000 (0.0002)
Zodd * LReal 0.004*** (0.0004)
S hent] 0.002* (0.041)
[Sfcal] 0.063 (0.041)
Toda - [Z02] 0.002"* (0.0003)
Toaa - [242] 0.004*** (0.0003)
Constant —0.203** (0.049) 0.048 (0.034) 0.100*** (0.029)
Observations 45 45 45
R? 0.764 0.939 0.957
Adjusted R? 0.753 0.935 0.951
F Statistic 67.967** 212.099** 173.320**
Note: p<0.1; *p<0.05; **p<0.01

to the sample complexity and that it is significantly more important than the in-
trinsic dimension. Crucially, the intrinsic dimensionality’s influence on the sample
complexity depends on the given level of entanglement. This finding is important
as previous work [16] only considers complex image benchmarks such as ImageNet
and CIFAR-10, which are high-entanglement distributions. Thus, we complement
previous works and show that the influence of the intrinsic dimension on the sample

complexity cannot be studied in isolation.

Practical implications The observation that for fully-connected and convolu-
tional neural networks increases in intrinsic dimension do not influence the sample
complexity when classes are well separated is relevant for practical purposes. The
intrinsic dimensions denote the factors of variation of a distribution, so those vari-
ations that do not change the label of an image. If a neural network is trained
on a well-separated distribution, i.e. one with low entanglement, it behaves sim-
ilar to a support vector classifier whose sample complexity is also not influenced
by the intrinsic dimension. Thus, well-separated distributions could be augmented
by many label-preserving transformations without increasing the sample complexity

and requiring an architecture with greater capacity.
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Chapter 4

Complexity of Robust Decision

Boundaries

4.1 Introduction

Over the past years deep neural networks have matched or even surpassed human-
level performance in object classification tasks [9, 10]. However, this remarkable
achievement was partially over-shadowed by the observation that otherwise well-
generalising neural networks display a surprising lack of robustness compared to
humans, when confronted with a wide variety of distribution shifts between train
and test data. These distribution shifts can be the result of small-norm, for hu-
mans imperceptible, synthetic perturbations (see Section 2.2.1, page 19) such as
adversarial examples (Definition 7, page 20) and small- and large-norm natural per-
turbations (see Section 2.2.2; page 23), such as changes in lighting [41], background
[43, 78] or introduced by differences in the dataset creation process [46]. These
observations resulted in a large body of literature on robust training methods (Defi-
nition 11, page 35) that aims to increase the robustness of neural network classifiers
(see Section 2.4, page 35) to the aforementioned perturbation types and helped
to close the robustness gap between humans and neural networks against natural
perturbations [80].

Nevertheless, it remains a common observation across training methods that in-
creased robustness results in reduced test accuracy, a phenomenon that is commonly

referred to as the accuracy-robustness tradeoff (see Section 2.2.3, page 26). Several
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authors hypothesised that one reason for this tradeoff might be that robust train-
ing requires different, and possibly geometrically more complex, decision boundaries
compared to standard training [55, 118, 120, 126, 131, 239] that only aims to in-
crease accuracy. If this hypothesis is valid, the need for greater capacity [118] and
increased sample complexity of robust training could partially be explained [126].

The decision boundary is an important property to study. Its geometric com-
plexity, i.e. the number of its connected hyperplanes, is an indicator for the com-
plexity of the data distribution and the learning difficulty [12, 13], the margin be-
tween the decision boundary and the train samples determines the classifier’s ro-
bustness [183, 208, 239] and the decision boundary’s position in input space can be
used for explaining model predictions [240]. However, studying the decision bound-
ary of neural networks is challenging. They are highly non-linear, high dimensional
and are build on-top of a largely opaque feature representation. Further, they could
theoretically consist of several disconnected decision regions [209].

In this chapter we investigate the hypothesis that robust training requires ge-
ometrically more complex decision boundaries in the original pixel space than ac-
curate training. To circumvent the aforementioned problems, we study decision
boundaries in a model-agnostic, but dataset-specific, way. We assume the existence
of an accurate decision boundary of unknown geometric complexity that is obtained
by standard training which solely minimises the training loss. We compare this
accurate decision boundary to a robust decision boundary that would be required if
the data was altered by worst-case perturbations of its samples. These worst-case
perturbations are derived by dividing the input distribution into linearly separable
sets of nearest neighbours and investigating the perturbation magnitudes required
to make them non-linearly separable. As such, the magnitude of these worst-case
perturbations are a lower-bound on the perturbation magnitudes over which a geo-
metrically more complex decision boundary is provably required for the considered
dataset. We show that state-of-the-art robust training methods indeed learn geomet-
rically more complex decision boundaries than their standard trained counterparts.
Further, we demonstrate that the minimum nearest-neighbour distance R between
different classes (Definition 13, page 53) is an over-estimation of the robust radius

for real-world datasets and that our derived perturbation magnitude, called R*, is
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[
fov

(a) Original. (b) Perturbed.

\4

Figure 4.1: Illustration of the main idea in & = 2 dimensions and three example
sets Sj, j € 0,1,2. The red line describes the decision boundary (d.b.) separating
the two classes within X. (a) The input distribution is separated into three linearly
separable sets S; of the £ nearest-neighbours of a sample. (b) If S; changes such
that the samples are collinear, S; is no longer linearly separable and the complexity
of the decision boundary increases.

a more appropriate upper bound.

This chapter is structured as follows. First, in Section 4.2 (page 84) we theoreti-
cally derive a dataset-specific, model-agnostic, upper bound R* on the perturbation
magnitude 0 over which provably a geometrically more complex decision bound-
ary is required. Then, in Section 4.3 (page 94) we compute this bound for several
real-world image benchmarks and show the implications for robust training with

magnitudes above this bound.

4.2 Bounding the Increase in Decision Boundary
Complexity

The robustness of a classifier f : R'*¢ — RY (Definition 6, page 15) is usually given
as an upper bound on a perturbation magnitude 6 € R, in some p-norm under which
perturbations of the samples do not cause the model to change its classification
decision. We derive a model-agnostic lower-bound R* € R, on the perturbation
magnitude 0 over which provably a geometrically more complex decision boundary
is required.

The basic idea behind deriving such a bound is to separate the input distribution

X € R™™¢ into [ linearly separable sets Sy, ..., S; of € nearest neighbours, where [ is
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the number of samples and &£ is the ambient dimension. Then, we investigate the
perturbation magnitudes that are required to remove the linear separability prop-
erty of each §;. This approach allows us to treat the geometric complexity of the
original un-perturbed decision boundary as the unknown base case and only inves-
tigate the increase in geometric complexity that occurs for a certain perturbation
magnitude. The intuition behind this approach is illustrated in Figure 4.1 (page 84).
In Figure 4.1a (page 84) the original decision boundary is displayed. For illustration
purposes only three linearly separable sets Si, So, S5 are encircled. If the two data
samples marked by the cross and the one marked by the dot, are perturbed such
that all samples within each S; are collinear, as displayed in Figure 4.1b (page 84),
the geometric complexity of the decision boundary has increased as each set is not

linearly separable any more.

4.2.1 Separation of Data into Nearest-Neighbour Sets

We describe the procedure for binary classification (y = 2) with labels yo and
and discuss its extension to the multi-class case (y > 2) further down.

We are given a dataset X € R'*¢ with [ samples and ambient dimension £. We
separate X into [ sets Sy, ..., 8. Each S;, j = 1, ..., [, consists of a sample 2, € X of
class yp and its ordered £-nearest neighbours with labels y; in Euclidean distance,
denoted z1,...,x¢. Thus, the ambient dimension &£ of the dataset also defines the
cardinality of each §; and each §; contains exactly one element from one class and
& elements from the other. With this definition, x; is the closest sample of z’; of the

other class and we define their distance as
rj = Hfﬁ'} — 212 (4.1)

Thus,
S; = {x}, x1,..., 7¢} (4.2)

is the set of 2, and its £ nearest neighbours. By definition,

S| =€+1 (4.3)
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L1

\4
\4

(a) f(xf) = f(Z). (b) f(a}) # f(x}).

Figure 4.2: Illustration of a set S; in £ = 2 dimensions. (a) If oracle O (Definition 5,
page 14) does not assign a class change between z’; and 7, the decision boundary’s
(d.b.) complexity increases. (b) If O assigns a class change to 7', S; is still linearly
separable, however, if r; < 0.5r;, robust training for 6 > 7’ introduces label noise.

where | - | denotes the cardinality of a set. As the Vapnik—Chervonenkis dimension
(VC-dimension) of a linear classifier is also equal to £ 4+ 1 [20], each S; is linearly

/

; can be separated

separable as long as {x},xl, ...,Zg} are not collinear. Hence, x
from {z1, ..., z¢} with a linear classifier with perfect accuracy, that is with no wrong
classifications. The assumption of non-collinearity of the nearest-neighbour set is
reasonable as real-world distributions are usually high-dimensional and do not lie on
perfectly flat manifolds [233]. If the data were to lie on a flat manifold, perturbations

orthogonal to it would either not change or decrease the complexity of the decision

boundary.

4.2.2 The Decision Boundary of Nearest-Neighbour Sets

Each set §; is, by construction, linearly separable and the samples are assumed not
to be collinear. In Section 4.3 (page 94) we find that this assumption is always valid
for real-world datasets in their original pixel space. The basic idea is to project z
onto the convex hull of z1, ..., z¢, denoted as C({z1, ..., z¢}), to make the samples in
S collinear. Then, the set is not linearly separable any more and §; requires not
one but two connected hyperplanes to be separated. We denote the projection of

z’; onto the convex hull of its nearest neighbours as ) which can be computed by
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solving the optimisation problem

T = argmilyee((z,ye || — ]2 8.t

d (4.4)

d
P=) wa, 0<w; <1, Y w;=1
=1

=1

The above optimisation problem can be solved efficiently by computing a linear
support vector classifier (SVC) [20] for each S; and determining the distance between
', and the SVC’s separating hyperplane which is called the margin. We describe this
algorithm in Section 4.2.5 (page 92) and its pseudocode is displayed in Algorithm 1
(page 92).

The optimisation problem in Equation 4.4 (page 87) is solved by finding the
sample % for which |[z) — Z[| is minimised, which is then referred to as 7. We
define this minimal distance between ', and its distance-minimising convex-hull

projection as

T;- = ||x; — f;||2 (4.5)

We discuss the relationship between the minimal nearest-neighbour distance r;
(Equation 4.1, page 85), the minimal convex hull distance 7 (Equation 4.5, page 87)
and the SVC’s margin m in Section 4.2.3 (page 88).

Class memberships of convex hull projections

So far we assumed that when 2’ is projected onto the convex hull of its nearest
neighbours, the ground truth label does not change. If for the given dataset the
2-norm is a valid proxy for semantic similarity, then if 0.5r; > r;, this assumption
is reasonable. However, for real-world distributions, such as natural images, this
assumption is not valid. In this case one has to distinguish between three possible
scenarios of the class membership of 7;. We refer to O as the oracle (Definition 5,
page 14) that is capable of assigning the ground truth label to any sample. The
oracle’s output is a distribution over possible labels and taking the argmax of this
output yields the ground truth label. An example for an oracle might be a human
observer, and possibly even a neural network displaying perfect levels of accuracy

and robustness. We only consider the case in which 0.5r; > r} because then the
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robust radius of §; is overestimated by 0.5r;. We discuss the opposite scenario in

Section 4.2.3 (page 88).

No class change (NCC): If no class change between z; and its corresponding
T’ occurs, S0

argmax O(7) = argmax O(z}) (4.6)

i.e. the oracle assigns the same label to both, then a geometrically more complex de-

cision boundary is required for robust training with perturbation magnitudes § > 7.

Class change (CC): If a class change occurs, i.e.
argmaxQO(z}) # argmaxO(z}) (4.7)

so the oracle does not assign the same class to x; and ; any more, then a geomet-
rically more complex decision boundary is not required. However, in this case 0.5r;
is not the actual robust radius of the distribution. Therefore, robust training for

/

18 wrongly labelled.

perturbation magnitudes ¢ > r’; introduces label noise since z

Ambiguous class (AC): Finally, if 7, cannot be assigned a ground truth label

and the oracle’s output is uniform over all labels,
171xy
0F) = H (4.8)

then 7, lies within the low-density regions between classes. In this case, a geometri-
cally more complex decision boundary is not required. However, as in the scenario
in which no class change occurs, robust training for perturbation magnitudes ¢ > r;
introduces label noise again, because 0.57; overestimates the actual robust radius of

the distribution.

4.2.3 Properties of Nearest-Neighbour Sets

As discussed above, the relationship between r; and r} is crucial for the analysis. The

maximum robust radius of §; is equal to 0.57;, so half of minimal nearest neighbour
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!
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(b) Tqrit —

J 0ar; > 1L () r¥it = - < 1

Vi 0.51”]‘

Figure 4.3: Illustration of nearest-neighbour sets S; for £ = 2 dimensions. (a) A
more complex decision boundary is not required as ||} —Z||2 = ||z} —1[|2 = 7} = 1;.
(b) A more complex decision boundary is not required as ||z} — ||, = 7} > 0.57;.
(c) A more complex decision boundary is required as ||z} — ||z = 7 < 0.57;.

distance. We define

porit . J (4.9)

for the given §; to distinguish between the following two scenarios.
If r;- > 0.5r; and thus Tj?rit > 1.0, then 0.57; is the actual robust radius of S;.
This scenario is depicted in Figure 4.3b (page 89) for (£ = 2)-dimensional ambient

space. In this case the Euclidean ball of radius 0.5r; centred at x7,
Bosr, (2) = {x : ||o — 2|2 < 0.5r;} (4.10)

does not intersect with the convex hull C({z1,...,x¢}) of the £ nearest neighbours
of ;.

On the other hand, if r;- < 0.57; and thus T'J?rit < 1.0, then 0.57; overstates
the actual robust radius of §;. In this case, the Euclidean ball of radius 0.57;
centred at 1;; as defined in Equation 4.10 (page 89), overlaps with the convex hull
C({x1,...,x¢}) of the &€ nearest neighbours of #;. In this scenario the analysis in the
previous Section 4.2.2 (page 87) applies and we illustrate it in Figure 4.3c (page 89).

In Figure 4.3a (page 89) we display the scenario in which the projection of ; to

the convex hull of its nearest neighbours C({x;}£_,) is equivalent to 21 and r; = r}.
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4.2.4 Extension to the Entire Dataset

Up until this point, we have focused our analysis on a single set S;. In this section,
we aggregate over all [ sets (since X € R™¢) and introduce the equivalents of r;
(Equation 4.1, page 85), r; (Equation 4.5, page 87) and rjqrit (Equation 4.9, page 89)
that hold for the entire dataset.

The maximum robust radius that is applicable to samples is the minimum over

all the minimal nearest-neighbour distances. We define this quantity as

R :=minje ;({r;}) (4.11)

which is equivalent to the definition of R by Yang et al. [17]. The minimum over all

distances to the convex hull for all sets is defined as

R = minje, ({r}}) (4.12)

Finally,

T T’

Rt — J =7 4.13
J 0.5 - min;eqy, ;({r:}) 0.5R ( )

is the equivalent of r;?rit for the entire dataset. Its interpretation is the same with
the exception that it utilises the global robust minimum nearest neighbour distance
R. If R;rit > 1.0, so 7‘3 > 0.5R, then for set S;, 0.5R is the actual robust radius.
Further, with the definitions from above, it follows that R* < R.!

When aggregating over all sets S,

Rerit . minjer, . ({r;}) R*

= = 4.14
0.5-minjer, ;({r;}) 0.5R ( )

encodes the relationship between the minimum convex hull projection distance R*
and the minimum robust radius 0.5R where R is the minimum nearest neighbour
distance. The interpretation of R is equivalent to the interpretation of 7“5“ (Equa-
tion 4.9, page 89) for the entire dataset. For R* > 1.0, 0.5R is the actual robust

radius of the distribution whereas for R®* < 1.0, 0.5R overestimates the robust

!The equation R* = R implies that the projection of x; on the convex hull of its nearest
neighbours is a member of the set S;. This means that locally the manifold of training data is

densely sampled. Thus, R* # R implies that the data distributions contains ‘gaps‘.
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radius.

Definition of critical points

We refer to those points i’; for which locally r} < 0.57, s0 r;?rit < 1, as critical as they
require a locally more complex decision boundary under norm-bounded robustness
scenarios and cause 7; to be an overestimation of the actual robust radius,

{ }crlt . { . crlt < 1 ]_1 l} (415)

local *

Conversely, we define those points for which R;?m <1as

(Fyet = {F R <, =1, 1) (4.16)

global "™

It follows that [{Z}5i.] < {Z}inel Note that in the multi-class case (Jy| > 2) a

: / : : 7/ 7\ crit 7\ crit
single 7, can have multiple associated 7 that are elements of {Z}{1%) or {7},

possibly one for every other class in the dataset. Thus,

0 < {Z}giobal < HZHoe| < 1y — 1) (4.17)

global local

where [ is the number of samples in X € R>*¢ and y is the number of unique class

labels.

Multi-class classification

The method described above for the binary scenario (y = 2) can easily be extended
to multi-class classification (y > 2). Instead of determining the set of nearest neigh-
bours S; once for the single other class, the computation is repeated (y — 1)-times
for all other classes. The rationale from above holds, as we simply restrict the
By s, (z})-ball (Equation 4.10, page 89) to not intersect with any convex hull of
nearest neighbours of any of the other (y — 1) classes. So, the method scales linearly

with the number of classes y in X. Then,

rl = mingey\y ({75(4:)}) (4.18)
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and
rj = mingey\yr ({75(4:)}) (4.19)

where y\y: denotes the set of unique labels without label y; of 2, and 7%(y;) and
7j(y;) denote the equivalents of v’ and r; defined in Equation 4.5 (page 87) and
Equation 4.1 (page 85), respectively, computed for class y;. We always report the

results for all classes in a particular dataset, unless stated otherwise.

4.2.5 Algorithm for Convex Hull Projection

Algorithm 1 R* computation

1. procedure PROJECTION(X,Y)

2 Dataset X € R>*4 > | samples with extrinsic dimension &
3 Labels y € N/ > Labels of X
4 for jinl---{ do: > [terate over all samples in X
o: SU; < X[j]

6 y; < ylj

7 for 7 in unique(y \ ;) do: > Iterate over labels other than y/
8 yi <+ yli] > Yi # Y;
9: {z;}{, « d-NearestNeighbours(z},y;,d) > NNs of 2 with label y,
10: Sj  {x1, ..., e, 2%} > Lin. sep. set S as cardinality |S;| =& + 1
11: h < SupportVectorClassifier(S) > Get max-margin hyperplane h
12: % < OrthogonalProjection(z’, h) > Project 2’ on hyperplane h
13: T < Reflection(z, z') > Reflect 2/ around projection &
14: 7i(yi) < ||z — |2 > 1’ for 2 and class y
15: 7i(yi) < ||z — 21| > r; for 2 and class y
16: end for

17: 7 = ming ({75(y:)}) > Minimal 7 over all classes
18: r; < min; ({r;(y:)}) > Minimal r; over all classes
19: end for

20: R* + minj€17.,,7l({r;}) > Minimal 7} over all samples

21: end procedure

The pseudocode to compute R* and the values it is derived from is displayed in
Algorithm 1 (page 92). We iterate over all [ samples within X € R™*¢ and for each
we compute the £ nearest neighbours in Euclidean distance for each of the y — 1
classes. Then, we train a support vector classifier (SVC) on the corresponding set
Sj = {2}, 71, ...,7e}. As the cardinality of [S;| is equal to the VC-dimension of a
linear classifier, i.e. £ + 1, the SVC exhibits zero errors and maximises the margin

m between z; and {z;}7_,. It simply follows that 2m = 7} < r;, where r; = 2m
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implies that 7 = x;. Computation of 7 is straightforwardly done by orthogonally
projecting z; onto the hyperplane learned by the SVC. Then, the reflection of 2
around this projection yields Z; which implies 2m = 7. This computation is efficient
and deterministic. The main bottleneck of Algorithm 1 (page 92) is the computation

of the &£ nearest neighbours of each sample in X.

Computation of 7’ for S; # £ +1

Defining S; such that |S;| > £ +1 might result in sets that are not linearly separable
and our analysis is not applicable to those. Defining S; such that |S;| < £ + 1
results in a vacuous 7} because it will not be the smallest lower bound any more. In

Section 4.3 (page 94) we demonstrate this for the CIFAR-10 dataset.

4.2.6 Conclusions

Computing the geometric complexity of a classifier’s decision boundary, so the num-
ber of connected hyperplanes needed to approximate it, is an open problem for deep
neural networks. Thus, testing whether robust training requires geometrically more
complex decision boundaries than standard training, is an open question in the liter-
ature. In this section we circumvented this problem by introducing a model-agnostic
algorithm. The algorithm relies on well-studied concepts such as the computation
of nearest neighbour distances and the training of support vector classifiers and is
therefore computationally efficient and deterministic. The algorithm computes an
upper bound R* on the perturbation magnitude ¢ over which a geometrically more
complex decision boundary is provably required for the given dataset. Further, it
determines whether the nearest neighbour distance R overestimates the actual ro-
bust radius of the dataset which is important to avoid the introduction of label noise
during training.

In the next section we run Algorithm 1 (page 92) for several commonly used

image benchmarks.
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Table 4.1: Results of running Algorithm 1 (page 92) for real image benchmarks.
The results are intuitive. The simple datasets, MNIST and FASHION, are well-
separated and 0.5R accurately determines the maximum robust radius. However,
for the more sophisticated datasets, 0.5 R overestimates the robust radius and R* is
the actual robust radius.

R 05R R* Rcrit |{i,}crit i‘{j}cri‘c |{i.}crit | i|{j}crit |

local local global global
SVHN 1.577 0.788 0.255 0.323 132061 0.200 2501 0.004
CIFAR-10 2.751 1.375 0.578 0.421 26608 0.059 132 0.000
FASHION 1.599 0.799 0.906 1.133 811 0.002 0 0.000
MNIST 2.398 1.199 1.654 1.379 0 0.000 0 0.000

4.3 Decision Boundary Complexity of Common
Image Benchmarks

In the previous section we introduced Algorithm 1 (page 92) to compute a lower
bound R* for the perturbation magnitude J over which provably a geometrically
more complex decision boundary is required. In this section, we compute this bound
for several real-world image benchmarks and investigate the implications of robust

training with 6 > R*.

4.3.1 R* for Real Image Benchmarks

We run Algorithm 1 (page 92) on the MNIST, FASHION, SVHN and CIFAR-10
datasets. We always use exact nearest neighbour search over the entire original train
set. SVHN contains two mislabelled samples which we remove from the dataset prior
to the computation?.

In Table 4.1 (page 94), we display the results. For the MNIST and FASHION
datasets they confirm the common knowledge that those are well-separated. Since
R* > 0.5R, the robust radius is accurately described by 0.5R. Nevertheless, as R*
defines a lower bound, no definitive statement can be made about increases in the
geometric complexity of the decision boundaries for robust training.

For the more sophisticated benchmarks SVHN and CIFAR-10 we observe that

the nearest neighbour distance R is an overestimation of the actual robust radius,

2The original SVHN train set contains three labelling errors. The images with the indices 25235
and 65043 are the same but once correctly labelled as a 5 and once wrongly as a one. The image
with the index 25235 does not contain a number but is labelled as a nine. The two wrongly labelled
images are removed before all computations.
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Figure 4.4: Example image-pairs of {Z}$,, (right) their associated 2 (left) for

CIFAR-10. A single 2; can be associated with multiple z € {Z}!,), possibly one
for all other classes. The images Z; are strongly blurred versions of their correspond-

ing z’; and so of ambiguous class membership.

Figure 4.5: Example image-pairs of {Z}$,, (right) their associated z; (left) for
crit

global
SVHN. A single 2 can be associated with multiple 7 € {Z}{],., possibly one
are mostly strongly blurred versions of their

for all other classes. The images 7’
corresponding z; and so of ambiguous class membership.

J

as R* < 0.5R and thus R™® < 1. As a result, for both datasets {i;}gﬁ)al are non-
empty and it follows that they require a locally more complex decision boundary for

perturbation magnitudes ¢ with 0.bR > 6 > R*.

7', are low-density samples

In Section 4.2.2 (page 86) we showed that the exact interpretation of R* relies on the
ground truth label of the projections ). The question of class membership cannot
be answered by some distance metric using an p-norm because for real-world image
datasets they are usually a bad proxy for semantic similarity. Thus, we visually
investigate several Z’.

In Figure 4.4 (page 95) and Figure 4.5 (page 95) we display several randomly

sampled example images from {Z}$,; and their associated 2 for the CTFAR-10

95



Chapter 4: Complexity of Robust Decision Boundaries

Figure 4.6: Example image-pairs of {Z}{", (right) their associated z’; (left) for

local

FASHION. Multiple z are associated with elements from {z}{X%, for different

classes. FASHION does not contain any globally critical points (see Table 4.1,
page 94).

Table 4.2: Results for |S;| = 2. The bound r} is vacuous and the results falsely
contradict the experimental findings presented in Table 4.1 (page 94).

crit

* Cri ~cri {z} oca. .\ cri ‘{j}criota‘
R 0.5R R Rj t {z} t  Wiocall {z} t global

local l(c—1) global l(c—1)

CIFAR-10 2.751 1.375 2.313 1.682 0 0.000 0 0.000

and SVHN datasets, respectively. For both datasets we find that the majority of z’
are strongly blurred versions of their corresponding z; and do not contain a clearly
recognisable object. Therefore, those samples are of ambiguous class membership
and lie in the low-density region between classes. Thus, robust training for pertur-
bations magnitudes § > R* introduces label noise which is known to hurt accuracy
as well as robustness [86]. We empirically confirm this for the CIFAR-10 and SVHN
datasets in Section 4.3.3 (page 103).

As shown in Table 4.1 (page 94), MNIST and FASHION do not contain any
globally critical points ([{Z}gh,l = 0) as 75 > 0.5R for all j € 1,...,1, and thus
R® > 1.0. In Figure 4.6 (page 96) we display some locally critical points for FASH-

ION which are clearly recognisable as valid class members which we also confirm in

Section 4.3.4 (page 108).

Computation of 7’ for |S;| # € + 1

As mentioned in Section 4.2.5 (page 92), choosing |S;| # £ + 1, could result in sets
that are not linearly separable or in vacuous bounds on §. To show that this is true,

we run Algorithm 1 (page 92) on the CIFAR-10 dataset with |S;| = 2. So, 2 is
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CIFAR-10 FASHION CIFAR-10 FASHION

; Vo2
Class index of x D 1755

(a) Density of r; for all 2, € X. (b) Density of 7 for all 2 € X.

Figure 4.7: Distributions of r; and r’.

. ~ 0 - 4 -
Classindexofx' . 7 .. 53 . 5.

Figure 4.8: Cumulative distribution of rjc-rit for all 2 € X.

projected onto the line segment of its two nearest neighbours z; and z3. As one
can observe in Table 4.2 (page 96) the results differ completely from those presented
in Table 4.1 (page 94). For |S;| = 2, 7 is a vacuous bound on the perturbation

magnitude.

Additional statistics

In Figure 4.7 (page 97) we display the densities of ; and 7% in 2-norm for all used

datasets with respect to the class of 2. One can observe that the distributions have
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Figure 4.9: Class pairs for z; and their corresponding 7 for 2, € {Z}gi.1-

similar shapes but different modes, except for the SVHN dataset.

In Figure 4.8 (page 97) we display the empirical cumulative distribution functions
of 7‘;“ for all datasets. For CIFAR-10 the number of r]C-rit varies significantly for each
class while for SVHN they are roughly the same.

In Figure 4.9 (page 98) we display for every sample 2, € {Z}$i, the label of

/

Lj

and the distribution of labels of the corresponding Z; inherited from the label of
the samples {z;}5_,. For SVHN one can observe that the critical samples lie in close
proximity to several, if not all, samples of other classes. This uniform distribution of
distances is also visible in Figure 4.7 (page 97) and Figure 4.8 (page 97). Contrary,
for CIFAR-10 only the classes airplane, bird, deer, frog and ship contain critical
samples {Z}$, and the nearest neighbours come from a few dominating classes.
For the critical samples with labels bird and ship, for example, the corresponding
{x;}5_, are of classes airplane with a relative frequency of 41.7% and 43.6%, respec-
tively. This might be due to the common uniform background of shades of blue or

grey shared by these samples. This observation highlights that robust radii need to

be chosen class dependent.

4.3.2 Decision Boundary Complexity of Robust Models

In addition to the visual investigation of the image pairs (z},7}) in the previous
section, we gather the predictions and confidences of thirteen state-of-the-art ro-

bust models on {Z}i},, from CIFAR-10. These models are obtained again from
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Table 4.3: Predictions and confidences of model f for {Z}g,; for CIFAR-10. Con-
fidence values are reported as: mean + standard deviation. NCC denotes no pre-
dicted class change by f and CC denotes a predicted class change between z; and
T € {T}gi.- The robustly trained models do not predict class changes in the vast
majority of cases and assign these samples significantly lower confidences than the

non-robust models.

f(@h) = f(z5) (NCC) flzy) # £(5) (CC)

Model f

Fraction Confidence Fraction Confidence

. Non-robust 0.64 0.925 4+ 0.134 0.36 0.817 & 0.170

Addepaliet al. 1] Robust  0.91 0499+ 0128  0.09  0.281 +0.039
. Non-robust 0.62 0.887 4 0.154 0.38 0.708 4 0.192

Andriushehenko et al. U2 “popug 079 0535+ 064 021 0373 % 0.095
Aueustin of al [202} Non-robust 0.58 0.813 4+ 0.192 0.42 0.666 4+ 0.169

Avenstin etal {202 Robust 095 03140162 005 0243 %005
Dine et al [183} Non-robust 0.52 0.913 &= 0.171 0.48 0.826 4= 0.174

Dingetal fiss) Robust 093 0979 +0057 007 0791+ 0.113
Enestrom ot al [242] Non-robust 0.56 0.757 &+ 0.215 0.44 0.571 £+ 0.181

 Engstrom et al el Robust 086 0537 £0.8) 014 03384 0.113
Non-robust 0.50 0.907 4 0.144 0.50 0.778 4+ 0.173

Hendrychs et al. [l47] - Robust 0.7 0.905+0.150 024 0.749 + 0.16]
Kireev ot al [77} Non-robust 0.50 0.814 4 0.195 0.50 0.726 4 0.200

,,,,,,,,, AT Robust 061 09050151 0.3 0.691+ 0200
Modas et al [143} Non-robust 0.60 0.900 & 0.155 0.40 0.768 & 0.176

,,,,,,,,, M Robust 068 0632055 032 0419 £0.125
Non-robust 0.51 0.815 4+ 0.178 0.49 0.601 4 0.190

Madectal 7] (ddpm) —“Robust 095 0.670£0.176 005 0488 £ 0.068
Non-robust 0.52 0.867 4 0.181 0.48 0.608 4= 0.182

Rade b al [87] (eatra) Robust  0.75  0.603+0153 025 0413 +0.102
Non-robust 0.50 0.844 4+ 0.177 0.50 0.650 + 0.171

Rebuffi et al. {148 Robust 094  0643£0202 006 0389 % 0.083
Rice ot al [145] Non-robust 0.54 0.863 &= 0.168 0.46 0.677 4 0.204

(iceeral 45} Robust 092  0.635£0200 008 0401 %0072
Wone et al [141] Non-robust 0.43 0.873 4+ 0.183 0.57 0.707 & 0.185
& ’ Robust 0.74 0.645 4 0.187 0.26 0.458 4 0.095

RobustBench and referred to as robust models. In addition, we re-initialise these
architectures and re-train only with the Adam on the original train set to remove
their robust representation. Thus, the re-trained models are their non-robust coun-
terparts.

In Table 4.3 (page 99) we observe two major differences between the robust

and non-robust models. Firstly, the non-robust models assign high confidences to

crit

{Z}gia As the visual inspection shows that {Z}§i,

, are part of the low-density
region between classes, high confidence scores indicate a poorly calibrated classi-
fier. In contrast, the robust models usually assign significantly lower confidences to
these low-density samples, a result that would be expected from a well-performing

classifier. In a subsequent work to ours, Grabinski et al. [203] investigate the calibra-

tion of robust models more thoroughly and reached the same conclusion. Secondly,
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Table 4.4: Influence of the ambient dimension &£ for CIFAR-10. For all ambient
dimensions R < 1.0. Thus, no qualitative changes are induced by varying the
image sizes.

£ R 0.5R R* Rcrit |{j}crit il{j}crit ‘{i,}crit iHi‘}Cﬂt ‘

local local global global
34x34 3468 2.843 1.422 0.497 0.350 38827 0.086 283 0.001
32x32 (org.) 3072 2.751 1.375 0.578 0.421 26608 0.059 132 0.000
30x30 2700 2.514 1.257 0.486 0.386 36167 0.080 236 0.001
28x28 2352 2.324 1.162 0.467 0.402 34784 0.077 214 0.000
26x26 2028 2.157 1.079 0.444 0.412 33066 0.073 200 0.000

we find that robust and non-robust models differ in their predictions of whether a
class change has occurred between x’; and its corresponding ;. Whereas the robust

models predict in most of the cases that no class change occurs, the non-robust

crit

global to

models predict class changes in half of the cases. As the addition of {z}
the train set increases the geometric complexity of the decision boundary, robust
models learn more complex decision boundaries. Thus, we experimentally confirm
this previously made hypothesis [55, 118, 126, 131, 239] for real-world architectures
and datasets. These results also partially explain why robust training has a greater
sample complexity than standard training, since the geometric complexity of deci-

sion boundaries is known to increase the sample complexity of deep neural networks

(see Chapter 3, page 56).

Results are Independent of the Ambient Dimension &

The point 7 minimises the Euclidean distance between z’; and the convex hull
C({z;}&_,) (see Equation 4.5, page 87). Since the convex hull is defined by the &£
nearest neighbours with another label of 7/, all quantities that are deducted from
7’ are functions of the ambient dimension £. Therefore, we investigate whether
changes of the ambient dimension change the previously computed quantities.

We report the results for CIFAR-10 in Table 4.4 (page 100). For image dis-
tributions an increase in their ambient dimension &£, so their resolution, results in
higher correlations between pixels and larger Euclidean distances between images.
Hence, simultaneously higher values of R and R* are expected. Further, there is
no clear relationship between [{7}{3%,| and {Z}gh,.| with respect to €. Crucially,

for all ambient dimensions £, R > 1.0. Thus, 0.5R overstates the robust radius

for all ambient spaces sizes and R* is its correct measure. These results show the

100



Chapter 4: Complexity of Robust Decision Boundaries

Table 4.5: Number of pixels [(p — p)]| (Equation 4.20, page 102) that need to be
perturbed by € in [,-norm to introduce perturbations 6 > R* in 2-norm.

- . [(p—p)]
0.5R R P 62% 6:%55 e:% 6:% E:%
SVHN 1.003 0.525 1024 4478 1120 280 70 18
CIFAR-10 1.375 0.578 1024 5439 1360 340 85 22
FASHION 0.799 0.906 784 13340 3335 834 209 53

MNIST 1.199 1.654 784 44461 11116 2779 695 174

quantities derived by Algorithm 1 (page 92) are not artefacts of high dimensional
spaces but dataset specific properties and that the choice of the ambient dimension
& only alters the results quantitatively but not qualitatively. Further, this results
implies that for datasets where the extrinsic dimension is greater than the number
of contained samples (€ > [), resizing the extrinsic dimension could be a feasible

method to make the introduced approach usable.

Extension to the co-norm

Perturbation magnitudes for robust training and data augmentation are usually
given in 2- or co-norm. In the previous section we computed R* in 2-norm so here
we expand the analysis to the oo-norm. Since the co-norm is the maximum absolute
change € between any two vector dimensions, we compute how many dimensions in
common image benchmarks need to be changed to surpass the specific R*-value in
2-norm. It is common practice in the robustness literature to apply the co-norm on

the pixel level, so to ignore the colour channel. Denoting the number of pixels in a
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dataset as p, with 0 < p < p, it is easy to see that

||z — Z||]2 > R*

(4.20)

where the first sum in the third line is equal to zero because those pixels are not
altered and the pixels in the second sum are all changed by ¢ due to the co-norm.
Thus, (p — p) is the number of pixels that need to be changed by € such that the
resulting perturbation magnitude in 2-norm surpasses R*. We round (p — p) to the
nearest integer.

In Table 4.5 (page 101) we display the minimum number of pixels [(p — p)]| that
need to be changed to surpass R* in 2-norm when perturbations € are applied in
oo-norm. For CIFAR-10, for example, we observe that perturbation magnitudes
in oo-norm of € = 4/255 require 1,360 pixels to be altered. As this is more than
the original number of 1,024 pixels, R* is not surpassed in 2-norm. In general,
we observe that for the common perturbation magnitude ¢ = 8/255 only a small
fraction of pixels need to be altered in both SVHN and CIFAR-10 to surpass the
threshold R* in 2-norm. In following section we show that including samples with

perturbation magnitude 6 > R* leads to reduced generalisation performance.
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Figure 4.10: Adding globally critical samples to CIFAR-10. Error-bars denote min-
imum and maximum over five runs. (a) Mean accuracy on the train and test set
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Figure 4.11: Adding globally critical samples to SVHN. Error-bars denote minimum

and maximum over five runs. (a) Mean accuracy on X ., during training with

T\ crit org 3 ini 3 7\ crit
{T}gopa- (b) Mean accuracy on X during training with {Z}gi.-

4.3.3 Robust Training with 6 > R* for real-world datasets

In Section 4.2 (page 84) we derived R* theoretically for arbitrary datasets. We dis-
cussed that the implications of robust training for perturbation magnitudes 6 > R*
depend on the class membership of those samples for which r; < 0.5r;. Then,
in Section 4.3.1 (page 94) we showed that for sophisticated real-world benchmarks
{:z’:}gj)%al lie within the low-density region between classes. Including these samples

that do not display a clearly distinguishable object is equivalent to the addition of

label noise which is known to hurt robustness [86]. In this section we show that the
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addition of samples with perturbations § > r} for 7 < 0.5r; indeed decreases the

performance of classifiers according to several metrics on CIFAR-10 and SVHN.

Extension by the globally critical points

As [{Z}ghal = 132 for CIFAR-10 (Table 4.1, page 94), their addition is not measur-
ably impacting generalisation performance as observed in Figure 4.10c (page 103).

Thus, to simulate different levels of label noise we add random samples from the

crit

global 10 Obtain new train sets with different relative

original train set X% to {z}
amounts of original and critical samples and therefore different amounts of label
noise. This experimental setup roughly follows a similar one by Sanyal et al. [86].
We train a convolutional neural network on these datasets and measure its accuracy
on the original train and test set as well as against FGSM attacks (Definition 8,
page 21) of different strengths.

For CIFAR-10 we observe in Figure 4.10a (page 103) that with increasing label
noise test accuracy deteriorates while adversarial accuracy against FGSM attacks
increases. Although, due to the small train set, test accuracy is already low, adding

samples with no visible class object further deteriorates test accuracy as the model is

likely biased towards learning superficial textural clues. Train accuracy on the other

crit

alobar are defined

hand is not hurt, as those samples can simply be memorised. As {z}
by having % < 0.5R, the distance between 7, and 7, is small and thus small-norm
perturbations as those introduced by FGSM do not result in wrong predictions as
the network interpolates between z/; and x.

In Figure 4.11 (page 103) we present the results for SVHN when {7}, are
added to the original train set. As [{Z}{}.| = 2,501 (Table 4.1, page 94), the
addition of globally critical points to the train set makes a non-negligible difference.

Thus, generalisation performance is decreased when perturbation magnitudes § >

R* are introduced. This affirms the hypothesis in that the reason for the wvisibly

unchanged performance for CIFAR-10 is the comparably low number of {Z}Sh,;.
Thus, robust training for § > R*, so the addition of {Z}}, to the train set, also

negatively affects CIFAR-10 training.
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Figure 4.12: Example image-pairs of {Z}{"%, (right) their associated z’; (left) for

CIFAR-10. Multiple z; are associated with elements from {z}{%; for different
classes.

-
=

Figure 4.13: Example image-pairs of {Z}{i%; (right) their associated z; (left) for
CIFAR-10. Multiple 2 are associated with elements from {z}{%; for different

local
classes.
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Figure 4.14: Adding locally critical samples to CIFAR-10. Error-bars denote min-
imum and maximum over five runs. (a) Mean accuracy on X5 during training

with {Z}&1 . (b) Mean accuracy on Xns during training with {z}it .
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Table 4.6: Accuracy against noise- (top) and blur-perturbations (bottom) created
with the routine of Hendrycks et al. [41] for CIFAR-10 and {z}{",. Networks

trained on X4+CC and X+NCC exhibit better robustness against small-norm noise-

perturbations but worse robustness against large-norm blur perturbations. Example
images can be found in Figure 4.12 (page 105).

Gaussian ~ Shot  Impulse Speckle

X 0.521 0.501  0.537 0.557
X+CC 0.526 0.504  0.546 0.562
X+NCC 0.600 0.581 0.584 0.621

Zoom Defocus Gaussian Glass  Fog  Brightness Contrast

X 0.638 0.691 0.324 0.703 0.352 0.694 0.328
X+CC 0.625  0.689 0.273 0.704 0.292 0.709 0.246
X+NCC 0.607  0.647 0.423 0.656  0.342 0.648 0.343
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(a) Accuracy on original train set. (b) Accuracy on original test set.

Figure 4.15: Adding locally critical samples to SVHN. Error-bars denote minimum

and maximum over five runs. (a) Mean accuracy on X . during training with

7\ crit org ; N 3 7\ crit
{Z}p% . (b) Mean accuracy on X..; during training with {Z}i,.

Extension by the locally critical points

It is common practice in adversarial training to pick a single perturbation magnitude
0 for all samples under the assumption that no class change is induced by its ap-
plication. However, this procedure is suboptimal and error-prone as upper-bounds
on ¢ can be influenced by labelling errors in the original train set. Thus, more re-
cent robust training methods work with instance-specific perturbation magnitudes
(e.g. [183]).

To further show that the addition of samples for which § > R* leads to reduced
generalisation performance, we create two new train sets by appending either {z }¢it

local

with the label of its corresponding z; (no class change, NCC), denoted X+NCC,
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Table 4.7: Predictions and confidences of model f for {z}& for CIFAR-10. Con-

local
fidence values are reported as: mean + standard deviation. NCC denotes no pre-

dicted class change by f and CC denotes a predicted class change between x’. and

. J
zj € {Z}ocar

Model f f(@}) = f(z}) (NCC) f(@) # f(7)) (CC)

Fraction Confidence  Fraction Confidence
Non-robust 0.43 0.872 £+ 0.169 0.57 0.796 £+ 0.194

Addepalli et al. [241]

,,,,,,,,,,,,,,,,,,,,,, Robust 058 0447+ 0.44 042 0331 %0092
. ] Non-robust 0.32 0.913 4 0.148 0.68 0.824 4 0.184

Andriushchenko et al. M2 “popug 062 0479 £0.64 038 0370 £0.115
Augustin et al [202} Non-robust 0.32 0.849 4+ 0.177 0.68 0.784 4 0.190

Avgnstin etal [202 Robust 062 03730162 035 0270 %0102
Dine of al [183} Non-robust 0.34 0.864 4+ 0.169 0.66 0.798 4 0.190

Dingetal 183} Robust 057 09040151 043 0774 %0194
Enestrom ot al [242] Non-robust 0.34 0.839 4 0.179 0.66 0.776 4+ 0.191

Fnastrom et al bl Robust 057 0495+ 0182 043 037240120
Non-robust 0.32 0.898 4+ 0.143 0.68 0.847 4+ 0.165

Hendryeks eval. [l47) Robust 040 0869+ 071 061 0758 £ 0.197
Kireov of al [77} Non-robust 0.30 0.827 4 0.181 0.70 0.785 4+ 0.193

,,,,,,,,, T Robust 037 08380188 0.63 0756 £ 0212
Modas et al [143} Non-robust 0.34 0.921 4 0.138 0.66 0.868 4+ 0.167
’ Robust 0.46 0.528 4= 0.165 0.54 0.420 4 0.148

S Non-robust 035  0.895 4+ 0.146 0.64  0.850 &+ 0.167

Made ctal (871 {ddpm) — Robust 065 0615+ 0.181 035 0.446 & 0.137
Non-robust 0.29 0.878 4 0.160 0.71 0.805 4 0.179

Rade b al. 7] (eatra) Robust  0.53 0490 £ 0.146 047  0.380 £ 0.103
Non-robust 0.30 0.841 4 0.170 0.70 0.780 4+ 0.180

Rebuffi et al. {148 Robust 065 0560 £ 0.185 035  0.410 £ 0.128
Rice et al [145] Non-robust 0.35 0.906 4+ 0.149 0.65 0.843 4+ 0.185

(eeetal 45} Robust 057 0626096 043 0.6 0.156
Wone et al [141] Non-robust 0.35 0.888 4= 0.15H8 0.65 0.816 4= 0.182
& ’ Robust 0.56 0.535 4+ 0.179 0.44 0.414 4 0.131

or the label of its corresponding nearest neighbours {z;}_, (class change, CC),
denoted X+CC, to the original train set X.;,. We train a network on each of these
three datasets and report accuracies on the original train and original test set. In
Figures 4.12 (page 105) and 4.13 (page 105) we display some randomly sampled
images from {z}{7) for CIFAR-10 and SVHN, respectively.

For CIFAR-10, we can observe in Figures 4.14a (page 105) and Figure 4.14b
(page 105) that while train accuracy is not hurt, test accuracy deteriorates when
trained on X+NCC. This is likely due to {Z}{t | biasing the model towards learning
superficial textural clues which does not deteriorate train but does reduce generali-
sation performance. The addition of {Z}{2%; when assigned a different label than
improves generalisation performance. This is likely due to the network interpolating
between {z;}¢_, which appears to help for CIFAR-10.

Finally, we also test the CIFAR-10 models against the benchmark of common
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Figure 4.16: Adding locally critical points to FASHION. Error-bars denote minimum
and maximum over five runs. (a) Mean accuracy on X .5 during training with

train

7 crit org : N : 7 crit
{z} . (b) Mean accuracy on X.& during training with {z}{ .

perturbations proposed by Hendrycks et al. [41] (see Figure 5.1, page 116 for ex-
ample images). We obtain similar results to the label noise experiments above. In
Table 4.6 (page 106) we observe that accuracy against small-norm noise perturba-
tions is increased whereas accuracy against large-norm blur perturbations is mostly
decreased. Intuitively, a flat loss surface around training points or obfuscated gra-
dients [56] help to protect against small-norm changes, whereas large-norm changes
need to be defended against by learning semantic concepts.

For SVHN we observe that both train sets X+NCC and X+CC reduce general-
isation performance as observed in Figure 4.15 (page 106).

The results for CIFAR-10 and SVHN show that the maximum perturbation
magnitudes for robust training need to be chosen carefully as they can deteriorate
the generalisation to accuracy and robustness benchmarks while train accuracy is

unharmed.

4.3.4 Robust Training with 6 > R* for toy datasets

The FASHION dataset does not contain any {7}, so 0.5R is its actual robust

radius. In Figure 4.16 (page 108) we observe no difference in train and test perfor-
mance when the {Z}& are added to the original train set. This result is expected

local

as R* > 0.5R and the dataset is known to be simple and well separated which is
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further proven in Figure 4.6 (page 96) as there is no class change between z’; and

their associated fg

4.3.5 The Relationship between DeepFool and R*

DeepFool [57] is an algorithm that finds an adversarial example z3%¥" while min-

imising the perturbation € (see Definition 7, page 20).

If we assume to have a perfectly robust model f with robust radius of > 0.5r for
every sample (for complex datasets: = 0.57“;) then the closest point on the decision
boundary is precisely in the middle of the line segment between 2’ and Z}, with
distance 0.5 from both. As the model’s gradient points towards the direction of
steepest ascent, it points towards the closest point on the decision boundary. As
the model is perfectly robust, the minimum distance to this point is 0.5 and the
point on the decision boundary is exactly the aforementioned middle of the line
segment between 2’ and 7. Thus, this middle of the line segment should also be
the adversarial sample .r?dver that is found by DeepFool, as DeepFool minimises the

introduced perturbation magnitude. As a result, more robust models should have

the vectors 7’ — 2. and Zaqver — & being more aligned.
j j adve j
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We compute the cosine similarities

¢; = cosine(ZTaaver — 4, T — x5) € [—1,1] (4.21)

for all samples z; € X and display the distributions for the robust and non-robust
neural network pairs. We observe that for the robust models the distributions con-
tain significantly more positive values, even though those are nowhere near being
perfectly robust. Thus, our method could be used in conjunction with DeepFool
to investigate the distance and shape of the decision boundary around the criti-
cal points which are those that determine the introduction of label noise and the

geometric complexity of the decision boundary.

4.3.6 Conclusions

We run Algorithm 1 (page 92) on several commonly used image datasets and find
that for real-world ones the nearest neighbour distance R overestimates the robust
radius. Contrary, our introduced quantity R* yields an accurate estimation. We
demonstrate that training with perturbation magnitudes 0.5R > ¢ > 0.5R* intro-
duces label noise which reduces generalisation performance and robustness, while
train accuracy is unharmed. The computation of R* is not qualitatively affected
by the ambient dimension of the dataset and is both computationally efficient and
deterministic. Finally, we show that state-of-the-art robust models indeed learn ge-
ometrically more complex decision boundaries compared to their standard trained

counterparts.

4.4 Summary and Discussion

To investigate the hypothesis that robust neural networks learn geometrically more
complex decision boundaries than their non-robust counterparts, we introduced a
novel algorithm to compute a bound R* on the minimum perturbation magnitude
over which provably a geometrically more complex decision boundary is required.
This bound is computed for a single dataset, so is model-agnostic, and thus its

derivation circumvents all of the problems that are usually encountered when non-
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linear decision boundaries are studied. Due to its use of well-studied concepts in the
literature, its computation is efficient and deterministic.

Empirically we show for real-world image benchmarks that R* also bounds the
perturbation magnitude over which label noise is introduced. We train neural net-
works on dataset containing samples that were perturbed by magnitudes greater
than R* and find decreased generalisation performance and decreased robustness
to large norm-perturbations. However, the introduction of these samples does not
result in decreased train accuracy or decreased robustness to small-norm perturba-
tions. Hence, on first sight training with large perturbation magnitudes does not
appear to have any shortcomings. It is only on second sight when the performance
reduction of such training is visible. As the commonly used minimal nearest neigh-
bour distance R [17] overestimates the robust radius, R* is a superior measure of it.
Finally, we also show that state-of-the-art robust models learn geometrically more

complex decision boundaries than their non-robust counterparts.
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Chapter 5

Intrinsic Dimension and Feature

Sharing of Robust Representations

5.1 Introduction

As discussed in Chapter 2 (page 9) deep neural networks used for object recognition
still display a substantial discrepancy between standard and robust accuracy (see
Figure 2.6, page 44). Since this discrepancy exists for small-norm synthetic as
well as small- and large-norm natural perturbations, it is a widespread problem in
real-life applications. To close this gap a wide variety of robust training methods
(Definition 11, page 11) have been proposed (see Chapter 2.4, page 35). Although
these methods all share the goal of achieving robustness, they differ significantly in
the objective function they choose to optimise. For example, adversarial training
(Definition 12, page 35) optimises a minimax-problem for robustness against worst
case samples, margin maximisation enlarges the distance to the decision boundary
around train samples (see Section 2.4.7, page 41) and data augmentation and dataset
enlargement methods introduce helpful priors via the addition of novel samples
(see Section 2.4.2; page 36). While recent work shows a slowly closing robustness
gap between humans and neural networks [80], the mechanisms of robust training
methods driving this progress are, however, still not fully understood. Since neural
networks are increasingly used in safety-critical applications, it is crucial to know
what mechanisms these methods rely on.

Thus far, robust training methods have largely been compared by their in- and
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out-of-distribution accuracy and sometimes with respect to their train and inference
time. In this work we study and compare the internal mechanisms that underlie
their robustness. We employ measurements of the intrinsic dimension (Definition 2,
page 11) and apply them to the hidden representations learned by these neural
networks. The intrinsic dimension of a distribution denotes the number of variables
required to describe its variations and can thus be seen as one possible measure of
its complexity (see Section 2.1.1, page 10).

In the robustness literature some works study the effect of regularising the rank
of weight- [243] or activation-matrices [160] on adversarial robustness. These regu-
larisation methods, respectively, can or will reduce the intrinsic dimension of hidden
representations, and often result in increased robustness to adversarial attacks. As
robustness refers to the application of perturbations that do not change the ground
truth label, methods that reduce the intrinsic dimension should naturally remove
perturbations that are not semantically meaningful. Thus, the success of dimen-
sionality reduction methods in removing adversarial perturbations is not surprising
(see Section 2.4.3 page 37). However, current state-of-the-art methods, like the ones
mentioned above, do not explicitly regularise the intrinsic dimension of hidden repre-
sentations to be small. Instead they opt for other tasks whose effect on the intrinsic
dimension is not obvious and has not yet been systematically studied. Thus, an
investigation of the intrinsic dimension of representations obtained by robust train-
ing methods is still pending and could offer insights into the mechanisms that drive
robustness.

Independently of the robustness literature, the intrinsic dimension of hidden rep-
resentations was studied for standard training [214] and dropout and weight-decay
regularised networks [217]. These works offer interesting insights into neural network
properties by connecting the generalisation ability to in-distribution samples and the
feature extraction process to the intrinsic dimension of their hidden representations
(see Section 2.5, page 46).

Ansuini et al. [214] study the intrinsic dimension of hidden layer representations
for standard trained networks without label noise. They find that earlier layers
inflate the intrinsic dimension and later layers decrease it. Further, they report

that the intrinsic dimension of the last hidden layer representation correlates neg-
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atively with the test accuracy. Following that work, Brown et al. [217] investigate
the intrinsic dimension of hidden representations for networks regularised by either
dropout or weight-decay and their connection to the generalisation performance.
They show that in these networks, increased generalisation performance co-occurs
with a decrease in last-layer intrinsic dimension and an increase in the maximum
intrinsic dimension across layers.

However, since the ability to generalise accurately and robustly are two separate
problems, i.e. robust training induces different features compared to standard train-
ing [82], the conclusions made in previous works may not be readily applicable to
robust training. Thus, studying the intrinsic dimension of robust representations is
complementary to previous works.

This chapter is structured as follows. In Section 5.2 (page 115) we study the ef-
fect on the intrinsic dimension of several simple data augmentation techniques that
affect generalisation performance and robustness in different ways. We find that
for adversarial training, improvements in robustness to adversarial and small-norm
natural perturbations co-occur with significant decreases in the peak intrinsic dimen-
sion across layer representations. Then, we show that this observation holds also for
a wide variety of other state-of-the-art robust training methods. These methods,
although not explicitly designed to do so, all reduce the peak intrinsic dimension
compared to a standard trained baseline. In Section 5.3 (page 126) we argue that
the observed reductions in the intrinsic dimension are due to robust training meth-
ods implicitly regularising the networks to learn shared features across semantically
similar classes and representing semantically dissimilar classes separately. In con-
trast, we show that standard training does not yield this specialisation of features
by class. Further, we show that these shared features cannot be obtained by sim-
ply disentangling semantically different classes which explains observations made by
previous authors that reducing proximity of representations of semantically similar

classes slightly improves robustness [220, 244].
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5.2 Robust Training and Intrinsic Dimension

In this section we investigate the intrinsic dimension of representations that have
been obtained by some form of robust training and compare them to those that have
been obtained by standard training.

First, we provide an introductory experiment in Section 5.2.2 (page 116) for the
relatively simple FASHION dataset and a weak form of adversarial training. Thus,
this experiment provides a baseline against which more complex datasets and other
state-of-the-art robust training methods can be compared. Then, in Section 5.2.3
(page 119) we expand the analysis to the CIFAR-10 dataset and use a representative

set of recently proposed robust training methods from the literature.

5.2.1 Experimental Setup

In this section we describe the metrics that we use throughout this chapter. We re-
use those that have been employed in the literature before to assure comparability

with our work.

Estimating the Intrinsic Dimension

As defined in Section 2.1.2 (page 16), a deep neural network f : R1*¢ — RY can be
written as the composition of L layers, i.e. f(z) = fr.(fr_1(f._(fi(x)))) where f;(x)
denotes the representation of z € R'*¢ retrieved after the i-th layer.

As in Chapter 3, we utilise Equation 3.14 (page 65) to compute the intrinsic

dimension Zj, of a batch of samples where £ is the number of neighbours. Brown et

al. [217] compute the peak intrinsic dimension (PID)

PIDz, == max;— 1 {Zi(fi(z)) iL;ll (5.1)

which describes the maximum intrinsic dimension over all layer representations and

the last-layer intrinsic dimension (LID)

LIDz, = Zy(fr-1()) (5.2)
which describes the intrinsic dimension of the last hidden (pre-logit) layer represen-
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Figure 5.1: Example images created by the routine of Hendrycks et al. [41] for
CIFAR-10. From left to right the images are: Original, Gaussian-noise, Shot-noise,
Impulse-noise, Speckle-noise, Zoom-blur, Defocus-blur, Gaussian-blur, Glass-blur,
Fog-blur, Brightness-blur and Contrast-blur.

tation and is also utilised by Ansuini et al. [214].

Measuring the Robustness

To determine the robustness of a given model against small-norm synthetic pertur-
bations, we utilise the fast gradient sign method (Definition 8, page 21) (FGSM) and
projected gradient descent (Definition 9, page 21) (PGD). The natural perturbations
are created with the routine of Hendrycks et al. [41] (see Figure 5.1, page 116 for
example images). The noise perturbations Gaussian, Shot, Impulse and Speckle, as
well as the Zoom, Defocus, Gaussian and Glass blur perturbations are small-norm
perturbations, whereas the other blur perturbations, Fog, Brightness and Contrast,
introduce large-norm changes to the original test samples (see Table 5.1, page 117).
As already noted in Section 2.2.3 (page 26), using a broad set of perturbation types
and magnitudes is necessary because there appears to be a tradeoff between robust-
ness to small- and large-norm perturbations. Later in this Chapter we report several

instances of this tradeof.

5.2.2 Experiments on FASHION

Experimental Setup

To set up some baseline behaviour for the relationship between robustness, PID

and LID we first consider a simple convolutional neural network trained on the
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Table 5.1: Mean distances in 2-norm between original 2 and perturbed zP*"* samples
created with the routine of Hendrycks et al. [41] for CIFAR-10. The Fog, Brightness
and Contrast perturbations are large-norm perturbations while all other noise and
blur perturbations induce small-norm changes. Values are reported as mean =+
standard deviation over all available samples .

/L3 s — a2 ]
Gaussian-noise  4.31 £ 0.15
Shot-noise 4.70 £ 0.53
Impulse-noise 5.36 + 0.44
Speckle-noise 4.11 £ 0.79
Zoom-blur 361+121
Defocus-blur 1.13 £+ 0.32
Gaussian-blur  4.81 £ 1.29
Glass-blur 1.22 4+ 0.33
“Fog-blur | 11.60 + 3.72
Brightness-blur  9.07 + 1.03

Contrast-blur 7.83 + 2.30

FASHION dataset. We compare the representations of the following two different
training methods that differ in their objective function they are trained to optimise.
Standard training (ST) refers to the setup in which the usual cross-entropy loss

L is minimised over all available original sample-label pairs (z,y)!_,,
ST: ming L(x,y) (5.3)

Adversarial training (AT), which is a special kind of robust training, minimises

the following loss function,
AT: miny [max. L(z + €,y)] (5.4)

As in Section 2.4.1 (page 35) the variable 6 denotes the neural network’s param-
eters. Adversarial training solves the minimax problem described in Definition 12
(page 35). As this loss is known to be difficult to optimise, we reformulate it in
practice as follows.

L(z,y) = L(z,y) + o L(2*,y) (5.5)

where £ is the standard cross-entropy loss, @ € R a weighting parameter and x4

is an adversarial example created for the benign sample x. In this section we utilise

FGSM-¢ (Definition 8, page 21) with perturbations magnitude € to generate x".
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Table 5.2: Robustness, accuracy and intrinsic dimension for the neural networks
trained on FASHION. The values « and € in the first two rows denote the hyper-
parameters for the loss function in Equation 5.5 (page 117). There is no tradeoff
between accuracy and robustness and no tradeoff between small-norm synthetic and
large-norm natural perturbations. At the bottom of the table, one can observe that
PID (Equation 5.1, page 115) and LID (Equation 5.2, page 115) are both negatively
correlated with robustness.

€ 0] 4/255 \ 8/255 | 16/255 \
a 0 L0 20 30 L0 20 30 L0 20 30
Train 0985 0.967 0961 0958 0947 0938 0937 0925 0917 0.916

FGSM-4/255 0.526  0.878 0.889 0.894 0.924 0.936 0.938 0949 0.958 0.962
FGSM-8/255 0.335  0.750 0.771 0.782 0.850 0.871 0.874 0.903 0.918 0.925
FGSM-16/255  0.140  0.534 0.561 0.575 0.699 0.728 0.743 0.810 0.837  0.853

Gaussian-noise  0.959 0.988  0.990 0.989 0.991 0.993 0.993 0.993  0.992  0.992
Shot-noise ~ 0.961  0.990 0.991  0.990 0.992 0.994 0.994 0.994 0.993  0.993
Impulsenoise ~ 0.940  0.983  0.98 0.985 0.987 0.989 0.988 0.986 0.986  0.983
Speckle-noise  0.964  0.989  0.991 0991 0.993 0996 0.995 0995 0.995 0.995

"~ Zoom-blur 0.909  0.929  0.930 0930 0925 0922 0923 0921 0919 0910
Defocus-blur ~ 0.977  0.987  0.988 0.987 0.988 0.989 0.989 0.987 0.988 0.987
Gaussian-blur ~ 0.903  0.941  0.943  0.947 0949 0.952 0951 0.948 0.946 0.940
Glass-blur  0.978  0.987  0.987 0.986  0.987 0988 0.988 0986 0.987 0.986

””” Fog-blur ~ 0.357 0.366 0.376 0.370 0374 0341 0332 0360 0342  0.319
Brightness-blur ~ 0.592  0.833  0.839 0.819 0.852 0.787 0.823 0.895 0.869 0.828

Contrast-blur ~ 0.492  0.532  0.561 0.536 0.537 0.524 0.502 0.576 0.548  0.521

PID 15.328 11.118 11.024 11.038 11.602 11.382 11.756 12.179 12.689 12.383
LID 12909 9902 9.606 9.628 9.200 8960 8909 8.854 8.393 8.392

For o = 0 the loss function is the one for standard training and for o > 0 the loss
function corresponds to adversarial training. The introduction of the a parameter
balances the signal of the benign sample and the signal of the adversarial sample

and leads to a more stable optimisation behaviour.

Results

In Table 5.2 (page 118) we display PID (Equation 5.1, page 115), LID (Equation 5.2,
page 115) and all robustness metrics presented above for different values of o and €
(Equation 5.5, page 117).

We observe that robustness to all perturbation types either remains roughly the
same or significantly increases. Thus, for this simple setup no tradeoff between
small-norm synthetic and large-norm natural perturbations exists. Further, test
accuracy is only marginally decreased and hence no accuracy-robustness tradeoff
(see Section 2.2.3, page 26) exists either. Therefore, this simple setup removes
confounding factors that alter the results.

As mentioned above, Ansuini et al. [214] and Brown et al. [217] report that the
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LID is negatively correlated with the generalisation error. Given the commonly
observed accuracy-robustness tradeoff (see Section 2.2.3, page 26), any drop in LID
could therefore be due to the improved generalisation performance of the robustly
trained model. However, in the setup chosen here, we rule out this confounding
effect since test accuracy is not positively affected by adversarial training. Thus,
the observed drop in LID is solely due to the adversarial training loss and hence
LID is also negatively correlated with robustness. In addition to LID, PID is also
negatively correlated with robustness.

Further, Brown et al. [217] argue that LID is a proxy for the simplicity of the
learned hypothesis and PID for the plausibility. Although these results are valid
for standard and weight- and dropout regularised training, they do not hold when
comparing standard and adversarial training. According to the argumentation of
Brown et al. [217] our results suggest that adversarial training yields simpler but less
plausible representations, despite being more robust, better generalising and more
interpretable (see Section 2.4.10, page 43).

In summary, we can state that interpretation and behaviour of LID and PID
differ significantly for standard, regularised and robust training. Our results show

that LID and PID are both negatively correlated with robustness.

5.2.3 Experiments on CIFAR-10

In this section we repeat the previous analysis for the CIFAR-10 dataset, which
is a real-world image benchmark of much higher complexity than FASHION. We
follow the same procedure as before, however, we expand the analysis by utilising
several additional training methods that affect generalisation and robustness dif-
ferently. These methods allow us to study the relationship between generalisation

performance, robustness, PID and LID more thoroughly.

Custom Training Methods

We again utilise the standard and adversarial training methods defined in Equa-
tion 5.3 (page 117) and Equation 5.4 (page 117), respectively. For adversarial train-
ing we set @« = 1 and € = 4/255 in Equation 5.5 (page 117). In addition, we also use

the following novel training methods.
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Table 5.3: Robustness, accuracy and intrinsic dimension for the neural networks
trained on CIFAR-10. The first row denotes the networks’ training method. There
is a tradeoff between accuracy and robustness and also one between small-norm
synthetic and large-norm natural perturbations. At the bottom of the table, one
can observe that PID is negatively correlated with robustness whereas no differences
between LID exist for standard trained and adversarially trained models.

ST MRT AT GN-0.1 GN-1.0 RLT RLTapp
Train  0.993 £ 0.001 0.991 £ 0.002 0.997 £ 0 0.99 +0 0.782 £ 0.079 0.999 £ 0 0.526 + 0.001
Test  0.757 & 0.009 0.796 £ 0.003 0.688 + 0.004 0.738 & 0.005 0.65 & 0.003 0.1 & 0.001  0.488 + 0.006
© FGSM-4/255 0.191 + 0.013 0.209 & 0.008 0.519 £ 0.011 0.291 £0.01 0311 £0.013 00 0.03 £ 0.004
FGSM-8/255 0.083 £ 0.014 0.107 +0.01  0.253 & 0.011 0.127 £ 0.007 0.163 £ 0.0l 0+£0 0.031 & 0.011
FGSM-16/255  0.057 & 0.015  0.086 £ 0.011 0.092 = 0.008 0.054 & 0.004 0.072 & 0.004 0% 0 0.044 £ 0.007
- PGD-0.0-5 00010  0+0 0.189 £ 0.009 0.016 £ 0.003 0.041 £0.004 00 00

Gaussian-noise  0.639 + 0.032  0.576 £ 0.028 0.933 £ 0.003 0.897 + 0.004 0.916 & 0.008 0.352 £ 0.018 0.53 £ 0.014
Shot-noise 0.606 & 0.036 0.547 £ 0.029 0.923 £ 0.005 0.897 + 0.002 0.908 & 0.008 0.322 £ 0.019 0.497 + 0.015
Impulse-noise  0.673 & 0.013  0.655 & 0.014 0.9 & 0.007  0.913 + 0.002 0.907 & 0.011 0.299 £ 0.031 0.514 + 0.005
Speckle-noise  0.692 £ 0.029  0.638 £ 0.023 0.943 + 0.006 0.918 & 0.003  0.927 £ 0.005  0.385 £ 0.026 _0.56 + 0.007
~ Zoom-blur 0.793 +0.012 0.805 £ 0.017 0.872 £ 0.011 0.871 £ 0.001 0.882 + 0.002 0.324 + 0.014 0.622 £ 0.014
Defocus-blur - 0.9 £ 0.007  0.906 & 0.004 0.929 £ 0.005 0.932 + 0.002 0.955 & 0 0.664 & 0.014 0.787 & 0.003
Gaussian-blur  0.378 4 0.05  0.328 & 0.045 0.551 £ 0.011 0.437 £ 0.016 0.534 & 0.018 0.226 & 0.009 0.258 £ 0.004
Glass-blur  0.917 £ 0.005  0.922 £ 0.005 0.938 4+ 0.005 0.94 4 0.001  0.958 == 0.001  0.629 + 0.018 0.802 & 0.01
””” Fog-blur 043 +£0.044 0446 £0.024 0233+0 0407 £0.003 0.361 & 0.006 0.165 & 0.008 0.323 £ 0.025
Brightness-blur  0.909 £ 0.004 0.923 £ 0.003 0.842 + 0.009 0.897 & 0.002 0.82 & 0.005  0.335 £ 0.02  0.774 & 0.002

Contrast-blur  0.393 £ 0.018 0.389 £ 0.02  0.261 + 0.007 0.388 & 0.008 0.348 £ 0.005 0.212 £+ 0.017 0.309 + 0.019

LID 26.4 £0.9 26.1 £0.9 274 £ 1 27+ 1.8 272 £0.7 49+ 0.8 34.6 £0.8
PID 59 £25 56 £ 5 38.2 £ 3.8 51.5 £2.5 431 £2.1 542 £5.8 64.4 £2.2

Mirror-reflection training (MRT) reflects all original samples around the y-axis

mirr

and appends these mirrored images ™" along with their original label to the original
dataset,

MRT: ming [L(z,y) + L(z™",y)] (5.6)

As images in CIFAR-10 display natural objects, mirror-reflections do not change the
ground truth label and thus training with mirror-reflected images provides a strong
additional signal for training but no robustness improvements. Adversarial training
(Equation 5.4, page 117), on the other hand, improves robustness to small-norm
perturbations but hurts robustness due to the accuracy-robustness tradeoff (see
Section 2.2.3, page 26). Hence, mirror-reflection training and adversarial training
have complementary effects on generalisation performance and robustness compared
to standard training (Equation 5.3, page 117).

Further, we utilise Gaussian-noise training (GNT-p). As in mirror-reflection
training, we append novel samples with their original labels to the original dataset.
For Gaussian-noise training these novels samples are defined as z#8*"% = x+~, where
v~ MIN (= 0,0 =128/255)] is a sample from a Gaussian-distribution with mean
p = 0 and standard deviation o = 128/255 and M][-] is a binary mask constructed

120



Chapter 5: Intrinsic Dimension and Feature Sharing of Robust Representations

Table 5.4: Summary of Table 5.3 (page 120). Comparisons are made with respect to
the standard trained (ST) model. The |-symbol indicates that a relative decrease
occurred, T-symbol that a relative increase occurred and the symbol — that no
change occurred. The number of arrow-symbols indicates the strength of the change
with respect to the standard trained baseline (ST). For example, adversarial training
results in a large improvement in generalisation performance compared to ST, while
no changes in LID or PID are measurable. Further adversarial training greatly
improves robustness to small-norm perturbations while robustness to large-norm
perturbation is hurt.

AT MRT GNT-0.1 GNT-1.0
Generalisation W K b

small-norm synthetic pert. —
Robustness small-norm natural pert. —

large-norm natural pert. WL = + N
7777777777777 Lnop =
PID W = { H

from £ independent Bernoulli trials with parameter p,

GNT-p: ming [L(x,y) + L(x® y)] (5.7)

where £ is again the ambient dimension (Definition 3, page 11). Gaussian-noise
training also provides robustness benefits against small-norm perturbations com-
pared to standard training, but also reduces generalisation performance. For all
training methods we observe a tradeoff between small-norm and large-norm natural
perturbations.

Finally, we also provide two training methods that involve random labels to
compare the effects of memorization and learning on the intrinsic dimensionality.
Random label training (RLT) minimises the loss over the original samples but with

randomly assigned labels 7(y),

RLT: ming L(z, 7(y)) (5.8)

where 7(y) is a random permutation of label y;. In contrast, random label training,
appended (RLTapp) generates random labels 7(y) for every original sample but then

appends these random sample-label pairs to the original sample-label pairs,

RLTapp: ming [L(x,y) + L(z, 7(y))] (5.9)
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Table 5.5: Standard and robust accuracies for the models by Addepalli et al. [241]
and Andriushchenko et al. [142] which do not use any additional data. Here robust
training (RT) refers to the model retrieved from the literature, whereas all other
models have been trained by the author of this thesis according to the methods
introduced in Section 5.2.3 (page 119).

Addepalli et al. [241] (no add. data) | Andriushchenko et al. [142] (no add. data)
RT ST MRT GNT-0.1 GNT-1.0 RT ST MRT GNT-0.1 GNT-1.0
Train 0.889 0.988 0.996 0.997 0.994 0.836 0.981 0.989 0.983 0.976

FGSM2 0.744 0.049 0.068 0.033 0.068 0.670 0.148 0.161 0.209 0.138
FGSM3 0.538 0.033 0.052 0.017 0.023 0.421 0.099 0.128 0.155 0.075

Gaussian-noise  0.929 0.593 0.490 0.806 0.899 0.929 0.683 0.408 0.827 0.877
Shot-noise 0.915 0.573 0.465 0.789 0.899 0.913 0.648 0.396 0.805 0.879
Impulse-noise  0.905 0.699 0.675 0.962 0.913 0.893 0.721 0.601 0.941 0.896
Speckle-noise  0.936  0.667 0.591 0.833 0.916 0.939 0.746 0.550 0.850 0.900
© Zoom-blur 0944 0831 0858 0.860 0891 0944 0808 0857 0.88 0874
Defocus-blur  0.958 0.925 0.943 0.940 0.949 0.956 0.908 0.942 0.940 0.943
Gaussian-blur  0.683 0.311 0.262 0.349 0.541 0.643 0.335 0.324 0.427 0.504
Glass-blur  0.963 0.936 0.954 0.951 0.958 0.964 0.926 0.959 0.950 0.946
o Fog-blur 0.230 0.710 0.769 0.619 ~ 0.563 0252 0.643 0.617 0.629 0485
Brightness-blur  0.879 0.934 0.958 0.947 0.916 0.895 0.940 0.944 0.942 0.906

Contrast-blur  0.262 0.662 0.729 0.530 0.534 0.267 0.580 0.581 0.583 0.414

These methods are chosen because they provide different signals for the relation-
ship between samples and labels to the classifier and thus have different effects on
robustness and generalisation performance.

In Table 5.3 (page 120) we report the robustness metrics, PID and LID for
the CIFAR-10 dataset and in Table 5.4 (page 121) we summarise these results. In
contrast to the experiments with the FASHION dataset presented in Section 5.2.2
(page 116), we do not observe lower LID values for models with greater robustness.
On the contrary, more robust models tend to display slightly higher LID values than
non-robust models. This observation might be the result of their slightly reduced
generalisation performance. In the following paragraph we observe that an increase
in LID also occurs for state-of-the-art robust training methods that do not use
additional samples.

Nevertheless, for all training methods PID is strongly negatively correlated with
robustness, a result that is consistent with the FASHION experiment before. In the
following paragraph, we test whether this correlation also holds for recently proposed
state-of-the-art robust training methods and in Section 5.3 (page 126) we provide

one possible explanation for this phenomenon.

122



Chapter 5: Intrinsic Dimension and Feature Sharing of Robust Representations

Table 5.6: Standard and robust accuracies for the models by Gowal et al. [153]
and Rade et al. [87] which use additional data. Here robust training (RT) refers to
the model retrieved from the literature, whereas all other models have been trained
by the author of this thesis according to the methods introduced in Section 5.2.3
(page 119).

Gowal et al. [153] (add. data) ‘ Rade et al. [87] (add. data)
RT ST MRT GNT-0.1 GNT-1.0 RT ST MRT GNT-0.1 GNT-1.0
Train 0.982 0.992 0.994 0.995 0.992 0.947 0.996 0.995 0.994 0.992

FGSM2 0.759 0.001 0.007 0.004 0.009 0.743 0.001 0.012 0.008 0.012
FGSM3 0.540 0.002 0.007 0.001 0.002 0.503 0.001 0.009 0.004 0.001

Gaussian-noise  0.919 0.448 0.362 0.694 0.818 0.902 0.460 0.460 0.684 0.838
Shot-noise 0.897 0.424 0.338 0.684 0.814 0.864 0.449 0.430 0.664 0.839
Impulse-noise 0.884 0.615 0.587 0.956 0.860 0.848 0.609 0.609 0.953 0.862
Speckle-noise  0.929  0.557 0.481 0.759 0.847 0.906 0.559 0.559 0.738 0.875

© " Zoom-blur 0.957 0.757 0.830 0.845 ~ 0.852 0958 0.794 0844 0832 0863
Defocus-blur  0.968 0.892 0.931 0.929 0.932 0.965 0.918 0.939 0.928 0.939
Gaussian-blur  0.699 0.227 0.220 0.291 0.398 0.663 0.247 0.175 0.264 0.381
Glass-blur  0.974 0.919 0.944 0.944 0.944 0.972 0.938 0.949 0.942 0.949

o Fog-blur  0.301 0.621 0.655 0.585 0477 0262 0674 0708 0.630 0521
Brightness-blur  0.937 0.948 0.952 0.942 0.929 0.944 0.942 0.943 0.939 0.937

Contrast-blur  0.284 0.582 0.613 0.538 0.435 0.262 0.606 0.666 0.586 0.483

State-of-the-art Robust Training Methods

As discussed in Section 2.4 (page 35), a large number of robust training methods
have been proposed over recent years and adversarial training is one of them. Thus
far we have considered adversarial training with FGSM as the training method that
is explicitly designed to improve robustness to small-norm perturbations. In this
section we replace this form of adversarial training with a state-of-the-art robust
training method from the literature. We chose four of these methods that span
most of the important robust training approaches discussed earlier (see Section 2.4,
page 35).

Addepalli et al. [241] propose a novel variant of adversarial training to defend
against large-norm perturbation by regularising the gradient such that the loss on
benign and adversarial samples aligns. Thus, it is an example of a gradient reg-
ularisation method, that have been popular in the robust training literature (see
Section 2.4.6, page 39). Gowal et al. [153] utilise a generative model trained on the
original CIFAR-10 dataset and generate novel samples for the model to be trained
on. Thus, it is a dataset enlargement method, and the authors report improved
robustness over the baseline model. Rade et al. [87] introduce wrongly labelled
samples to mitigate the accuracy-robustness tradeoff.

The methods proposed by Addepalli et al. [241] and Andriushchenko et al. [142]
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Table 5.7: PID (Equation 5.1, page 115) and LID (Equation 5.2, page 115) for
state-of-the-art robustly trained models and their counterparts. PID is negatively
correlated with robustness while the behaviour of LID depends on whether additional
data is used during training. These findings are consistent across multiple values of
k (see Equation 3.14, page 65), so the reduced curvature of robust representations
is not the reason for the drop in PID. Intrinsic dimension values are written mean
=+ standard deviation.

PID,0 LID,0 PID; LID, PID, LID,
ST 870+ 114 135+ 02 1132+ 138 164+ 02 141.6 £ 142 202 & 1.1
RT (no add. data) 664 +1.8 133 +01 89.7+3 164+02 1165+41 19.7+0.7
Addepalli et al. [241] MRT 1003 £42 141£01 1286+73 17.7+£03 1594+ 131 21.4+06
GNT-1.0 5174+ 1.6 16.7+03 61.8+3 208 £ 0.1 746 +56 248 +0.1
GNT-0.1 68.6 £ 68 148+04 85.3+£95 183+£03 103.6+£69 225+06
77777777777777777777 ST 764+28 353+02 959+06 431 +£0.6 121.6+04 514+21
RT (no add. data) 42 +05  162+03 518 +1 195+£06 629+08 228415
Andriushchenko et al. [142] MRT 785+35 36+1.1 101.9+3.6 446+ 11 122451 51942
GNT-1.0 59.94+23 392411 77.8+39 489425 97775 583 +44
GNT-0.1 7114+12 369402 91.2+04 462404 1152+17 553406
T ST 638+12 128+0.1 847+61 157 +£05 1144 +138 19+ 08
RT (add. data) 632413 228405 781+1.6 28+08 995+£27 324£08
Gowal et al. [153] MRT 631+ 15 132403 91.7+139 162+02 123.3+£268 19.4+02
GNT-1.0 594+ 13 165+03 753+£57 204+04 99.7+£126 248+06
GNT-0.1 60.5 £ 1 146+£04 787+£37 18+£04 1085+ 17.6 221 +1.2
77777777777777777777 ST 624+21 131+04 779+47 162+£05 1148+ 115 199+ 11
RT (add. data) 61.3+28 187405 78.7+09 228+07 974+3 2724+ 1
Rade et al. [87] MRT 682+ 18 13.9+01 87.8+10  174+06 11954203 21.240
GNT-1.0 604416 173402 735+21 21.3+£01 89.6+£22 27.3+09
GNT-0.1 67.8+24 1424+01 79.8+2 175+£01 955+£62  207+05

do not use any additional data beyond the original train set while the other two
methods do so. We retrieve these models from RobustBench [206] and refer to them
as robustly trained (RT) ones. In addition to these four state-of-the-art robustly
trained models, we re-train every one according to the training methods introduced
in Section 5.2.3 (page 119). Thus, for state-of-the-art robust model we obtain four
additional non-robust models with the same architecture.

In Table 5.5 (page 122) and Table 5.6 (page 123) we report the standard and
robust accuracies for all four original models. Again, we observe a tradeoff between
small-norm and large-norm perturbations. However, the tradeoff between accuracy
and robustness does only exist for models that do not use additional data. This
result can be explained by the greater sample complexity of robust training (see
Section 2.3, page 30 and Chapter 4, page 82).

In Table 5.7 (page 124) we display the PID and LID. When comparing state-of-
the-art robust training introduced by the particular authors to standard training,
we observe the same results as for adversarial training with FGSM for FASHION
and CIFAR-10. PID is strongly negatively correlated with robustness, a finding that
is, as before, also true for Gaussian-noise training. For LID, however, a distinction

between robust training methods that use or do not use additional data needs to
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be made. The robust training methods that do not use any additional data display
either no changes in LID or report lower values, whereas those that use additional
data report higher LID values. Those methods that use additional data also report
increased generalisation performance. Thus, the findings of Ansuini et al. [214] and
Brown et al. [217] do not hold for robustly trained models and LID is only negatively

correlated with generalisation performance with standard training.

The Effect of Curvature on the Intrinsic Dimension Estimate

The estimate of the intrinsic dimension measure in Equation 3.14 (page 65) is in-
fluenced by the manifold’s curvature. As it uses the k nearest neighbours of each
sample, manifold regions with high curvature reduce the nearest neighbour distances
and thus inflate the estimated intrinsic dimension. However, the manifold’s true in-
trinsic dimension is independent of the curvature.

In a recent work Toosi et al. [224] showed that adversarially trained networks
straighten the representations of natural videos. in other words, subsequent frames
lie on subspaces that are close to being linear and interpolations between adjacent
frames produce synthetic frames similar to the original ones. As the straightening
of a manifold around a sample increases the distances to its nearest neighbours and
thus reduces the estimated intrinsic dimension, the observed drop in PID for robust
representations might not be due to an actual drop of the true intrinsic dimension
but could simply be a measurement error due to a suboptimal estimation technique.

To rule out such a measurement error we re-compute the intrinsic dimension for
smaller values of k for which geodesic and Euclidean distances are closer. In Table 5.7
(page 124) we observe that quantitatively the estimation of the intrinsic dimension
changes, however, qualitatively the results remain the same across different values of
k. Although reduced curvature contributes to a lower estimated intrinsic dimension,
it is not the only explanation and a decrease in the true intrinsic dimension is

occurring as well.

5.2.4 Conclusions

We chose a representative subset of recently proposed state-of-the-art robust train-

ing methods and find that despite significantly different approaches all methods
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reduce the PID of hidden representation compared to standard trained benchmarks.
This drop in PID occurs regardless of whether there has been a relative increases or
decrease in generalisation performance. Thus, the observation by Brown et al. [217],
that PID needs to be sufficiently high for good generalisation performance does only
hold for regularised networks but not for robustly trained ones. This finding is fur-
ther supported by the observation that Gaussian-noise training improves robustness
and also reduces PID compared to the standard trained baseline. Thus, PID is neg-
atively correlated with robustness regardless of the actual robust training method
employed. Even drastically different approaches reduce the PID despite not being
trained to do so. Further, the negative correlation between LID and generalisation
performance also does not hold for robustly trained models. Generally, LID is nega-
tively correlated with robustness even if the test accuracy drops in comparison to the
standard trained model. Only when additional data is used and the generalisation
performance exceeds the standard trained one’s, LID increases. Again, this finding
is at odds with those reported earlier by Ansuini et al. [214] and Brown et al. [217]
for standard trained and regularised networks.

These results suggest that a lower PID is a fundamental property shared by
robust training methods and is implicitly induced by those. It also explains the
success of dimensionality reduction techniques in removing adversarial noise (see
Section 2.4.3, page 37) and the success of regularising the rank of weight-[243] or
activation-matrices [160].

In the following section we hypothesise that one mechanism that underlies this
drop in PID is that neural networks represent semantically similar classes with

similar features, i.e. features that are aligned in representation space.

5.3 Feature Sharing

The intrinsic dimension of a distribution refers to the number of variables required
to describe its variations, thus it is a measure of the distribution’s complexity. In
the previous section we observed for toy- and real-world datasets and a variety of
robust training methods, including training with Gaussian-noise data augmentation,

a negative correlation between PID and robustness. Hence, robust representations
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are characterised by fewer directions of variance and are thus less complex than
those obtained by standard training.

In this section we investigate how this reduced complexity manifests itself when
label-specific information is taken into account. We investigate the amount of infor-
mation that representations of semantically similar classes share by analysing the
alignment between label-specific representations.

In a related line of work other authors have investigated the similarity structure
of representations and find links to their robustness and generalisation performance.
Frosst et al. [220] regularise neural networks to spatially entangle representations
in the hidden layers regardless of their class. They report increased accuracy and
robustness possibly because models learn shared features across classes. However,
the authors do not draw any connections to the intrinsic dimension of these entangled
representations. It is clear that spatially entangling samples does not necessarily lead
to a reduction in intrinsic dimension. In another work, Bai et al. [244] report that
the linearised subnetworks of robust models are highly aligned along semantically
similar classes. In contrast, we consider raw representations retrieved directly from
the original networks, so with all non-learn components still in place.

In the following section we introduce the setup of the experiments including the
proposed alignment measure. Then, in Section 5.3.2 (page 128) we describe the

results.

5.3.1 Experimental Setup

The reduced intrinsic dimension observed for robustly trained models indicates that
the distribution of representations over all classes is arranged along fewer directions
of variance in representation space. Intuitively, this means that the model might
re-use certain features for the classification of different classes.

One possible way to determine the alignment between representations is to com-
pute the cosine similarity between their right-singular vectors. We write XY=¢ to
denote those samples of dataset X € R!*¢ that are of class c. The top singular vec-
tor, so the one with the largest associated singular value, of X¥=¢ describes the main
direction of variance along which the samples X¥=¢ are arranged. Using the notation

fi(z) to describe the hidden representation of the i-th layer of = (see Section 2.1.2,
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page 16), we denote the top-singular vector of f;(X¥=¢) as SVD'"P(f;(X¥=¢)) € R1*x¢,
Given two different classes ¢ and ¢, the alignment of their top singular vectors can

now be computed as,
S(f, X, ¢,c) = cosine (svr)mp( £,(X=¢)), SVD'¥( fi(Xy:C/))> cl-1,1] (5.10)

where cosine(+, ) is the cosine similarity. In practice, we always choose the repre-
sentations of the penultimate (pre-logit) layer as neural networks are known to build
discriminative representations primarily in this layer. If S is close to 1, the class
representations of ¢ and ¢ share a similar main direction in representation space
and thus use a similar set of features. As different neural networks might represent
similar features differently in representation space, comparisons between two differ-
ent models are not possible. However, given a certain model, alignment of different
classes can be computed and compared to the alignment of other models.

To analyse whether such an alignment occurs we utilise again the CIFAR-10
dataset, as its ten classes can be divided into the super-classes vehicles and animals.
For each of these super-classes we compute the pair-wise similarities S for all associ-
ated subclasses, ¢, ¢, written as {S(f, X, ¢, ) }e.esuper—ciass- LThe normalised cosine
similarity is obtained by dividing by the mean cosine similarity across all classes.

Formally, the normalised cosine similarity for the super-class vehicles is defined as

S (f X y hicl ) = yveiicle ZC,C/GZ/yehicle({S(<f7 X’ 67 CI>})
norm\J s <}y Yvehicle iZc,c’Gy({S('f’ X; c, Cl>}>

(5.11)

and analogously for the super-class animals, where Yyenicie (Yanimals) 1S the number
of sub-classes within the vehicles (animals) super-class and y the number of classes
in the entire dataset. Further, we define the cross-super-class cosine similarity for
all class-pairs where one is from the animals super-class and the other one from the

vehicles super-class.

5.3.2 Results and Conclusions

In Figure 5.2 (page 129) and Figure 5.3 (page 130) we display the normalised co-

sine similarities (Equation 5.11, page 128) for the models evaluated in the previous
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Figure 5.2: Normalised cosine similarities between the top singular vectors per class.
RT aligns semantically similar classes and dis-aligns semantically dissimilar classes
to a much greater extent than ST.

section.

When comparing the representations obtained by state-of-the-art robust train-
ing with those obtained by standard training, we see that representations within
the super-classes are much more aligned in the robust representation space. Fur-
ther, representations that belong to different super-classes are arranged dissimilarly.
Interestingly, standard training tends to result in representations that are similar
within one super-class but dissimilar in the other.

In the previous section we observed that training with Gaussian-noise results
in an increased robustness and a reduction in PID. However, the feature sharing
is not as pronounced as for the state-of-the-art robustly trained models which is
possibly due to the significant robustness gap between robust training and Gaussian-
noise data augmentation. Nevertheless, when comparing the differences between
Gaussian-noise training for p = 0.1 and p = 1.0, a stronger feature alignment occurs

for larger p.

5.3.3 Disentangling Super-classes

The above results show that robust training yields representations that are similar

within super-classes and dissimilar across super-classes. This observation can be re-
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Figure 5.3: Normalised cosine similarities between the top singular vectors per class.
RT aligns semantically similar classes and dis-aligns semantically dissimilar classes
to a much greater extent than ST.

sult of either entanglement of semantically similar features or disentanglement of se-
mantically dissimilar features. To investigate which one of these effects is the driving
force behind increased robustness, we regularise representations to be across-class
disentangled (ACD). We utilise the soft nearest-neighbour loss (SNNL) introduced
by Frosst et al [220],

1 il
Lonni(z,y; T) = 3 > 10g< e 2> (5.12)

where T € R, is the temperature. We minimise the following loss function during
training

Laco(z, fr-1(z),y;1) = L(z,y) + aLsnnn(fr-1(x),y; T) (5.13)

with a € R and where L is the standard cross entropy loss. We only apply the SNNL
to the pre-logit activations as those display the clearest separation by super-classes
for the robust models. We utilise the CNN from Section 5.2.3 (page 119) again and
train it with different values of o for the SNNL.

The results are presented in Table 5.8 (page 131) where one can observe that dis-

entangling super-classes marginally hurts robustness against all perturbation types
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Table 5.8: Accuracies of a six-layer CNN trained on CIFAR-10 with ACD-«
(Equation 5.13). Disentangling representations of semantically dissimilar classes
marginally impairs robustness.

ST ACD-0.5 ACD-1 ACD-2 ACD-5

TrainAcc 0.993 0.997 0.992  0.995  0.991
TestAcc 0.757 0.751 0.743  0.739  0.705

- FGSM-4/255 0.191 0.112  0.095 0.094  0.069
FGSM-8/255 0.083 0.068 0.055  0.057  0.043
FGSM-16/255 0.057 0.059 0.047  0.056  0.051
PGD-0.01-5 0.001 0.322 0.314  0.298  0.285

~ Gaussian-noise  0.639 0.634  0.554  0.622  0.616
Shot-noise  0.606 0.597 0.527  0.589  0.573
Impulse-noise 0.673 0.675 0.609 0.644 0.633
Speckle-noise  0.692 0.678 0.620  0.664  0.659

- Zoom-blur 0.793 0.779  0.775  0.771  0.734
Defocus-blur  0.900 0.891 0.885  0.882  0.858
Gaussian-blur  0.378 0.371 0.332  0.378  0.363
Glass-blur  0.917 0.910 0.901  0.902  0.886

R Fog-blur 0.430 0.441 0430 0442 0410
Brightness-blur  0.909 0.911 0.899 0.894 0.884

Contrast-blur  0.393 0.401 0.391 0.388  0.370

for different «. Thus, it appears it is not the separation of semantically dissimilar
classes that underlies robust representations but the entanglement of semantically

similar ones, which confirms the feature sharing hypothesis mentioned earlier.

5.4 Summary and Discussion

In this section we investigate the connection between the intrinsic dimension of hid-
den representations and the robustness of deep neural network classifiers. Whereas
previous works show that regularising the intrinsic dimension, and thus reducing
the intrinsic dimension, benefits robustness [160, 243], we establish the opposite
connection by demonstrating that state-of-the-art robust training methods make
the intrinsic dimension small, despite not being explicitly optimised to do so. This
negative correlation between PID and robustness stands in contrast to previous
works that consider weight-decay or dropout regularised networks, for which in-
creases in PID are associated with better generalisation performance [217]. For
robustly trained neural networks, the PID is generally smaller than for standard

trained ones, even if the generalisation performance is improved due to the use of
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additional data. Thus, the conclusions of previous works are not readily applicable
to robustly trained neural networks. This conclusion also extends to the connection
between LID and generalisation performance for robustly trained networks where
we do not observe the previously reported negative correlation [214].

Following these experiments, we conduct an analysis to establish a possible rea-
son for this observed drop in PID. We computed the cosine similarities between the
representation’s main direction of variance in representation space and find that ro-
bust networks tend to align semantically similar classes much closer than standard
trained ones. Intuitively, this signals some sort of sharing of features across several
semantically similar classes. We empirically show that it is not the separation of
semantically dissimilar classes that improves robustness but the sharing of features
across semantically similar ones. Although such a result has not yet been explicitly
reported in the literature, previous works discuss related findings. Frosst et al. [220]
show that entangling representation improves robustness. Further, Bai et al. [244]
consider linear subnetworks in which all non-linear activation have been removed
and demonstrate a similar clustering of semantically similar class representations.
In this chapter we show a related finding and draw a connection to the intrinsic

dimension of hidden representations.

Practical implications Robust training methods that optimise for different ob-
jective functions all display significant reductions in the intrinsic dimensionality of
their hidden representations. Thus this observation offers a useful path for future re-
search. As shown in Section 2.4 (page 35), a wide variety of robust training methods
have been proposed and the reduction in intrinsic dimension appears to be mech-
anisms shared by most of them. Therefore, finding ways to estimate the intrinsic
dimension and regularise it during training might be a path towards closing the

robustness gap.
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Conclusions

In this thesis we studied the robustness of artificial neural networks in supervised vi-
sual object recognition from a geometric perspective. As the fundamental operation
carried out by biological and artificial neural networks is the progressive untangling
of complex label-specific image distributions it offers an interesting perspective on
the robustness topic. In Chapter 2 (page 9) we first introduced the related litera-
ture dealing with neural networks’ lack of robustness in breadth. Following that, we
gave an exhaustive overview of the literature that studied the influence of geometric
properties of data distributions on neural networks. In the intersection between
these two bodies of literature we identified three main open questions and proposed
to answer to them.

In Chapter 3 (page 56) we showed that the entanglement of distributions is the
leading contributor to the sample complexity of deep neural networks and comple-
ment prior work by showing that the intrinsic dimension’s influence on the sample
complexity depends on the given level of entanglement. For low levels of entan-
glement artificial neural networks behave similar to support vector machines in the
sense that their sample complexity is also not affected by the intrinsic dimensional-
ity. For higher levels of entanglement though, the intrinsic dimensionality’s influence
on the sample complexity increases.

Then, in Chapter 4 (page 82) we studied the geometric complexity of decision
boundaries from a novel dataset-specific point of view and empirically confirmed the
previously made hypothesis that robust neural networks learn geometrically more

complex decision boundaries. In combination with our first result we were thus
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able to partially explain the increased sample complexity of robust training by the
increased entanglement of robust decision boundaries. We further introduced an
upper bound on the perturbation magnitude in image space over which provably
a geometrically more complex decision boundary is required. This bound improves
over previous bounds which rely on the minimum nearest neighbour distance and we
show that those significantly overestimate the actual robust radius of a commonly
used image datasets.

Finally in Chapter 5 (page 112) we investigated different state-of-the-art robust
training methods and the underlying mechanisms they use to learn robust repre-
sentations. We found that a key similarity between otherwise very different robust
training approaches is the lower intrinsic dimension of their hidden representations
compared to standard training. We demonstrated that one reason for the reduced

dimensionality is that semantically similar classes share features.

6.1 Limitations and Future Work

Convolutional neural networks are still the most commonly used architecture in
computer vision, however, recently Transformers have gained attention in this area
as well. As several studies have compared the robustness of convolutional neural
networks to Transformers (see Section 2.2.4, page 27), expanding our experiments in
Chapter 3 (page 56) and Chapter 5 (page 112) to these models is a straightforward
idea. Further, as the learning mechanisms of Transferors are largely unexplored, a
comparative study between those and CNNs is a possible direction for future work,
too.

In this thesis, we chose several commonly image benchmarks that have small
sample sizes. Expanding the analysis in all chapters to larger datasets, such as
CIFAR-100 and ImageNet is also a possible direction for future work. However, we
do not expect that such as expansion yields significantly different results, because
the chosen datasets can be viewed as lower bounding the complexity and if the
results hold true for the used datasets they should also hold true for even more
complex ones.

As shown by Pope et al. [213] and D’Amario et al. [213], differentiating between

134



Chapter 6: Conclusions

informative and uninformative extrinsic dimensions can yield fundamentally differ-
ent results when studying the sample complexity. A similar distinction can also be

made for the intrinsic dimensions.
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