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Abstract

Deep neural networks (DNN5s) achieve high accuracy yet can be unreliable under distribu-
tion shifts and perturbations. This thesis develops formal and geometric foundations for
deep learning (DL) under safety constraints: we state desired behaviour of DNNs as prop-
erties over regions of the DNN input space and verify them in computer vision, natural
language processing (NLP), and network intrusion detection systems (NIDS). We study
(i) local robustness, label invariance on €-balls (i.e., the set of inputs in the DNN’s input
space within distance € from a reference input), and (ii) global properties, classification
invariance on hyper-rectangles (i.e., axis-aligned boxes) that encode rules. Our central
thesis is that verifiability, the ability to formally define and check a property, hinges
on how the property is specified in terms of geometric subspaces: properties become
tractable when subspaces are precisely definable and checkable (e.g., €-balls or hyper-
rectangles), and elusive otherwise. Concretely, we: (i) relate common robustness notions
in computer vision (CR, SCR, SR, LR) and show that optimising losses that do not match
the verified property yields weaker certificates; (ii) in NLP, bound sets of semantically
equivalent rephrasings by hyper-rectangles in the embedding space to enable verification
despite the embedding gap; and (iii) in NIDS, formalise rule-based global properties and
use them for verification and property-driven training. Across domains, aligning training
objectives with the verified property improves certified behaviour and out-of-distribution
generalisation. This thesis offers a practical recipe: specify the behaviour precisely, build
subspaces amenable to formal verification, train for that property, and verify with precise

tools, showing that principled specifications provide a practical path to more reliable DL.
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Introduction
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Machine learning (ML) systems, and in particular deep neural networks (DNN5),
have achieved remarkable success in domains such as image recognition, natural lan-
guage processing, and cyber-security. As their adoption expands into safety-critical ap-
plications—autonomous driving, healthcare diagnostics, network intrusion detection—so
too does the need for guarantees about their behaviour. Small changes to input data,
whether visual noise, synonymous sentence rephrasings, or altered network traffic fea-
tures, can trigger large and unpredictable changes in model output. These failures high-
light a core vulnerability: neural networks, while accurate, are often unreliable under
distribution shifts or perturbations [1]. Since around 2014, both the ML and formal veri-
fication communities have studied this challenge extensively, developing complementary
approaches [2, 3, 4].

This thesis studies how to apply verification and ML methods in order to improve
the behaviour of DNNs under such perturbations. Our focus is on the integration of
ML methods and formal verification of DNN properties: mathematical guarantees that
a model behaves consistently within well-defined perturbation regions or subspaces of
the input space. These regions include, for instance, €-balls (which contain all points
within a distance € of an input) or hyper-rectangles (which constrain each input feature
independently). This involves identifying a target property, aligning the model’s train-

ing process with that property, and verifying its satisfaction using automated tools. We



Chapter 1. Introduction

develop a unified methodology for this process and apply it across three representative
domains: computer vision, natural language processing (NLP), and network intrusion
detection systems (NIDS). In this thesis, we study two kinds of properties: local prop-
erties, defined as small neighbourhoods around a given point (specifically e-balls B(%, €)
with a uniform distance € from %), and global properties, defined as axis-aligned hyper-
rectangles (by giving intervals independently for each dimension). We reserve the term
local robustness for robustness properties stated on €-balls around a reference input, and
use global properties for statements over arbitrary axis-aligned hyper-rectangles. Formal
definitions appear later in Chapters 3 and 4.

A key theme throughout this thesis is the study of methods that link symbolic logical
constraints on inputs (verification constraints) with the geometry of input spaces that can
be explored in both training and verification. Formally, a deep neural network can be seen
as a function N : R — R", which operates on continuous vector inputs. However, many
real-world domains provide inputs that are discrete or symbolic in nature, such as words
in natural language or protocol fields in network traffic. To apply neural networks in
these settings, one must use an embedding function that maps these symbolic inputs into
continuous vector spaces where DNNs operate. These embeddings may be hand-crafted
(e.g., one-hot encodings), normalised numeric features (e.g., pixels normalised between
0 and 1), or learned representations (e.g., transformer encoders). While these transfor-
mations enable learning, they also reshape the structure of the input space. In computer
vision, the mapping from raw images to embedding space (e.g., via normalisation) tends
to preserve semantic meaning. This is because continuous domains like image space or
sensor data already possess a natural geometric structure, which aligns well with the vec-
tor space operations of DNNs. As a result, small pixel-level perturbations often yield
perceptually similar inputs and correspond to nearby points in the embedding space. By

contrast, in NLP, this is not guaranteed. Two semantically similar sentences like:
“Are you arobot?” vs.  “Am I speaking to an Al assistant?”

may be mapped far apart in the embedding space. Meanwhile, semantically unrelated

sentences like:

“You’re not human, right?” vs.  “Do you know the movie ‘Are you a

robot?’?”

may appear deceptively close. This leads to what we call the embedding gap: a mis-

match between the geometry used by DNNs and the underlying semantics of the domain.

2
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In NLP, this issue is compounded by the fact that embeddings are not invertible: most
vectors in the continuous space do not correspond to valid sentences. This makes it dif-
ficult to reason directly about model behaviour in semantic terms. The gap complicates
robustness analysis, as distances in the embedding space do not reliably reflect semantic
similarity.

We argue that hyper-rectangles—defined geometrically, either directly via €-balls or
through sets of generated related sentences—offer a unified formalism for addressing
these challenges. If a property can be expressed as a hyper-rectangle, then it can be
trained for, attacked, and verified using standard tools. The chapters that follow explore
how far this idea generalises.

We begin by identifying two persistent obstacles in the literature: (i) low verifiability
of real-world models; and (ii) a mismatch between semantic intent and geometric repre-

sentation (the embedding gap). These are the core problems this thesis addresses.

1.1 Motivation and Scope

This thesis is motivated by two key limitations in the current state of DNN verifica-

tion:

1. Low verifiability. Despite progress in verification tools, many models remain dif-
ficult to verify in practice [5]. Here, by “verifiability” we mean the extent to which
meaningful properties of a model can be formally defined and checked using ex-
isting verification frameworks. Many real-world models lack verifiability in this
sense: either the intended property is hard to express in the tool’s input language
(for example, it would require many disjoint regions or relational constraints), or
the resulting queries are too large or imprecise to be proved within reasonable re-

sources, especially in high-dimensional or semantically complex domains.

2. The embedding gap. In domains where inputs are symbolic or structured (e.g.,
NLP), semantic meaning must be approximated through learned embeddings into
real vector spaces. These representations are often non-invertible and misaligned
with human judgments, making robustness properties difficult to define geometri-

cally [6].

Verification challenges manifest differently depending on the nature of the data, the
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properties of interest (e.g., local robustness vs. global properties), and the kinds of per-

turbations considered. The following examples illustrate this diversity:

Example 1 (Computer Vision) Suppose a neural network is trained to classify road
signs. A local robustness property can be stated as: for any stop-sign image X, the pre-
dicted class must be invariant throughout an €-ball of radius € in pixel space around X.
This property is definable (it can be written geometrically as bounds on inputs) and, in
principle, checkable with standard verifiers. In practice, verifiability is hard: the €-ball
lies in a very high-dimensional space, so verification queries become large. Moreover,
small mismatches between the training objective and the verification property can make
proofs fail. There is also a mild embedding gap even in vision. Reasoning takes place in
normalised pixel space rather than strictly on the manifold of valid images, large por-
tions of an €-ball can include off-manifold or perceptually altered images that no longer
look like a clean stop sign. The verifier must therefore certify a geometric region that is
broader than the set of semantically valid variants, complicating both specification (what

region do we actually intend?) and checkability (bigger regions are harder to prove).

Figure 1.1: Left: clean stop sign image [7]. Right: stop sign with simulated dirt or sticker noise.
A robust model should classify both as ‘stop’.

Example 2 (Natural Language Processing) Consider an Al chatbot that is legally re-
quired to disclose its non-human identity when prompted. A user may ask: “Are you
a robot?”, but they might also say “Am I chatting with a real person?” or “You’re not
human, right?”. The semantic content remains the same, but the sentence forms vary,

and the system must respond consistently to these semantically equivalent queries. To
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make this verifiable, we must define a property over a subspace that collects semantically
equivalent inputs. Operationally, we embed sentences and build a hyper-rectangle that
encloses an input sentence and its paraphrases, and the property states that the classi-
fier’s output is constant throughout that region. This exposes two verifiability hurdles: (i)
definability—because embeddings are non-invertible, many points in the hyper-rectangle
do not correspond to valid sentences, and naive geometric regions may fail to capture
the intended semantics; and (ii) checkability—high-dimensional regions can be difficult
for verifiers to prove. Both issues stem from the embedding gap between geometry and

linguistic meaning.

Example 3 (Network Intrusion Detection) In network security, DNNs may be deployed
to classify network traffic as benign or malicious. Certain rules—e.g., “no packet with
protocol X and port Y should be marked benign”—must hold universally. These are
global, rule-based properties defined over mixed discrete and continuous input fields and
can often be translated into one or more hyper-rectangles for training and verification.
Verifiability then hinges on checkability: unions over discrete cases may explode com-
binatorially, large rule regions produce loose bounds, and verifiers can struggle at this
scale. Moreover, engineered feature encodings (e.g., one-hot for categorical fields) can
distort semantic structure, aggravating the specification—geometry mismatch. Thus, while

the property is definable, proving it at realistic scales can still be difficult.

These three cases span different types of data (continuous, discrete, mixed), different
kinds of properties (local robustness vs. global properties), and different representational
challenges (embedding gap, semantic ambiguity, engineered feature spaces). They il-
lustrate the need for a unifying methodology that can adapt to different settings while

addressing the core problems of verifiability and representational mismatch.

1.2 Methodological Framework

This thesis develops a principled methodology for training and verifying DNNs with
respect to formally defined properties over geometrically specified input regions. These
properties may describe local robustness (e.g., classification consistency under small per-
turbations) or global properties (e.g., “no traffic with source port 22 should be classified

as benign”). The unifying feature is that all properties are defined over subspaces of
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the input domain — and specifically, over regions that can be described using hyper-
rectangles.

A hyper-rectangle in n dimensions is a product of closed intervals — one for each
input feature — and corresponds exactly to a set of independent linear constraints. These
are conjunctions of lower and upper bounds on each input variable, of the form o; < x; < f3;.

For example, a region can be defined by:

5 4§)C2§5, 3SX3§8, 1§)C4§7

forms a 4-dimensional hyper-rectangle. These shapes are expressive enough to encode
both small perturbation regions (e.g., €-balls) and large, rule-based domains (e.g., input
combinations that meet domain-specific conditions). Crucially, hyper-rectangles are also
tractable: they align with the input abstractions used by most formal verifiers, and can be
used to structure both training data and verification queries.

This framing motivates a unified training-verification pipeline, where the same sub-
spaces — described as hyper-rectangles — guide both the training process and the verifi-
cation task. Rather than treating training and verification as separate phases, we advocate
aligning them around a shared specification: a formally defined logical property tied to
specific input regions via hyper-rectangles.

The methodological pipeline, summarised in Figure 1.2, consists of the following

stages:

1. Property Definition: Specify the property of interest (e.g., classification robust-
ness, Lipschitz robustness, global rules) as a formal constraint over inputs and out-

puts.

2. Training Aligned to Property: Apply training methods (e.g., data augmentation,
(customised)-adversarial training, constraint-based loss) that are designed to opti-

mise for the chosen property.

3. Verification and Evaluation: Use a formal verifier to check whether the trained

model satisfies the property over specified regions of the input space.

4. Retraining (if needed): If verification fails, retrain the model using insights from

the failure (e.g., by adjusting the training set or loss function).
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Figure 1.2: Continuous Verification Cycle [8]: a closed loop linking training, verification, and retraining
based on a shared property.

This continuous verification loop applies across all domains studied in the thesis, but

must be adapted to domain-specific representations and property definitions:

* In computer vision, robustness is defined geometrically over €-balls around inputs
in pixel space. The embedding is trivial (e.g., input normalisation), and verification

methods are mature and efficient.

* In NLP, inputs are discrete and embedded into high-dimensional vector spaces. We
define classification invariance over hyper-rectangles in the embedding space (see
Definition 14, Chapter 4), constructed from semantically similar sentences. We

also adapt adversarial training to operate over these subspaces.

* In NIDS, inputs include both discrete and continuous features. Properties are de-
fined globally, through logical rules spanning multiple features. These global prop-
erties are expressed as hyper-rectangles in structured feature space, allowing for

both rule encoding and verifiability.

Throughout, we clarify the relationships between properties formally, as a training
objective, and as a verification goal — helping practitioners identify mismatches and

improve DNN guarantees.

1.3 Thesis Contributions

This thesis develops a unified methodology for training and verifying DNNs with
respect to formally defined properties over geometrically defined subspaces of the in-
put. These properties include both traditional robustness notions (e.g., consistency under
small perturbations) and global, rule-based specifications. Our approach is grounded in a
shared representation — the hyper-rectangle — which enables us to apply the same geo-

metric framework across domains, and tackle the key challenges of low verifiability and
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representational mismatch introduced in Section 1.1. We focus on the three representative

domains previously declared and contribute to each as follows:

Computer Vision (Chapter 3). We identify and compare four robustness properties
used in verification literature: classification robustness (CR), strong classification robust-
ness (SCR), standard robustness (SR), and Lipschitz robustness (LR). These definitions
are not equivalent: some are logically stronger (e.g., LR implies SR), while others (e.g.,
SR vs. SCR) are incomparable. We show how different robust training methods corre-
spond to these four properties, and that mismatches between the training objective and
the verification property often lead to reduced verifiability. We also introduce a shared
evaluation framework based on three metrics (constraint satisfaction, constraint security,
and constraint accuracy) and demonstrate that different properties lead to distinct robust-
ness guarantees under these metrics. Overall, this chapter clarifies conceptual confusion
in the literature and establishes a foundation for implementing principles of continuous

verification across different domains in subsequent chapters.

Natural Language Processing (Chapter 4). We address the unique challenges of veri-
fying robustness in NLP, where the discrete and semantic nature of the inputs exacerbates
the embedding gap and undermines verifiability. Our contribution is twofold: (1) we de-
fine a method for constructing semantic subspaces in the embedding space, where each
subspace is formed by embedding a sentence along with its semantically related vari-
ants, and enclosing them within a hyper-rectangle; (2) we design a robust training proce-
dure based on adversarial Projected Gradient Descent (PGD) [9], and adapt it to operate
over such hyper-rectangles in the embedding space. This allows the model to learn to
behave consistently across semantically equivalent inputs. Our verification pipeline op-
erates entirely over continuous embeddings but is guided by semantic information from
language. This targets the gap between geometric verification and linguistic meaning.
We also implement a tool, ANTONIO, which automates the generation of semantic per-
turbation sets and corresponding embedding subspaces, and uses them for training and
verification. Our experiments show that this semantically informed training substantially

improves verifiability.

Network Intrusion Detection (Chapter 5). We extend our verification pipeline to

NIDS, where inputs are structured vectors comprising both discrete and continuous fea-
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tures. In this domain, we specify global classification invariance as rule-based hyper-
rectangles over interpretable features (e.g., “traffic from port 22 should never be marked
benign”). These regions support both verification and property-driven training, where
the model is optimised to satisfy the logical constraint throughout each region. Our re-
sults show that, despite differences in data type and semantics, the same specification-
first training—verification methodology applies across domains (computer vision, NLP,
NIDS). Chapters 4 and 5 both use global classification invariance (NLP via paraphrase-
derived boxes; NIDS via domain rules), with minimal changes to the pipeline.

Together, these contributions advance DNN verification across multiple domains by

aligning training objectives with formal properties.

1.4 Limitations

While this thesis offers a general and cross-domain methodology, it does make certain
assumptions about the kinds of properties considered and the form of robustness targeted.
Although our method is extremely general, there is one more generalisation which could
be done, which was investigated with the author of Flinkow et al. [10], but due to the
collaborative nature of the work is not put as an independent chapter in this thesis. It
is important to note that this thesis focuses on class robustness, that is, the ability of a
model to maintain consistent predictions under constrained input perturbations. This is
only one facet of a broader robustness landscape. For example, recent work by Thomas
Flinkow [11] suggests that certain properties may require more elastic or nuanced inter-
pretations of model output, which go beyond simple class invariance. Such directions are
not addressed here, but they highlight the complexity and richness of the space in which

this work sits.

1.5 Contribution Declaration

The following papers form the basis for Chapters 3, 4, and 5. In all the papers below,
the PhD candidate was the first author. The significant contributions by other authors will

be explicitly listed below

* Marco Casadio, Ekaterina Komendantskaya, Matthew L. Daggitt, Wen Kokke, Guy
Katz, Guy Amir, Idan Refaeli: Neural Network Robustness as a Verification Prop-

erty: A Principled Case Study. CAV 2022: 219-231

9
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Guy Katz, Guy Amir and Idan Refaeli performed the verification. Matthew Daggitt

provided the relationships between robustness properties.

* Marco Casadio, Tanvi Dinkar, Ekaterina Komendantskaya, Luca Arnaboldi, Matthew
L. Daggitt, Omri Isac, Guy Katz, Verena Rieser, Oliver Lemon: NLP verification:
towards a general methodology for certifying robustness. EJAM 2025: 1-58
Tanvi Dinkar provided the ROUGE-N results and language analysis. Luca Arn-
aboldi provided the statistical analysis of IAA and ICC. Omri Isac provided the

Marabou results.

* Marco Casadio, Luca Arnaboldi, Matthew L. Daggitt, Omri Isac, Tanvi Dinkar,
Daniel Kienitz, Verena Rieser, Ekaterina Komendantskaya: ANTONIO: Towards a
Systematic Method of Generating NLP Benchmarks for Verification. FOMLAS @ CAV
2023: 59-70

Omri Isac provided the Marabou results. Daniel Kienitz provided the data rotation.

* Robert Flood, Marco Casadio, David Aspinall, Ekaterina Komendantskaya: For-
mally Verifying Robustness and Generalisation of Network Intrusion Detection
Models. SAC 2025: 1867-1876
Robert Flood provided datasets, feature engineering, pre-processing and adversar-

ial examples.

1.6 List of Additional Papers

The author also contributed to the following peer-reviewed publications not included

in this thesis:

» Matthew L. Daggitt, Wen Kokke, Ekaterina Komendantskaya, Robert Atkey, Luca
Arnaboldi, Natalia Slusarz, Marco Casadio, Ben Coke, Jeonghyeon Lee: The Ve-
hicle Tutorial: Neural Network Verification with Vehicle. FOMLAS @CAV 2023:
1-5

* Robert Flood, Marco Casadio, David Aspinall, Ekaterina Komendantskaya: Gener-
ating Traffic-Level Adversarial Examples from Feature-Level Specifications. ES-

ORICS Workshops 2024: 118-127

* Colin Kessler, Ekaterina Komendantskaya, Marco Casadio, Ignazio Maria Viola,
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Albaraa Ammar Othman, Alistair Malhotra, Robbie McPherson: Neural Network
Verification for Gliding Drone Control: A Case Study. SAIV 2025: Proceedings

* Thomas Flinkow, Marco Casadio, Colin Kessler, Rosemary Monahan, Ekaterina
Komendantskaya: A Generalised Framework for Property-Driven Machine Learn-

ing. arXiv:2505.00466
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In this chapter, we present the relevant background knowledge and review the litera-
ture related to the contributions of this thesis. We begin in Section 2.1 by outlining the
foundational concepts, starting with the definition of Deep Neural Networks (DNNs) and
progressing through key topics such as different forms of input data, adversarial attacks
on ML models, an analysis on geometric inputs representations, and different specifica-
tion languages for NN verification. Following this, Section 2.2 provides a comprehen-

sive literature review, beginning with an exploration of robust training and standard DNN

12
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verification techniques, followed by robustness and verification in Natural Language Pro-
cessing (NLP) and in Network Intrusion Detection System (NIDS) and concluding with

presenting a systematic approach of DNN robustness and verification pipelines.

2.1 Background

2.1.1 Deep Neural Networks and Data Representations

A deep neural network is a function N : R” — R" that maps an input space R" to
an output space R". We will use £ € R to denote an input vector and y € R" an output
vector. In this thesis, a DNN N is typically used to model classifiers that assign inputs to
one of n classes.

A DNN consists of a composition of layers, each parameterised by a weight matrix

and bias vector, and applying a non-linear transformation to its input

Definition 1 (Neural Network Layer) A DNN is a composition of layers Lio...oLyp,

where each layer L' is defined as:
W =o(Wn'~"+b

with h® = £ as the input to the network and h* as the final output. Here, W' is the weight
matrix, b' is the bias vector, and & is an activation function (typically ReLU [12] in this

thesis).

Each layer transforms its input using affine operations, building internal representa-
tions that support the optimisation task at hand. While it is common to interpret deeper
layers as learning higher-level abstractions, such interpretations are heuristic and often
domain-specific.

Training a DNN involves learning parameters 8 = {W' b’ sz1 that minimise a loss
function ., measuring the discrepancy between predictions N(X) and ground-truth la-
bels Y, where X C R™ is a set of inputs and Y C R” its corresponding set of outputs.

The choice of loss function depends on the task. For classification tasks, the cross-

entropy loss is standard:

n
L =— ZYiIOgN(X)i
i=1
where Y; is the true class label (typically one-hot encoded), and N(X); is the predicted

13
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probability for class i.
For a regression task, a common loss function is the mean squared error (MSE), de-
fined as:
Z = %izn‘i(Y,- —N(X),)?
which penalises large deviations between predictions and ground-truth values.
The network parameters are then adjusted using gradient-based methods, such as
Stochastic Gradient Descent (SGD) [13] or adaptive optimisers like Adam [14], using

updates of the form:

9(t+l) — 9(1‘) _nveg

where 1) is the learning rate, and V.2 denotes the gradient of the loss function .Z” with

0L 9% ]

respect to the network parameters 0, i.e., the vector of partial derivatives [8_91’ 960

indicating how changes in parameters affect the loss.

Domains and Representations. The input domain & varies across applications. In
many real-world settings, especially when inputs are symbolic or structured, a domain-
specific embedding function E : & — R™ is used to map inputs into the real vector space
that the DNN operates over. The following section outlines the datasets and representa-
tions used in three application domains: computer vision, natural language processing,

and network intrusion detection systems.

2.1.2 Examples of DNN Applications

Computer Vision. In computer vision, the input domain is a space of real-valued image

tensors. We use two image classification datasets:

* Fashion-MNIST [15]: 28 x 28 greyscale images from 10 fashion categories.

* GTSRB [7]: German traffic sign images, preprocessed to 48 x 48 greyscale with

10 selected classes.

In both cases, the embedding is lightweight: pixel values are flattened into vectors and

normalised. The classifier N operates directly on R” and maps to R”.

Natural Language Processing. In NLP, we consider the set of all strings S, where an
NLP dataset % C S is a set of sentences s1,...,5, written in natural language. The em-

bedding function E then maps a string in S to a vector in R". Ideally, E should reflect

14
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the semantic similarities between sentences in S, i.e. the more semantically similar two
sentences s; and s are, the closer the distance between E(s;) and E(s;) should be in R™.
Of course, defining semantic similarity in precise terms may not be tractable (the number
of unseen sentences may be infinite, the similarity may be subjective and/or depend on
the context). This is why, the state-of-the-art NLP relies on machine learning methods
to capture the notion of semantic similarity approximately. Currently, the most common
approach to obtain an embedding function E is by training transformers [16, 17]. Trans-
formers are a type of DNNs that can be trained to map sequential data into real vector
spaces and are capable of handling variable-length input sequences. They can also be
used for other tasks, such as classification or sentence generation, but in those cases, too,
training happens at the level of embedding spaces. In this work, a transformer is used as
a function E : S — R™ for some given m. The key feature of the transformer is the “self-
attention mechanism”, which allows the network to weigh the importance of different el-
ements in the input sequence when making predictions, rather than relying solely on the
order of elements in the sequence. This makes them good at learning to associate seman-
tically similar words or sentences. We initially use the transformer Sentence-BERT [17]
and later add Sentence-GPT [18] to embed sentences. Unfortunately, the relation between
the embedding space and the NLP dataset is not bijective: i.e. each sentence is mapped
into the embedding space, but not every point in the embedding space has a correspond-
ing sentence. This problem is well-known in NLP literature [6] and, as shown in this
thesis, is one of the reasons why verification of NLP is tricky. Given an NLP dataset %
that should be classified into n classes, the standard approach is to construct a function
N :R™ — R" that maps the embedded inputs to the classes. In order to do that, a domain
specific classifier N is trained on the embeddings E (%) and the final system will then be
the composition of the two subsystems, i.e. No E.

We use two safety-critical binary classification datasets:

* R-U-A-Robot [19]: 6,800 variations of identity-disclosure prompts (e.g. “Are you

human?”).
* Medical Safety [20]: 2,917 Reddit questions, classified as medical or non-medical.

Network Intrusion Detection. NIDS models operate on structured tabular data, drawn

from domains like packet-level features or connection logs. The datasets used are:
e CIC IDS 2017 [21] and CIC IDS 2018 [22]: Network flow data annotated as
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benign or malicious.

Each data point contains both continuous features (e.g. packet length) and categorical
features (e.g. protocol type). These are normalised or encoded (e.g. one-hot) into a
vector in R”, yielding an implicit embedding function E : ¥ — R™. Unlike NLP, these
encodings are designed for fidelity rather than semantic structure.

Across these domains, the embedding function £ mediates between symbolic or struc-
tured data and the continuous vector space R” used by DNNs. The form of E—whether
lightweight (computer vision), learned (NLP), or engineered (NIDS)—shapes how we
define and verify robustness in each setting. These distinctions—between continuous,
discrete, and structured data, and their associated embeddings—form the basis of the
three-axis framework introduced in Chapter 1, and guide the methodological pipeline

throughout the thesis.

2.1.3 Adversarial Examples

Adversarial examples are inputs to machine learning models that have been perturbed
in a way that is often imperceptible to humans but cause the model to make incorrect
predictions with high confidence. These perturbations are typically crafted by adding
small, carefully calculated noise to the original input data, exploiting the model’s learned
decision boundaries. The concept of adversarial examples was first introduced in the
context of image classification, where subtle modifications to an image can lead a DNN
to misclassify it entirely [2, 1].

Formally, given a classifier N : R” — R" and an input X € R with its true label

y € 1,...,n, an adversarial example x is a perturbed version of X such that:

argmax N(x); # argmax N(X);,
‘ i

1

where x is constrained to remain within a small perturbation region around %, typically
defined by a distance metric d(£,x), and argmax; N(x); returns the index of the output
class with the highest score, i.e., the predicted label of input x. A common choice is the
¢, norm:

d<xA7x) = |x_xA|p <eg,

where € > 0 controls the magnitude of the perturbation. Two widely used values of p are:

* p = oo, which defines an /..-bounded adversarial example, restricting each individ-
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ual feature perturbation to at most €, resulting in an &-cube around £.

» p =2, which defines an /,-bounded adversarial example, where the perturbation is
constrained to lie within an €-ball around £, allowing small modifications across all

features rather than restricting each component individually.

Small values of € ensure that x remains visually or structurally similar to X while still
causing misclassification.

The phenomenon of adversarial examples highlights a significant vulnerability in
DNNs: despite their remarkable ability to generalise across large datasets, they can be
easily fooled by small alterations that are virtually indistinguishable from the original
input. This vulnerability poses a substantial threat in various application areas, from
autonomous driving and facial recognition to NLP and security systems like NIDS [23,

24].

Generation of Adversarial Examples

Adversarial examples are typically generated using attack algorithms that aim to maxi-
mize the error of the model by introducing small perturbations into the input. Two of the
most well-known methods for generating adversarial examples are the Fast Gradient Sign

Method (FGSM) and Projected Gradient Descent (PGD).

* FGSM [1] is a simple and efficient method for crafting adversarial examples. It
works by calculating the gradient of the loss function with respect to the input and
then adding a small perturbation in the direction of the gradient. The amount of
perturbation is controlled by a parameter € € R, which determines the magnitude
of the noise added to the input. Formally, for an input X € R and a loss function

Z, the adversarial example x is computed as:

x=%+e-sign(ViZ(%,y))

where V; Z(%,y) is the gradient of the loss with respect to the input, and sign(-)
denotes the element-wise sign function, returning +1 for positive entries, —1 for

negative entries, and O for zeros.

* PGD [9] is an iterative extension of FGSM that performs multiple steps of gradient

descent to create more effective adversarial examples. In each iteration, a small
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perturbation is added to the input, and the resulting adversarial example is projected
back into a predefined subspace, usually ensuring that the perturbation remains
imperceptible. The traditional PGD algorithm is defined as follows: given a loss
function .Z, a step size ¥ € R, and an input X € R", the output of the PGD algorithm

x(1) after [ iterations is:

x(0) =%

xX(t+1) = projz | x(1) +7-sign(Vy) L (x(t),y))

where proj o~ represents the projection back into a predefined subspace ., which
is often an g-ball around the original input to limit the perturbation. This method
is highly effective for adversarial training, where models are trained to be robust to

these crafted perturbations.

In this work, we extend the traditional PGD algorithm to operate within custom-
defined hyper-rectangles H instead of the standard &-ball subspace, which will be
defined in the next section. The main modification lies in the definition of the step
size: instead of using a scalar y for a uniform step in all dimensions, we transform
Y into a vector in R™, allowing the step size to vary across different dimensions.
As a result, the perturbation step becomes an element-wise multiplication of the
step size vector with the gradient’s sign. This approach allows for more targeted
adversarial training by accommodating variable sensitivity across different features
of the input, which is especially useful in domains where certain dimensions of the

input space are more susceptible to attack.

2.1.4 Formal Definitions of Robustness and Training Techniques

We now present key robustness properties that have been explored in computer vi-
sion and other domains, along with associated training techniques. These definitions are

foundational to this thesis, and illustrate how design choices impact robustness outcomes.

Classification Robustness (CR). A common strategy to improve robustness is data
augmentation [25], where one enriches the training set with perturbed samples that pre-
serve the original label (e.g., by applying rotations or injecting noise into images). Given

a neural network N : R” — R” and a training pair (£,y), we say the network is classifica-
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tion robust if the predicted class remains unchanged under small perturbations:

Definition 2 (Classification Robustness)

CR(g,%) :==Vx:|x—%|, < €= argmaxN(x) =y

To train for CR, the following choices must be made:
cl. Perturbation radius €,
c2. Distance metric |- —-|,,

c3. Perturbation generation strategy (e.g., sampling, generative models, adversarial ex-

amples).

While intuitive, this formulation can be overly strict for samples near decision bound-
aries—where minor perturbations might justifiably change the class. For datasets that
contain a significant number of such inputs, enforcing CR may lead to a significant re-

duction in accuracy.

Standard Robustness (SR). To account for such “uncertain” samples, standard robust-
ness requires that the output does not vary by more than 8 under perturbations. This is

typically enforced through adversarial training [9]:

Definition 3 (Standard Robustness)

SR(£,8,8) :=Vx: [x—%| < £ = [N(x) —N&)| < &

The standard loss .Z’(£,y) is replaced with a worst-case objective:

max Z(x,y)

xi|x—X|<e
This is commonly approximated using FGSM or PGD attacks (see Section 2.1.3). Design

choices c1—¢3 still apply.

Lipschitz Robustness (LR). Another competing robustness definition is Lipschitz ro-
bustness, which is inspired by the well-established concept of Lipschitz continuity and

bounds output variation relative to the input variation by a constant L [26]:
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Definition 4 (Lipschitz Robustness)

LR(g,L,%) :=Vx: |[x—%| < £ = [N(x) = N(%)| < Llx— |

Training for LR can involve constrained optimisation via semi-definite programming [27],
or including a projection step that restricts the weight matrices to those with suitable Lip-

schitz constants [28].

Strong Classification Robustness (SCR). Finally, constraint-based training methods
have attempted to generalise robustness definitions via logical constraints [29, 30], en-
coded as differentiable loss functions -Z¢. However, the use of non-differentiable opera-
tors like argmax limits their applicability to CR. Instead, surrogate formulations such as

strong classification robustness are used:

Definition 5 (Strong Classification Robustness)

SCR(g,n,%) :=Vx:|x—%| <e=Ny(x) >n

Here, N, (x) is the score assigned to the true class, and 1 is a fixed threshold (e.g., 0.52
in [30]).
Each of these definitions can also be used as a loss function during training [30]. In

practice, constraint loss functions are integrated into training as:

g*(xA?y) = ag(xl\ay) +ﬁ$C(xAvy)

where £ encodes the logical constraint, and ¢, B control its weight relative to standard
loss. While this appears general, constraints involving the true label y rather than N(%)
risk entangling robustness and accuracy. Moreover, SCR avoids the use of argmax, which
limits its expressiveness for enforcing strict CR.

These definitions are not equivalent: some are strictly stronger, others incomparable.
Chapter 3 explores these relationships formally and experimentally. As will be shown,
training for one property does not guarantee another—highlighting the need to align ro-

bustness objectives with verification strategies.
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2.1.5 Geometric Analysis of Embedding Spaces

In recent years, the study of manifold subspaces has gained significant attention in the
context of machine learning verification [31], as the geometric properties of data regions
play a crucial role in analysing model robustness. Since we investigate applications from
computer vision, NLP and NIDS, each involving different types of data (as discussed in
Section 2.1.1), we define a subspace .#” C R™ in relation to the input space R" of a neural
network N : R”™ — R". In this section, we formally define the most common subspaces
used in verification: convex sets, convex hulls, zonotopes, and hyper-rectangles (also

known as multi-dimensional intervals), following the definitions in [31].

Definition 6 (Convex Set) A set Z C R™ is said to be convex if, for any two points
X1,X2 € Z, the line segment joining them is entirely contained within Z. Formally, this

means that for all x1,x; € Z and A € [0, 1], the points

Axy + (1 —A‘)Xz €.

In other words, a set is convex if, for any pair of points in the set, the entire segment
connecting them lies within the set.
The convex hull of a set is the smallest convex set that contains all the points of the

set. It can be seen as the “tightest” boundary enclosing the points.

Definition 7 (Convex Hull) The convex hull of a set Z C R™, denoted by conv(Z), is the

smallest convex set containing 7. Formally, it can be defined as:

P P
conv(Z) ::{Zlix,- xi€Z, A; >0, Z?Lizl,pGN}.
i=1 i=1

In other words, conv(Z) consists of all finite convex combinations of points in Z. The
construction of the convex hull has a complexity of O( p’”/ 2), where p is the number of
points and m is the number of dimensions.

A zonotope is a geometric shape formed by the Minkowski sum of line segments.
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Definition 8 (Zonotope) Given a center c € R™ and generators g1, ..., gp, a zonotope is

¥ =qc+

P
Aigi | Ai € [—1,1],Vi€ [1,...,])]
i—1

Zonotopes are computationally more efficient than convex hulls, with a construction
complexity of O(m- p), where m is the dimensionality and p is the number of generators.
Finally, an interval is a simple shape defined by lower and upper bounds for each
dimension, and it is equivalent to a multi-dimensional rectangle (or hyper-rectangle).
Intervals are easy to construct with a complexity of O(m), where m is the dimensionality,

and are often used in verification.

Definition 9 (Interval (aka Hyper-Rectangle)) Given a lower and upper bound x,x €

R™ such that xi < X(\Vi € 1,...,m, a multi-dimensional interval S CR"is

S = {xe R™ ‘g(i) <xg) <X, Vie [1,...,m]}.

Table 2.1 summarises the construction complexities of these different shapes. Ideally,
convex hulls would be the preferred choice due to their precise and detailed represen-
tations of subspaces. However, their computational complexity renders them infeasible
in high dimensions. Zonotopes provide a promising alternative, as they are more pre-
cise than hyper-rectangles while remaining computationally tractable. Despite their the-
oretical compatibility with complete verifiers, practical limitations arise because most
state-of-the-art verifiers do not support zonotopes. Hyper-rectangles, or intervals, are the
simplest to construct and are supported by all verifiers, making them the default choice

in many verification pipelines.

Shape | Construction Complexity (Big-O)
Convex Hull ‘ o(p™'?)

Zonotope | O(m-p)

Interval | O(m)

Table 2.1: Construction complexity for different geometric shapes, where m is the number of
dimensions and p is the number of points or generators.
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Visualising the Verifiability—Generalisability Trade-Off. In NLP verification, a cen-
tral challenge lies in balancing two conflicting objectives: verifiability, the ability to for-
mally prove robustness over a given subspace, and generalisability, the extent to which
that subspace contains meaningful, semantically coherent inputs (see Section 4.3.1). This
trade-off is particularly relevant when defining geometric subspaces in embedding space.

Figure 2.1 illustrates this issue in 2D embedding space. Small e-balls (a) are easier
to verify but often fail to capture unseen valid sentences. Convex hulls (b) more tightly
capture semantic variation but are computationally expensive in high dimensions. Hyper-
rectangles (c) and their rotated variants (d) offer a middle ground between tractability and
semantic coverage. The red points represent training-set sentences from a given class;
the turquoise ones are test-set sentences from the same class. A useful subspace should

contain both, while remaining verifiable.

(a) (b) (c) (d)

Figure 2.1: (a) A verifiable but poorly generalisable €-ball; (b) convex hull; (c) hyper-rectangle;
(d) rotated hyper-rectangle. Red = training embeddings; turquoise = test embeddings of the same
class.

2.1.6 Specification Languages for Neural Network Verification

A central component of neural network verification is the ability to formally express
the properties that models are expected to satisfy. In this section, we review two specifica-
tion formats: VNNLib, widely used in formal verification competitions and supported by

many tools, and Vehicle, a high-level language for compositional property definitions.

VNNLib. The VNNLIib format is the standard for representing specifications in neural
network verification competitions (VNN-COMP [32]) and is supported by most existing
verifiers including Marabou [33], ERAN [34], and a3-CROWN [35, 36]. It is a low-
level language based on SMT-LIB [37] syntax, designed to encode input bounds and
output constraints using basic arithmetic logic.

To illustrate its usage, we show in Figure 2.2 an encoding of Property 3 [38] from the
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ACASXu [39] benchmark suite. The specification asserts that when an intruder aircraft

is directly ahead and approaching, the “Clear-of-Conflict” (COC) manoeuvre must not be

o - Y I N I SR

advised.

; ACASXu Property 3: COC should not be chosen when

; intruder is directly ahead and moving toward ownship

(declare-const X_0 Real) ; distance
(declare-const X_1 Real) ; angle
(declare-const X_2 Real) ; intruder heading
(declare-const X_3 Real) ; ownship speed
(declare-const X_4 Real) ; intruder speed
(declare-const Y_O Real) ; Clear Of Conflict score
(declare-const Y_1 Real) ; Weak Left
(declare-const Y_2 Real) ; Weak Right
(declare-const Y_3 Real) ; Strong Left
(declare-const Y_4 Real) ; Strong Right

; input conditions

(assert (>= X_0 1500.0))

(assert (<= X_0 1800.0))

(assert (>= X_1 -0.06))

(assert (<= X_1 0.06))

(assert (>= X_2 3.10))

(assert (>= X_3 980.0))

(assert (>= X_4 960.0))

; COC not minimal

(assert (<= (- Y_0 Y_1) 0.0))

(assert (<= (- Y_0 Y_2) 0.0))

(assert (<= (- Y_0 Y_3) 0.0))

(assert (<= (- Y_0 Y_4) 0.0))

Figure 2.2: A VNNLib specification of ACASXu Property 3: COC must not be chosen when the intruder

is directly ahead and moving toward the ownship.

Vehicle. Vehicle [40, 41, 42] is a system for embedding logical specifications into neu-
ral networks. At its heart is the Vehicle specification language, a high-level, functional
language for writing mathematically-precise specifications for your networks, which can
be compiled down to low-level neural network verifiers such as Marabou.

Key components of Vehicle include:

* Gnetwork: Declares the neural network model under verification, including its

input/output types.

* @dataset: Enables referencing external datasets directly within the specification,

allowing scalable property definitions over real inputs without manual replication.

* @parameter: Declares symbolic constants whose values can be supplied at com-

pile time, supporting configurable and reusable specifications.

» Oproperty: Defines the logical property or constraint to be verified; each @property

represents a top-level assertion to be checked by the backend verifier.
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Figure 2.3 shows how Property 3 from ACASXu can be expressed in Vehicle. Com-
pared to the VNNLIib version, this specification introduces symbolic names and reusable
predicates, improving clarity and extensibility. It also allows users to declare normali-
sation functions directly within the specification, which in some cases helps address the
embedding gap by mapping inputs to a canonical scale before verification. Note how
lines 29-39 introduce a series of logical constraints on the input space — these corre-
spond to global properties in the sense of Chapter 5, where rule-based subspaces are
encoded similarly for verification and training alignment.

-- ACASXu Property 3: COC should not be chosen when
-- tntruder is directly ahead and moving toward ownship

-- Define a name for the type of inputs and outputs of the network
type InputVector = Vector Rat 5
type OutputVector = Vector Rat 5

-- Add meaningful names for the indices.
distanceToIntruder = 0O -- measured in metres
angleToIntruder 1 -- measured in radians
intruderHeading 2 -- measured in radians

speed =3 -- measured in metres/second
intruderSpeed =4 -- measured in meters/second

[NV SN e

clearOfConflict
weakLeft =
weakRight =
stronglLeft
strongRight

-- Define the network.
Onetwork
acasXu : InputVector -> OutputVector

-- Define a constraint that says the network chooses output “4i' when given the input "z
advises : Index 5 -> InputVector -> Bool
advises i x = forall j . i !'= j => acasXu x ! i < acasXu x ! j

-- Define the “directly ahead' and ‘moving towards' predicates
directlyAhead : InputVector -> Bool
directlyAhead x =

1500 <= x ! distanceTolIntruder <= 1800 and

-0.06 <= x ! angleToIntruder <= 0.06

movingTowards : InputVector -> Bool
movingTowards x =
x ! intruderHeading >= 3.10 and
x ! speed >= 980 and
x ! intruderSpeed >= 960

-- Assert that the score for COC will not be minimal

Cproperty

property3 : Bool

property3 = forall x . validInput x and directlyAhead x and movingTowards x =>
not (advises clearOfConflict x)

Figure 2.3: A Vehicle specification for ACASXu Property 3: under approach conditions, the network

must not advise COC as the minimal output.

Use of Specification Languages in this Thesis. As discussed in the previous section,

this work primarily relies on axis-aligned hyper-rectangles to define input subspaces.
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These geometric regions are straightforward to encode using formats like VNNLib, which
are supported by most mainstream verifiers. As a result, we do not require a high-level
specification language for the properties used in the computer vision and NLP domains.

However, there are cases where hyper-rectangles are inadequate or impractical:

* Some properties cannot be expressed as axis-aligned boxes at all. For example,
the safety properties used in the Alsomitra drone controller [43] involve constraints
where bounds on one feature depend on the values of others [10]. Such relational
constraints define geometric regions like half-spaces, which cannot be encoded as

hyper-rectangles that require fixed upper and lower bounds per dimension.

* Other properties could, in principle, be represented as unions of multiple hyper-
rectangles, but the size of the specification required would be prohibitively large.
This occurs in our NIDS case study (Chapter 5), where several specifications would
require an unmanageable number of disjoint subregions to cover the intended prop-

erty space.

To address these limitations, we use the Vehicle specification language in Chapter 5.
Vehicle allows us to symbolically express such complex properties without enumerating
explicit rectangular regions, enabling scalable and maintainable verification workflows.

While not all experiments in this thesis use Vehicle as the back-end (e.g., some rely
directly on lower-level verifiers such as Marabou [33], ERAN [34], and Alpha-beta-
CROWN [35]), we adopt Vehicle consistently for specification examples across the thesis.
Its expressive and verifier-agnostic syntax provides a unified way to present both robust-
ness and global properties across domains. In particular, in Chapters 3 and 4, we provide
illustrative Vehicle specifications (Figures 3.5 and 4.3) to show how analogous properties

could be encoded using a higher-level specification language.

2.1.7 Local vs Global Properties

A key distinction in this thesis is between local and global properties, which differ in

how they are defined over subspaces of the input domain [44, 45].

Local properties refer to guarantees around a specific input point. Formally, given a
neural network N : R” — R" and an input X € R™, a local property specifies the network’s

behaviour on a norm ball B(%,€) := {x € R™ : |[£ — x| < €} of uniform radius € around
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X (when the norm is /., the ball coincides with an axis-aligned &-cube; for other norms,
balls and boxes differ). This is the dominant setting in adversarial robustness [9, 46] and

has been widely studied in formal verification [45, 34].

Global properties refer to guarantees over axis-aligned hyper-rectangles defined by
per-dimension intervals (see Definition 9). Global properties are important in safety-
critical systems [47, 48, 49], and are often encoded using symbolic constraints or logic-
based specifications. An example comes from the ACAS Xu collision avoidance sys-
tem [39, 38], where global properties require that the network avoid selecting unsafe
actions in entire regions of the state space, such as when an intruder aircraft is directly
ahead and closing in. These types of constraints can span large portions of the input
domain.

We treat both cases under a region-centric formulation: local properties operate on
norm balls, while global properties operate on hyper-rectangles. These shapes are distinct
in general (except with /.. norm), but this viewpoint allows a single specification-first
training—verification methodology to be applied across both settings.

Chapter 3 studies local robustness notions in vision. Chapter 4 uses both local norm
balls (baselines) and global hyper-rectangles constructed from paraphrase sets in NLP.

Chapter 5 focuses on global, rule-based hyper-rectangles in NIDS.

2.2 Literature Review

In this section, we review the literature related to this thesis. We will first focus
on robust training and DNN verification, followed by NLP robustness and verification,
NIDS-related work, and ending with a systematic view of DNN robustness and verifica-

tion pipelines.

2.2.1 Robust Training

Verifying DNNs poses significant challenges if they are not appropriately trained. The
fundamental issue, as previously mentioned, lies in the failure of DNNs, including even
sophisticated models, to meet essential verification properties, such as robustness [50].
To enhance robustness, various training methodologies have been proposed. It is note-

worthy that, although robust training by projected gradient descent [1, 9, 51] predates
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verification, contemporary approaches are often related to, or derived from, the corre-
sponding verification methods by optimising verification-inspired regularisation terms or
injecting specific data augmentation during training. In practice, after robust training, the
model usually achieves higher certified robustness and is more likely to satisfy the desired
verification properties [50]. Thus, robust training is a strong complement to robustness
verification approaches.

Robust training techniques can be classified into several large groups:

* data augmentation [52],

adversarial training [1, 9] including property-driven training [30, 53],

IBP training [54, 55] and other forms of certified training [56], or
¢ a combination thereof [57, 50].

Data augmentation involves the creation of synthetic examples through the application
of diverse transformations or perturbations to the initial training data. These generated
instances are then incorporated into the original dataset to enhance the training process.
Adversarial training entails identifying worst-case examples at each epoch during the
training phase and calculating an additional loss on these instances. State of the art ad-
versarial training involves projected gradient descent algorithms such as FGSM [1] and
PGD [9]. Certified training methods focus on providing mathematical guarantees about
the model’s behaviour within certain bounds. Among them, we can name IBP train-
ing [54, 55] techniques, which impose intervals or bounds on the predictions or activa-
tions of the model, ensuring that the model’s output lies within a specific range with high
confidence.

Note that all techniques mentioned above can be categorised based on whether they
primarily augment the data (such as data augmentation) or augment the loss function (as
seen in adversarial, IBP and certified training). Augmenting the data tends to enhance
generalisation and is efficient, although it may not help against stronger adversarial at-
tacks. Conversely, methods that manipulate the loss functions directly are more resistant
to strong adversarial attacks but often come with higher computational costs. Ultimately,
the choice between altering data or loss functions depends on the specific requirements
of the application and the desired trade-offs between performance, computational com-

plexity, and robustness guarantees.
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2.2.2 DNN Verification

Formal verification is an active field across several domains including hardware [58,
59], software languages [60], network protocols [61] and many more [62]. However, it
was only recently that this became applicable to the field of machine learning [38]. An
input query to a verifier consists of a subspace within the input space and a target sub-
space of outputs, typically a target output class. The verifier then returns either true, false
or unknown. True indicates that there exists an input within the given input subspace
whose output falls within the given output subspace, often accompanied by an example
of such input. False indicates that no such input exists. Several verifiers are popular in
DNN verification and competitions [63, 64, 65, 66]. We can divide them into 2 main cat-
egories: complete verifiers which return true/false and incomplete verifiers which return
true/unknown. While complete verifiers are always deterministic, incomplete verifiers
may be probabilistic. Unlike deterministic verification, probabilistic verification is not
sound and a verifier may incorrectly output true with a very low probability (typically
0.01%).

Complete Verification based on Linear Programming & Satisfiability Modulo Theo-
ries (SMT) Solving. Generally, SMT solving is a group of methods for determining the
satisfiability of logical formulas with respect to underlying mathematical theories such
as real arithmetic, bit-vectors, or arrays [67]. These methods extend traditional satisfia-
bility (SAT) solving by incorporating domain-specific reasoning, making them particu-
larly useful for verifying complex systems. In the context of neural network verification,
SMT solvers encode network behaviours and safety properties as logical constraints, en-
abling rigorous checks for violations of specifications [68]. When the activation func-
tions are piecewise linear (e.g. ReLU), the DNN can be encoded by conjunctions and
disjunctions of linear inequalities and thus linear programming algorithms can be di-
rectly applied to solve the satisfiability problem. A state-of-the-art tool is Marabou [33],
which answers queries about neural networks and their properties in the form of con-
straint satisfaction problems. Marabou takes the network as input and first applies mul-
tiple pre-processing steps to infer bounds for each node in the network. It applies the
algorithm ReLUplex [38], a combination of Simplex [69] search over linear constraints,
modified to work for networks with piece-wise linear activation functions. With time,
Marabou grew into a complex prover with multiple heuristics supplementing the original

ReLUplex algorithm [33], for example it now includes mixed-integer linear programming
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(MILP) [70] and abstract interpretation based algorithms which we survey below. MILP-
based approaches [71, 72, 73] encode the verification problem as a mixed-integer linear
programming problem, in which the constraints are linear inequalities and the objective
is represented by a linear function. Thus, the DNN verification problem can be precisely
encoded as a MILP problem. For example, ERAN [74] combines abstract interpretation
with the MILP solver GUROBI [75]. By the time Branch and Bound (BaB) methodolo-
gies are introduced later, it becomes evident that the verification community has effec-
tively consolidated diverse approaches into a unified taxonomy. Modern verifiers, such
as a-CROWN [35, 36], take full advantage of this combination and effectively balance
efficiency with precision.

Incomplete Verification based on Abstract Interpretation takes inspiration from the
domain of abstract interpretation, and mainly uses linear relaxations on ReLU neurons,
resulting in an over-approximation of the initial constraint. Abstract interpretation was
first developed by Cousot and Cousot [76] in 1977. It formalises the idea of abstraction
of mathematical structures, in particular those involved in the specification of properties
and proof methods of computer systems [77] and it has since been used in many appli-
cations [3]. Specifically, for DNN verification, this technique can model the behaviour
of a network using an abstract domain that captures the possible range of values the net-
work can output for a given input. Abstract interpretation-based verifiers can define a
lower bound and an upper bound of the output of each ReL.U neuron as linear constraints,
which define a region called ReLLU polytope that gets propagated through the network.
To propagate the bounds, one can use interval bound propagation (IBP) [46, 54, 78, 79].
The strength of IBP-based methods lies in their efficiency; they are faster than alterna-
tive approaches and demonstrate superior scalability. However, their primary limitation
lies in the inherently loose bounds they produce [54]. This drawback becomes particu-
larly pronounced in the case of deeper neural networks, typically those with more than
10 layers [80], where they cannot certify non-trivial robustness properties. Other meth-
ods that are less efficient but produce tighter bounds are based on polyhedra abstraction,
such as CROWN [81] and DeepPoly [34], or based on multi-neuron relaxation, such as
PRIMA [82]. An abstract interpretation tool CORA [31], uses polyhedral abstractions
and reachability analysis for formal verification of neural networks. It integrates various
set representations, such as zonotopes, and algorithms to compute reachable sets for both

continuous and hybrid systems, providing tighter bounds in verification tasks. Another
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mature tool in this category is ERAN [74], which uses abstract domains (DeepPoly) with
custom multi-neuron relaxations (PRIMA) to support fully-connected, convolutional, and
residual networks with ReLU, Sigmoid, Tanh, and Maxpool activations. Note that, hav-
ing lost completeness, they can work with a more general class of neural networks (e.g.
neural networks with non linear layers).

Modern Neural Network Verifiers. Modern verifiers are complex tools that take ad-
vantage of a combination of complete and incomplete methods as well as additional
heuristics. The term Branch and Bound (BaB) [47, 83, 84, 85, 86, 36, 87] often refers
to the method that relies on the piecewise linear property of DNNs: since each ReLU
neuron outputs ReLU(x) = max{x,0} is piecewise linear, we can consider its two lin-
ear pieces x > 0, x < 0 separately. A BaB verification approach, as the name suggests,
consists of two parts: branching and bounding. It first derives a lower bound and an
upper bound, then, if the lower bound is positive it terminates with ‘verified’, else, if
the upper bound is non-positive it terminates with ‘not verified’ (bounding). Otherwise,
the approach recursively chooses a neuron to split into two branches (branching), result-
ing in two linear constraints. Then bounding is applied to both constraints and if both
are satisfied the verification terminates, otherwise the other neurons are split recursively.
When all neurons are split, the branch will contain only linear constraints, and thus the
approach applies linear programming to compute the constraint and verify the branch. It
is important to note that BaB approaches themselves are neither inherently complete nor
incomplete. BaB is an algorithm for splitting problems into sub-problems and requires a
solver to resolve the linear constraints. The completeness of the verification depends on
the combination of BaB and the solver used. Multi-Neuron Guided Branch-and-Bound
(MN-BaB) [85] is a state-of-the-art neural network verifier that builds on the tight multi-
neuron constraints proposed in PRIMA [88] and leverages these constraints within a BaB
framework to yield an efficient, GPU based dual solver. Another state-of-the-art tool
is a3-CROWN [35, 36], a neural network verifier based on an efficient linear bound
propagation framework and branch-and-bound. It can be accelerated efficiently on GPUs
and can scale to relatively large convolutional networks (e.g., 107 parameters). It also
supports a wide range of neural network architectures (e.g., CNN, ResNet, and various
activation functions).

Probabilistic incomplete verification approaches add random noise to models to smooth

them, and then derive certified robustness for these smoothed models. This field is com-
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monly referred to as Randomised Smoothing, given that these approaches provide prob-
abilistic guarantees of robustness, and all current probabilistic verification techniques are
tailored for smoothed models [89, 90, 91, 92, 93, 94]. Given that this work focuses on
deterministic approaches, here we only report the existence of this line of work without
going into details.

Note that these existing verification approaches primarily focus on computer vision
tasks, where images are seen as vectors in a continuous space and every point in the space
corresponds to a valid image, while sentences in NLP form a discrete domain, making it
challenging to apply traditional verification techniques effectively.

In this thesis we use both an abstract interpretation-based incomplete verifier (ERAN [74])
and an SMT-based complete verifier (Marabou [33]) in order to demonstrate the effect

that the choice of a verifier may bring, and demonstrate common trends.

2.2.3 Robustness and Verification in Computer Vision

Robustness is a longstanding and extensively studied property in computer vision,
particularly in the context of deep learning. Since the discovery of adversarial exam-
ples [2, 1], ensuring that image classifiers behave reliably under input perturbations has
become a central challenge in both training and verification.

Initial approaches focused on training methods to improve robustness against adver-
sarial attacks, such as adversarial training [9], defensive distillation [95], and regularisation-
based techniques [96]. These methods aimed to improve robustness against perturbations
bounded by some norm (e.g., ¢, £3), typically evaluated empirically via attack success
rates. However, as attacks improved [97, 98], it became clear that empirical robustness
was insufficient: formal guarantees were required.

In response, verification-based techniques emerged to provide formal guarantees. No-
table approaches include abstract interpretation [47], SMT/LP-based methods [38], and
bounding techniques such as interval bound propagation (IBP) [99]. These methods aim
to prove, for a given input and perturbation region, that the classifier’s output remains
stable. State-of-the-art verifiers such as Alpha-beta-CROWN [35], Marabou [33], and
others evaluated in recent robustness benchmarks [32] continue to push the frontier of
scalability and precision.

Despite this progress, robustness verification remains an open challenge. Three major

challenges persist:
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* Geometric: The input space of images is high-dimensional and continuous, but
the decision boundaries of neural networks can be highly non-linear and fractured.

Understanding how perturbations interact with these boundaries is non-trivial.

* Training/Optimisation: Training for provable robustness often reduces accuracy [100,

101]. Balancing accuracy and robustness remains a key trade-off.

* Logical: Different definitions of robustness (e.g., SR, LR, CR, SCR) lead to dif-
ferent formal properties, yet are often treated interchangeably. This can cause mis-

matches between training, testing, and verification goals.

This thesis addresses the third challenge. In Chapter 3, we present a formal and em-
pirical analysis of several commonly used robustness definitions in image classification.
Whereas previous work often focuses on a single property or treats them as equivalent,
we provide a systematic comparison of their logical relationships — such as implication,
containment, and incomparability — and demonstrate how mismatches between training
and verification properties can lead to misleading robustness claims.

Our contribution complements the existing verification literature by clarifying how
robustness should be defined and evaluated — particularly in simple domains like im-
age classification, where embedding complexity is minimal. This conceptual foundation
sets the stage for tackling more complex domains such as NLP and NIDS in subsequent

chapters.

2.2.4 NLP Robustness

There exists a substantial body of research dedicated to enhancing the adversarial
robustness of NLP systems [102, 103, 104, 105, 106, 107, 108]. These efforts aim to mit-
igate the vulnerability of NLP models to adversarial attacks and improve their resilience
in real-world scenarios [103, 104] and mostly employ data augmentation techniques [109,

110]. In NLP, we can distinguish perturbations based on three main criteria:
* where and how the perturbations occur,

» whether they are altered automatically using some defined rules (vs. generated by

humans or LLMs) and

* whether they are adversarial (as opposed to random).
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In particular, perturbations can occur at the character, word, or sentence level [111, 112,
113] and may involve deletion, insertion, swapping, flipping, substitution with synonyms,
concatenation with characters or words, or insertion of numeric or alphanumeric char-
acters [114, 115, 116]. For instance, in character level adversarial attacks, Belinkov
et al. [117] introduce natural and synthetic noise to input data, while Gao et al. [118]
and Li et al. [119] identify crucial words within a sentence and perturb them accord-
ingly. For word level attacks, they can be categorised into gradient-based [114, 120],
importance-based [121, 122], and replacement-based [123, 124, 125] strategies, based
on the perturbation method employed. Moreover, Moradi et al. [126] introduce rule-
based non-adversarial perturbations at both the character and word levels. Their method
simulates various types of noise typically caused by spelling mistakes, typos, and other
similar errors. In sentence level adversarial attacks, some perturbations [127, 128] are
created so that they do not impact the original label of the input and can be incorporated
as a concatenation in the original text. In such scenarios, the expected behaviour from the
model is to maintain the original output, and the attack can be deemed successful if the
label/output of the model is altered. Additionally, non-rule-based sentence perturbations
can be obtained through prompting LLMs [129, 130] to generate rephrasing of the inputs.
By augmenting the training data with these perturbed examples, models are exposed to
a more diverse range of linguistic variations and potential adversarial inputs. This helps
the models to generalise better and become more robust to different types of adversarial
attacks. To help with this task, the NLP community has gathered a dataset of adversar-
ial attacks named AdvGLUE [131], which aims to be a principled and comprehensive
benchmark for NLP robustness measurements.

In this work we employ a PGD-based adversarial training as the method to enhance
the robustness and verifiability of our models against gradient-based adversarial attacks.
For non-adversarial perturbations, we create rule-based perturbations at the character and
word level as in Moradi et al. [126] and non-rule-based perturbations at the sentence
level using PolyJuice [129] and Vicuna [130]. We thus cover most combinations of the
three choices above (bypassing only human-generated adversarial attacks as there is no

sufficient data to admit systematic evaluation).
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Method Datasets NLP perturbations Embeddings Architectures Robust training Verification Verification
(# of parameters) algorithm characteristics
Ours RUARobot, Medical General purpose: char, word and | Sentence: S-BERT, | FFNN (104) PGD-based loss function augmenta- | SMT, BaB, Complete,
sentence perturbations, €-ball S-GPT tion Abstract interpretation Deterministic
Jia et al. IMDB, SNLI ‘Word substitution Word: GloVe LSTM, CNN, BoW, IBP-based loss function augmentation Abstract Interpretation Incomplete,
(2019) [132] Attention-based, (10%) IBP Deterministic
Huang et al. AGNews, SST Char and word substitution Word: GloVe CNN (10°) IBP-based loss function augmentation Abstract Interpretation Incomplete,
(2019) [133] IBP Deterministic
Welbl et al. SNLI, MNLI Word deletion Word: GloVe Attention-based (10°) Data augmentation, random and beam | Abstract Interpretation Incomplete,
(2020) [134] search adversarial training, IBP-based IBP Deterministic
Zhang et al. IMDB, SST, SST2 Word perturbations Word: not specified | LSTM (10°) IBP-based loss function augmentation Abstract Interpretation Incomplete,
(2021) [135] IBP Deterministic
Wang et al. IMDB, YELP, SST2 Word substitution Word: GloVe CNN (10°) IBP-based: Embedding Interval Bound | Abstract Interpretation Incomplete,
(2023) [136] Constraint (EIBC) triplet loss IBP Deterministic
Ko et al. CogComp QC €-ball Word: not specified | RNN, LSTM (10°) - Abstract Interpretation Incomplete,
(2019) [137] IBP Deterministic
Shi et al. YELP, SST e-ball Word: not specified | Transformer (10°) - Abstract Interpretation Incomplete,
(2020) [138] IBP Deterministic
Du et al. Rotten Tomatoes Movie | é&-ball Word: GloVe RNN, LSTM (10%) Zonotope-based loss function aug- | Abstract Interpretation Incomplete,
(2021) [139] Review, Toxic Comment mentation Zonotopes Deterministic
Bonaertetal. | SST, YELP e-ball Word: not specified | Transformer (10°) - Abstract Interpretation Incomplete,
(2021) [140] Zonotopes Deterministic

Table 2.2: Summary of the main features of the existing NLP verification approaches. In bold are state-of-the-art methods.
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Method Datasets NLP perturbations Embeddings Architectures Robust training Verification Verification
(# of parameters) algorithm characteristics
Ye et al. IMDB, Amazon Word substitution Word: GloVe Transformer (10%) Data augmentation Randomised smoothing | Incomplete,
(2020) [141] (o0 =0.01,n = 5000) Probabilistic
Wang et al. IMDB, AGNews ‘Word substitution Word: GloVe LSTM (10°) Data augmentation Differential privacy Incomplete,
(2021) [142] Probabilistic
Zhao et al. AGNews, SST Word substitution Word: GloVe Transformer (10%) Data augmentation and IBP-based Randomised smoothing | Incomplete,
(2022) [143] (o0 =0.001,n=30050) | Probabilistic
Zeng et al. IMDB, YELP Char and word substitution Word: not specified | Transformer (10%) Data augmentation Randomised smoothing | Incomplete,
(2023) [144] (o0 =0.05,n = 5000) Probabilistic
Ye et al. IMDB, SST2, YELP, Word substitution Word: not specified | Transformer (10%) Data augmentation Randomised smoothing | Incomplete,
(2023) [145] | AGNews (o0 =0.001,n = 9000) Probabilistic
Zhang et al. IMDB, Amazon, Word perturbations Word: GloVe LSTM, Transformer (10%) | Data augmentation Randomised smoothing | Incomplete,

(2023) [146]

AGNews

(ot = 0.001,n = 20000)

Probabilistic

Zhang et al.
(2023) [147]

SST2, AGNews

Word perturbations

Word: not specified

Transformer (10°)

Randomised smoothing
(o0 =0.05,n = 5000)

Incomplete,
Probabilistic

Table 2.3: Summary of the main features of the existing randomised smoothing approaches.
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Chapter 2. Background & Literature Review

2.2.5 Previous NLP Verification Approaches

Although DNN verification studies have predominantly focused on computer vision,
there is a growing body of research exploring the verification of NLP. This research can be
categorised into three main approaches: using IBP, zonotopes, and randomised smooth-
ing. Tables 2.2 and 2.3 show a comparison of these approaches. To the best of our knowl-
edge, this work is the first to use an SMT-based verifier for this purpose, and compare it
with an abstract interpretation-based verifier on the same benchmarks.

NLP Verification via Interval Bound Propagation. The first technique successfully
adopted from the computer vision domain for verifying NLP models was the IBP. IBP
was used for both training and verification with the aim to minimise the upper bound
on the maximum difference between the classification boundary and the input perturba-
tion region. It was achieved by augmenting the loss function with a term that penalises
large perturbations. Specifically, IBP incorporates interval bounds during the forward
propagation phase, adding a regularisation term to the loss function that minimises the
distance between the perturbed and unperturbed outputs. This facilitated the minimi-
sation of the perturbation region in the last layer, ensuring it remained on one side of
the classification boundary. As a result, the adversarial region becomes tighter and can be
considered certifiably robust. Notably, Jia et al. [132] proposed certified robust models on
word substitutions in text classification. The authors employed IBP to optimise the upper
bound over perturbations, providing an upper bound over the discrete set of perturbations
in the word vector space. Similarly, POPQORNTJ[137] introduced robustness guarantees
for RNN-based networks by handling the non-linear activation functions of complicated
RNN structures (like LSTMs and GRUs) using linear bounds. Later, Shi et al.[ 138] devel-
oped a verification algorithm for transformers with self-attention layers. This algorithm
provides a lower bound to ensure the probability of the correct label remains consistently
higher than that of the incorrect labels. Furthermore, Huang et al. [133] introduced a
verification and verifiable training method with a tighter over-approximation in style of
the Simplex algorithm [38]. To make the network verifiable, they defined the convex
hull of all the original unperturbed inputs as a space of perturbations. By employing the
IBP algorithm, they generated robustness bounds for each neural network layer. Later on,
Welbl et al. [134] differentiated from the previous approaches by using IBP to address the
under-sensitivity issue. They designed and formally verified the ‘under-sensitivity spec-

ification’ that a model should not become more confident as arbitrary subsets of input
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words are deleted. Recently, Zhang et al. [135] introduced Abstract Recursive Certifica-
tion (ARC) to verify the robustness of LSTMs. ARC defines a set of programmatically
perturbed string transformations to construct a perturbation space. By memorising the
hidden states of strings in the perturbation space that share a common prefix, ARC can
efficiently calculate an upper bound while avoiding redundant hidden state computations.
Finally, Wang et al. [136] improved on the work of Jia et al. by introducing Embedding
Interval Bound Constraint (EIBC). EIBC is a new loss that constraints the word embed-
dings in order to tighten the IBP bounds.

The strength of IBP-based methods is their efficiency and speed, while their main
limitation is the bounds’ looseness, further accentuated if the neural network is deep.

NLP Verification via Propagating Zonotopes. Another popular verification technique
applied to various NLP models is based on propagating zonotopes, which produces tighter
bounds then IBP methods. One notable contribution in this area is Cert-RNN [139], a
robust certification framework for RNNs that overcomes the limitations of POPQORN.
The framework maintains inter-variable correlation and accelerates the non-linearities of
RNNs for practical uses. Cert-RNN utilised zonotopes [148] to encapsulate input per-
turbations and can verify the properties of the output zonotopes to determine certifiable
robustness. This results in improved precision and tighter bounds, leading to a significant
speedup compared to POPQORN. Analogously, Bonaert et al. [140] propose DeepT, a
certification method for large transformers. It is specifically designed to verify the ro-
bustness of transformers against synonym replacement-based attacks. DeepT employs
multi-norm zonotopes to achieve larger robustness radii in the certification and can work
with networks much larger than Shi et al.

Methods that propagate zonotopes produce much tighter bounds than IBP-based meth-
ods, which can be used with deeper networks. However, they use geometric methods and
do not take into account semantic considerations (e.g. do not use semantic perturbations).

NLP Verification via Randomised Smoothing. Randomised smoothing [48] is another
technique for verifying the robustness of deep language models that has recently grown
in popularity due to its scalability [141, 142, 143, 144, 145, 146, 147]. The idea is to
leverage randomness during inference to create a smoothed classifier that is more robust
to small perturbations in the input. This technique can also be used to give certified guar-
antees against adversarial perturbations within a certain radius. Generally, randomised

smoothing begins by training a regular neural network on a given dataset. During the
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inference phase, to classify a new sample, noise is randomly sampled from the prede-
termined distribution multiple times. These instances of noise are then injected into the
input, resulting in noisy samples. Subsequently, the base classifier generates predictions
for each of these noisy samples. The final prediction is determined by the class with
the highest frequency of predictions, thereby shaping the smoothed classifier. To certify
the robustness of the smoothed classifier against adversarial perturbations within a spe-
cific radius centered around the input, randomised smoothing calculates the likelihood of
agreement between the base classifier and the smoothed classifier when noise is intro-
duced to the input. If this likelihood exceeds a certain threshold, it indicates the certified
robustness of the smoothed classifier within the radius around the input.

The main advantage of randomised smoothing-based methods is their scalability, in-
deed recent approaches are tested on larger transformer such as BERT and Alpaca. How-
ever, their main issue is that they are probabilistic approaches, meaning they give certi-
fications up to a certain probability. In this work we focus on deterministic approaches,
hence we only report these works in Table 2.3 for completeness without delving deeper
into each paper here. All randomised smoothing-based approaches use data augmentation

obtained by semantic perturbations.

2.2.6 Datasets Used in NLP Verification

In this section, we first summarise the datasets that have been commonly used in the
NLP verification literature. We then highlight the gaps these datasets present with respect

to safety-critical applications, and describe the two NLP datasets used in this thesis.

Existing NLP Verification Datasets. Table 2.4 summarises the main features and tasks
of the datasets used in NLP verification. Despite their diverse origins and applications,
the datasets in the literature are usually binary or multi-class text classification prob-
lems. Furthermore, datasets can be sensitive to perturbations, i.e. perturbations can have
non-trivial impact on label consistency. For example, Jia et al. [132] use IBP with the
SNLI [149]" dataset (see Tables 2.2 and 2.4) to show that word perturbations (e.g. ‘good’
to ‘best’) can change whether one sentence entails another. Some works such as Jia et
al. [132] try to address this label consistency, while others do not.

Additionally, we find that the previous research on NLP verification does not utilise

I A semantic inference dataset that labels whether one sentence entails, contradicts or is neutral to an-
other sentence.
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safety critical datasets (which strongly motivates the choice of datasets in alternative
verification domains), with the exception of Du et al. [139] that use the Toxic Comment
dataset [150]. Other papers do not provide detailed motivation as to why the dataset
choices were made, however it could be due to the datasets being commonly used in NLP

benchmarks (IMDB etc.).

Dataset Safety Category Tasks Size Classes
Critical

IMDB [151] X Sentiment analysis Document-level and sentence-level classifica- | 25,000 2
tion

SST [152] X Sentiment analysis Sentiment classification, hierarchical sentiment | 70,042 5
classification, sentiment span detection

SST2[152] | x | Sentiment analysis | Sentiment classification | 70,042 | 2

YELP [153] ‘ X ‘ Sentiment analysis ‘ Sentiment classification ‘ 570,771 ‘ 2

Rotten Toma- | X Sentiment analysis Sentiment classification 48,869 3/4

toes  Movie

Review [154]

Amazon [155] X Sentiment analysis Sentiment classification, aspect-based senti- | 34,686,770 | 5
ment analysis

SNLI [149] ‘ X Semantic inference Natural language inference, semantic similarity | 570,152 3

MNLI [156] X Semantic inference Natural language inference, semantic similar- | 432,702 3
ity, generalisation

AGNews [157] | x | Text analysis | Text classification, sentiment classification | 127.600 | 4

CogComp X Text analysis Question classification, semantic understanding | 15,000 6/50

QC [158]

Toxic Com- v Text analysis Toxic comment classification, fine-grained tox- 18,560 6

ment [150] icity analysis, bias analysis

Table 2.4: Summary of the main features of the datasets used in NLP verification.

Datasets Used in This Thesis. In contrast to existing work, this thesis focuses on verifi-
cation for safety-critical NLP settings, where failure may have regulatory, legal, or ethical

consequences. We use two datasets that reflect real-world regulatory concerns:

* R-U-A-Robot [19] consists of 6,800 utterances prompting identity disclosure (e.g.,
“Are you a robot?”), divided in three classes: positive, negative and ambiguous
(where it is unclear whether the system is required to state its identity). We collapse
ambiguous examples into the positive class, following a precautionary principle: if

identity is unclear, disclosure is still expected.

* Medical Safety [20]: 2,917 Reddit questions annotated for medical relevance and
risk level. Risk ratings follow the World Economic Forum taxonomy, but we merge

all medical risk levels into a single class. Labels are provided by expert annotators.
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These datasets were chosen to reflect realistic safety concerns—chatbot disclosure man-
dates [159, 160, 161] and responsible handling of medical queries [162, 163]. The two
datasets differ in semantic structure: R-U-A-Robot includes lexically varied but semanti-
cally similar prompts, while Medical Safety includes semantically diverse queries. These
datasets are used and analysed in Chapter 4, where we study robustness verification in

NLP applications.

2.2.7 NIDS Robustness and Verification

Network intrusion detection systems (NIDS) are cybersecurity tools designed to mon-
itor and analyse network traffic to detect unauthorised access, misuse, or anomalies. Tra-
ditionally, NIDS have relied on signature-based detection, which matches traffic patterns
against known attack signatures. However, this approach struggles with detecting novel
or evolving threats. In response, researchers have increasingly turned to machine learn-
ing models, particularly DNNs, due to their ability to generalise from data and identify
previously unseen attack patterns [164, 165, 166].

Despite their promise, DNN-based NIDS face challenges regarding robustness, es-
pecially in adversarial settings where small, carefully crafted changes to network traffic
can fool the model. While significant research has focused on verifying the robustness
of DNN:ss, particularly in the computer vision domain [38, 97], these methods often do
not translate directly to NIDS, due to the structured and heterogeneous nature of network
data, which includes both continuous and discrete features.

In this section, we review the literature on the robustness and verification of machine
learning-based NIDS, and we discuss the limitations of widely used datasets and the

challenges they pose for model evaluation and generalisation.

Machine Learning-Based NIDS Architectures

Machine learning-based NIDS have gained prominence for their ability to outperform
traditional signature-based methods, offering advantages such as the ability to gener-
alise across different attack scenarios. Several architectures have been proposed, includ-
ing CNN-based models, autoencoders, and graph neural networks, which aim to detect
anomalies and malicious activities in network traffic. For example, Doriguzzi et al. [167],
Wang et al. [168] and Tan et al. [169] explore CNNs, while Mirsky et al. [170] adopt an

autoencoder-based approach. Additionally, recent work has extended the use of graph
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neural networks for NIDS [171, 172]. However, these complex models are often diffi-
cult to verify using traditional DNN verification methods. In this work we train fully-

connected networks, which achieve high accuracy and are verifiable.

Adversarial Attacks and Defenses for NIDS

Robustness to adversarial examples has emerged as a critical concern in the security of
machine learning systems, including NIDS. Zhang et al. [173] provide an extensive re-
view of adversarial attacks and defenses relevant to NIDS, highlighting techniques like
HopSkipJump attacks [174] and ensemble adversarial training [175]. The goal of adver-
sarial attacks in NIDS is to subtly manipulate network traffic in ways that cause misclas-
sification by the model. To counter these threats, adversarial training techniques, such
as PGD [9], have been employed to make models more resilient. In this work, we em-
ploy a customised PGD-based adversarial training approach that focuses on satisfying the

desired properties defined by our specifications in Chapter 5.

Dataset Limitations and Generalisation

One of the key challenges in NIDS research is the limited generalisation of models trained
and tested on the same public datasets. Often, the datasets used to evaluate NIDS models
contain flaws or are overly simplistic [21, 176, 177], leading to models that perform
well on the training data but fail to generalise to other similar datasets or different attack
scenarios [178, 179]. For instance, research has shown that models trained on benchmark
datasets like CIC IDS 2017 and 2018 [22], despite their similarities, often fail when tested
on alternative datasets or in cross-dataset evaluations [49, 178, 179]. This issue arises
partly because these datasets tend to have predictable patterns of benign traffic, making it
easier for models to achieve high performance without genuinely learning useful patterns.
Our work aims to address this by generating additional traffic that adheres to predefined
specifications and ensuring that models are robust to adversarial inputs within the defined

property space.

Probabilistic Verification and Limitations

To the best of our knowledge, no existing research has addressed formal verification
for DNN-based NIDS beyond probabilistic approaches. Wang et al. [180] introduced

BARS, a framework that provides probabilistic robustness guarantees for DNNs in secu-

42



Chapter 2. Background & Literature Review

rity contexts. BARS employs randomised smoothing, which adds noise to the input data
and derives robustness guarantees for the smoothed model. While this approach offers
computational efficiency and probabilistic robustness, it has significant limitations. It is
non-complete, meaning it only provides probabilistic rather than absolute guarantees, and
it fails to incorporate domain-specific constraints that may be crucial for security applica-
tions. This limitation is especially pertinent in NIDS, where the input space involves both
continuous traffic metrics and discrete features (e.g., protocol types, IP addresses). Our
approach, by contrast, defines robustness in a specification-driven manner and employs
complete verification, using the frameworks Vehicle [41] and Marabou [33], to ensure

that the model adheres to desired properties within a custom-defined subspace.

2.2.8 A Systematic View of Training-Verification Pipelines

Pre-processing:
embeddings

\—} Perturbations \—} IFICEET —4‘—} Verification metrics —»

Hyper-rectangles

—» Dataset > Classifier

Figure 2.4: Visualisation of the NLP verification pipeline followed in our approach.

To systematically compare the existing body of research, we distil an “NLP verifi-
cation pipeline” that is common across many related papers. This pipeline is outlined
diagrammatically in Figure 4.1, while Tables 2.2 and 2.3 provide a detailed breakdown,

with columns corresponding to each stage. It proceeds in stages:

1. Given an NLP dataset, generate semantic perturbations on sentences that it
contains. The semantic perturbations can be of different kinds: character, word or
sentence level. IBP and randomised smoothing use word and character perturba-
tions, abstract interpretation papers usually do not use any semantic perturbations.
Tables 2.2 and 2.3 give the exact mapping of perturbation methods to papers. Our
method allows to use all existing semantic perturbations, in particular, we imple-
ment character and word level perturbations as in Moradi et al. [ 126], sentence level

perturbations with PolyJuice [129] and Vicuna.

2. Embed the semantic perturbations into continuous spaces. The cited papers use
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the word embeddings GloVe [125], we use the sentence embeddings S-BERT and
S-GPT.

3. Working on the embedding space, use geometric or semantic perturbations to
define geometric or semantic subspaces around perturbed sentences. In IBP
papers, semantic subspaces are defined as “bounds” derived from admissible se-
mantic perturbations. In abstract interpretation papers, geometric subspaces are
given by &-cubes and &-balls around each embedded sentence. Our work gener-
alises the notion of €-cubes by defining “hyper-rectangles” on sets of semantic
perturbations. The hyper-rectangles generalise €-cubes both geometrically and se-
mantically, by allowing to analyse subspaces that are drawn around several (em-
bedded) semantic perturbations of the same sentence. We could adapt our meth-
ods to work with hyper-ellipses and thus directly generalise €-balls (the difference
boils down to using ¢ norm instead of /., when computing geometric proximity of
points), however hyper-rectangles are more efficient to compute, which determined

our choice of shapes in this thesis.

4. Use the geometric/semantic subspaces to train a classifier to be robust to change
of label within the given subspaces. We generally call such training either robust
training or semantically robust training, depending on whether the subspaces it
uses are geometric or semantic. A custom semantically robust training algorithm
is used in IBP papers, while abstract interpretation papers usually skip this step or
use (adversarial) robust training. See Tables 2.2 and 2.3 for further details. In this
work, we adapt the famous PGD algorithm [9] that was initially defined for geo-
metric subspaces (€-balls) to work with semantic subspaces (hyper-rectangles) to

obtain a novel semantic training algorithm.

5. Use the geometric/semantic subspaces to verify the classifier’s behaviour within
those subspaces. The papers [132, 133, 134, 135, 136] use IBP algorithms and the
papers [137, 138, 139, 140] use abstract interpretation; in both cases it is incom-
plete and deterministic verification. See ‘Verification algorithm’ and ‘Verification
characteristics’ columns of Tables 2.2 and 2.3. We use SMT-based tool Marabou
(complete and deterministic) and abstract-interpretation tool ERAN (incomplete

and deterministic).

Tables 2.2 and 2.3 summarise differences and similarities between existing NLP verifi-
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cation approaches and our own. To the best of our knowledge, this is the first work to
apply SMT-based complete verification methods in NLP settings. We demonstrate that
such methods, particularly those based on the ReLUplex algorithm used by Marabou,
offer higher verifiability than prior approaches based on abstract interpretation (e.g.,
ERAN, CORA) or interval bound propagation and branch-and-bound techniques (e.g.,
o 3-CROWN), due to their increased precision. While we focus this discussion on NLP,
due to its more established verification literature, we later revisit and adapt this pipeline

for the NIDS domain in Chapter 5.
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In this chapter, we analyse different notions of robustness in the context of computer
vision. Robustness is one of the earliest and most studied properties in neural network
verification, especially following the discovery of adversarial examples [2, 1]. Despite
over a decade of research, the problem remains unsolved: even simple models on simple
datasets can exhibit surprising fragility. Core obstacles include the geometric complexity
of input spaces, the non-differentiability of logical constraints, and trade-offs between
accuracy and robustness during training.

We choose computer vision as our domain of analysis because it removes many con-
founding factors: inputs are continuous and structured (e.g., pixel matrices), requiring no
learned embeddings. The property of robustness itself is also simple in computer vision:
it is typically defined using €-balls around given inputs, without semantic reasoning or
symbolic constraints. This makes computer vision an ideal setting to study how different
robustness objectives behave during training and verification.

We study four robustness definitions that appear in the verification and adversarial

learning literature (see Section 2.1.4):
¢ (Classification Robustness (CR)
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» Strong Classification Robustness (SCR)
e Standard Robustness (SR)

* Lipschitz Robustness (LR)

While all are known, their practical differences are often underappreciated. Some prop-
erties are strictly stronger than others (e.g., LR implies SR), while others are logically
incomparable (e.g., SR vs. SCR). This has important consequences: a system trained for
one may not satisfy another, even when the constraints seem intuitively aligned. A key
contribution of this chapter is to formally characterise these relationships and demonstrate
their impact experimentally.

To evaluate these robustness definitions, we introduce three metrics:

* Constraint Satisfaction (CSat)
* Constraint Accuracy (CAcc)

* Constraint Security (CSec)

Each captures a different notion of robustness quality. CSat checks whether the constraint
holds universally; CSec measures how easily the constraint can be violated via attack;
and CAcc estimates the empirical frequency of violation under random sampling. These
allow for consistent comparisons across different training objectives.

We use standard computer vision datasets (FASHION-MNIST [15] and GTSRB [7])
to empirically test how different training approaches affect robustness and verifiability.
We show that some robustness properties are better suited for verification than others,
and that aligning the training objective with the verification property is often necessary
to achieve meaningful guarantees.

This chapter clarifies the semantics of common robustness objectives and provides a
diagnostic framework for detecting mismatches between training and evaluation. In doing
s0, it sets the stage for later chapters: NLP (Chapter 4), where embeddings and semantic
perturbations complicate training and verification, and NIDS (Chapter 5), where inputs

are partially discrete and robustness involves global domain constraints.

3.1 Robustness Evaluation in Practice

Having formalised robustness properties and training techniques in Section 2.1.4, we

now turn to a key practical question: how can we evaluate whether a model is truly robust
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in practice?

Despite the appeal of formal verification methods, they are rarely tractable at scale.
Moreover, robustness failures can arise even when formal constraints appear satisfied —
due to mismatched assumptions between training, verification, and evaluation. This mo-
tivates a more nuanced evaluation framework—one that triangulates robustness through

verification, adversarial attack, and statistical sampling.

Three Modes of Evaluation
We identify three distinct ways to assess robustness:

1. Formal Verification: Does the robustness constraint hold universally within a per-

turbation region?

2. Attack Robustness: How easily can an adversary find a counterexample that vio-

lates the constraint?

3. Sampling Robustness: What is the empirical likelihood of violation under random

perturbation?

Each approach gives rise to a distinct metric, which we define next. Let £ € R” denote

an input point. We define the £-ball around £ as:
B(%£,e) ={xeR":|x—x| < ¢}

where |- — - | denotes a distance function (e.g., the f. norm). We also define [y(x) as the

standard indicator function, returning 1 if the constraint ¢ (x) holds and 0 otherwise.

Constraint Satisfaction (CSat): Formal Verification. Let P denote the target robust-
ness property (e.g., SR, SCR). The constraint satisfaction metric checks whether P holds

universally within the &-ball around each test point:

Definition 10 (Constraint Satisfaction)

1

CSat(7) = 7

Y Tiem(re)p
x€9

This corresponds to the strongest form of evaluation — exhaustive, but computation-

ally intractable for larger networks (< 108 parameters [5]). Note that this definition cor-
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responds to verifying local robustness, as it is a guarantee on an €-ball around a specific

input point (see Section 2.1.7).

Constraint Security (CSec): Attack Evaluation. When exact verification is infeasi-
ble, a practical alternative is to attempt to break the model using an adversarial attack A.

For each £, the attack searches for a point in B(%, €) that violates P:

Definition 11 (Constraint Security)

CSec(2 Z Ip(A
xE@

A higher score indicates the model resists attack attempts. In our experiments, A is
typically PGD, but any strong attack may be used. Note that CSec depends on both the
attack used and the underlying constraint being targeted — e.g., whether the goal is to

flip the class (SCR) or exceed a norm bound (SR or LR).

Constraint Accuracy (CAcc): Random Sampling. This metric estimates the proba-
bility of a random user coming across a counter-example to the constraint, usually re-
ferred as I - success rate in the robustness literature. Let S(%,q) be a set of ¢ elements

randomly uniformly sampled from B(%, €). Then constraint accuracy is defined as:

Definition 12 (Constraint Accuracy)

1

CAcc(2) = 7]

z( Y o )
€9 qxequ

While informative in low dimensions, this metric often overestimates robustness in
high-dimensional settings, where random samples are unlikely to hit decision boundaries.
For example, in our experiments we observe 100% and > 98% constraint accuracy for
SR and SCR, respectively. We will therefore not discuss these experiments in detail.

Why Metrics May Disagree These three metrics often diverge:

* A model may pass random sampling but fail under adversarial attack.
* It may resist known attacks but still violate constraints under formal verification.

* Models trained for one robustness property (e.g., SR) may be evaluated against

another (e.g., CR), leading to misleading conclusions.
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This motivates a key theme of Chapter 3: robustness is not monolithic. The effective-
ness of training and the validity of evaluation depend critically on how well the chosen

training, verification, and evaluation constraints align.

Choosing a Metric: What Do We Want to Know? Each evaluation mode answers a

different question:
* CSat: “Is the model provably robust?”
* CSec: “Can an attacker break it?”
* CAcc: “Is it robust in practice, on average?”

We advocate reporting all three metrics when feasible, and explicitly stating the under-
lying constraint P being evaluated. The choice of constraint (e.g., SR vs SCR) directly
influences how adversarial risk is measured and mitigated.

We will use this evaluation framework to experimentally study mismatches between

training and evaluation setups — a key cause of failure in practice.

3.2 Relative Comparison of Definitions of Robustness

We now compare the robustness properties introduced in Section 2.1.4 using the eval-
uation metrics from Section 3.1. Our goal is to understand how these properties relate
both theoretically and empirically, and how training for one objective affects a network’s
performance under others.

We train networks on the FASHION MNIST (or just FASHION) [15] and a modified
version of the GTSRB [7] datasets, using 28 x 28 and 48 x 48 greyscale images, respec-
tively. Each dataset has 10 classes. The model architecture is a two-layer fully con-
nected network with 100 ReLU units in the hidden layer and 10 linear outputs, clamped
to [—100, 100] for compatibility with verifiers such as Marabou [33], which do not sup-
port softmax.

We train four models per dataset: a baseline model (standard loss), and models trained
for SR, LR, and SCR. This yields eight networks in total. While we typically show results

from one dataset per figure, qualitative trends are consistent across both.
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3.2.1 Lipschitz vs Standard Robustness

Lipschitz robustness is strictly stronger than standard robustness: if a model satisfies
LR(e,L), it also satisfies SR(&,€L). The reverse does not hold: SR places no constraint
on the relation between input and output distances, so any fixed L can be violated with

sufficiently small |x — %|.

Empirical significance of the conclusions for constraint security. Figure 3.1 shows
that LR-trained networks achieve higher robustness than SR-trained ones, even under SR-
style attacks. This confirms the theoretical hierarchy and illustrates a practical insight:
stronger constraints produce more robust models, though they are harder to satisfy during
training.

Neural net trained with Constraint Loss (LR) (FASHION) Neural net trained with Constraint Loss (SR) (FASHION)

= SR Aftack == SCR Aftack == == | R Attack = SR Aftack == SCR Aftack == == |R Attack
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Figure 3.1: Constraint security of SR and LR-trained networks against PGD attacks using different
robustness definitions. € denotes attack strength.

Empirical significance of the conclusions for constraint satisfaction. Table 3.1 shows
that LR is very difficult to guarantee as a verification property, indeed none of our net-
works satisfied this constraint for any image in the data set. At the same time, networks
trained with LR satisfy the weaker property SR, for 100% and 97% of images — a huge
improvement on the negligible percentage of robust images for the baseline network.
Therefore, knowing a verification property or mode of attack, one can tailor the training

accordingly, and training with stronger constraint gives better results.

3.2.2 (Strong) Classification Robustness

Strong classification robustness is designed to over-approximate classification robust-
ness whilst providing a logical loss function with a meaningful gradient. We work under

the assumption that the last layer of the classification network is a softmax layer, and
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FASHION net trained with: GTSRB net trained with:
Baseline SCR SR LR | Baseline SCR SR LR
CR satisfaction ‘ 1.5 2.0 20 340 ‘ 0.5 1.0 3.0 45
SR satisfaction | 0.5 1.0 658 1000 | 00 0.0 240 970
LR satisfaction \ 0.0 0.0 0.0 0.0 \ 0.0 0.0 0.0 0.0

Table 3.1: Constraint satisfaction results for the CR, SR, and LR constraints. Calculated over the test set
and expressed as percentages.

therefore the output forms a probability distribution. When 1 > 0.5 then any network
that satisfies SCR(&,1) also satisfies CR(€g). For n < 0.5 this relationship breaks down
as the true class may be assigned a probability greater than 11 but may still not be the
class with the highest probability. We therefore recommended that one only uses value
of n > 0.5 when using strong classification robustness (for example 11 = 0.52 in [30]).
Empirical significance of the conclusions for constraint security. We train models
using SCR and compare their robustness to those trained via data augmentation (a proxy
for CR). Figure 3.2 shows that data augmentation performs poorly compared to adver-
sarial training or constraint-based losses, especially on smaller networks. Interestingly,
even baseline models outperform data-augmented ones. However, by replicating the re-
sults with a larger, 18-layer convolutional network [30], we confirm that larger networks
handle data augmentation better, and that data augmentation yields improved robustness

compared to the baseline.

Robustness against SR Attack (STSRB). The different lines Robustness against SCR Attack (FASHION). The different lines
show performance of different neural networks trained with: show performance of different neural networks trained with:
= Baseline == Data Augmentation (Randam Unifarm)
Data Augmentation (FGSM) = = Adversarial Training = Baseline == Data Augmentation (Random Unifarm)
e we Canstraint Loss (SR) Data Augmentation (FGSM) ss== === Canstraint Loss (SCR)
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Figure 3.2: Experiments that show how adversarial training, training with data augmentation, and
training with constraint loss affect standard and classification robustness of networks; € measures the
attack strength.

Empirical significance of the conclusions for constraint satisfaction. Although
Table 3.1 confirms that training with a stronger property (SCR) does improve the con-
straint satisfaction of a weaker property (CR), the effect is an order of magnitude smaller

than what we observed for LR and SR. Indeed, the table suggests that training with the
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LR constraint gives better results for CR constraint satisfaction. This does not contradict,

but does not follow from our theoretical analysis.

3.2.3 Standard vs Classification Robustness

Given that LR is stronger than SR and SCR is stronger than CR, the obvious question
is whether there is a relationship between these two groups. In short, the answer to
this question is no. In particular, although the two sets of definitions agree on whether
a network is robust around images with high-confidence, they disagree over whether a
network is robust around images with low confidence. We illustrate this with an example,
comparing SR against CR. We note that a similar analysis holds for any pairing from the

two groups.

(a) p(7)=s5% (b) p(7)=51%

Figure 3.3: Images from MNIST: (left) high confidence; (right) low confidence.

The key insight is that standard robustness bounds the drop in confidence that a neu-
ral network can exhibit after a perturbation, whereas classification robustness does not.
Fig. 3.3 shows two hypothetical images from the MNIST dataset. Our network predicts
that Fig. 3.3a has an 85% chance of being a 7. Now consider adding a small perturbation
to the image and consider two different scenarios. In the first scenario the output of the
network for class 7 decreases from 85% to 83% and therefore the classification stays the
same. In the second scenario the output of the network for class 7 decreases from 85%
to 45%, and results in the classification changing from 7 to 9. When considering the two
definitions, a small change in the output leads to no change in the classification and a
large change in the output leads to a change in classification and so standard robustness
and classification robustness both agree with each other.

However, now consider Fig. 3.3b with relatively high uncertainty. In this case the
network is (correctly) less sure about the image, only narrowly deciding that it’s a 7.

Again consider adding a small perturbation. In the first scenario the prediction of the
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network changes dramatically with the probability of it being a 7 increasing from 51%
to 91% but leaves the classification unchanged as 7. In the second scenario the output
of the network only changes very slightly, decreasing from 51% to 49% flipping the
classification from 7 to 9. Now, the definitions of SR and CR disagree. In the first
case, adding a small amount of noise has erroneously massively increased the network’s
confidence and therefore the SR definition correctly identifies that this is a problem. In
contrast CR has no problem with this massive increase in confidence as the chosen output
class remains unchanged. Thus, SR and CR agree on low-uncertainty examples, but CR
breaks down and gives what we argue are both false positives and false negatives when
considering examples with high-uncertainty.

Empirical significance of the conclusions for constraint security. Our empirical
study confirms these general conclusions. Fig. 3.1 shows that depending on the properties
of the dataset, SR may not guarantee SCR. The results in Fig. 3.4 tell us that using the
SCR constraint for training does not help to increase defences against SR attacks. A
similar picture, but in reverse, can be seen when we optimize for SR but attack with SCR.
Table 3.1 confirms these trends for constraint satisfaction. This illustrates the importance

of matching the training and evaluation constraint definitions.

Robustness against SR Attack (FASHION). The different lines Robustness against SR Attack (GTSRB). The different lines
show performance of different neural networks trained with: show performance of different neural networks trained with:
= Baseline === === Constraint Loss (SR) Canstraint Loss (SCR) = Baselinge === === Constraint Loss (SR) Constraint Loss (SCR)

== Constraint Loss (LR) == Constraint Loss (LR)
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Figure 3.4: Experiments that show how different choices of a constraint loss affect standard robustness
of neural networks.

3.2.4 Illustrative Specification in Vehicle

Although our computer vision experiments do not use Vehicle directly, many robust-
ness constraints can be concisely expressed using specification languages such as Vehicle.
For clarity and consistency, we use it throughout the thesis to illustrate how robustness or
constraint properties can be encoded. Figure 3.5 shows an example of how classification

robustness CR(¢€) could be specified over FASHION images. Note how lines 9—10 define
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a validImage check — in Chapter 5, we implement a similar method to enforce admis-
sible input constraints in the NIDS setting. Lines 12-13 define the advises predicate,
which specifies the most confident classification label; this predicate recurs across multi-
ple domains for encoding classification-based properties. See Section 2.1.6 for a broader
discussion of specification languages.

-- Illustrative Vehicle spec for computer vision

Onetwork
classifier : Tensor Rat [28, 28] -> Vector Rat 10

Oparameter
epsilon : Rat

validImage : Tensor Rat [28, 28] -> Bool
validImage x = forall i j . 0 <=x ! i ! j <=1

advises : Tensor Rat [28, 28] -> Index 10 -> Bool
advises x i = forall j . j != i => classifier x ! i > classifier x ! j

boundedByEpsilon : Image -> Bool
boundedByEpsilon x = forall i j . -epsilon <= x ! i ! j <= epsilon
robustAround : Image -> Label -> Bool
robustAround image label = forall pertubation .
let perturbedImage = image - pertubation in
boundedByEpsilon pertubation and validImage perturbedImage =>
advises perturbedImage label

@parameter (infer=True)
n : Nat

Odataset
trainingImages : Vector Image n

Cdataset
traininglLabels : Vector Label n

Cproperty
robust : Vector Bool n
robust = foreach i . robustAround (trainingImages ! i) (traininglabels ! i)

Figure 3.5: An illustrative Vehicle specification for CR(€). This was not used in practice but shows how
such a property could be encoded formally.

3.3 Other Properties of Robustness Definitions

We conclude this chapter by examining higher-level considerations that affect the
selection and application of robustness definitions in practice. These include assumptions
about the data distribution, the interpretability of different constraints, and their alignment
with common training methods. Table 3.2 summarises key distinctions between the four

definitions discussed.
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Definition Standard Lipschitz Classification Strong class.
robustness robustness robustness robustness

Problem domain General General

Interpretability Low High

Globally desirable v v X X

Has loss functions Y% v X Y

Adversarial training v X v X

Data augmentation X X v

Logical-constraint training [30] Vv v X

Table 3.2: A comparison of the different types of robustness studied in this work. Top half: general

properties. Bottom half: relation to existing machine-learning literature

Dataset Assumptions. Dataset assumptions concern the relationship between training
data and the true data manifold. These assumptions influence both the definition and
evaluation of robustness. For SR and LR it is, at minimum, desirable for the network
to be robust over the entire data manifold. Since the shape of the manifold is typically
unknown, it is approximated by taking the union of €-balls around training inputs. We
are not particularly interested about whether the network is robust in regions of the input
space that lie off the data manifold, but there is no problem if the network is robust in
these regions. Therefore these definitions make no assumptions about the distribution of
the training dataset.

In contrast, CR and SCR make stronger assumptions. They enforce that the classifi-
cation should not change under perturbation, which is only meaningful if the perturbation
region does not cross a decision boundary. Consequently when one is training for some
form of classification robustness, one is implicitly making the assumption that the train-
ing data points lie away from any decision boundaries within the manifold. In practice,
most datasets for classification problems assign a single label instead of an entire proba-
bility distribution to each input point, and so this assumption is usually valid. However,
for datasets that contain input points that may lie close to the decision boundaries, CR

and SCR may result in a logically inconsistent specification.

Interpretability of Robustness Constraints. One of the key selling points of train-
ing with logical constraints is that, by ensuring that the network obeys understandable
constraints, it improves the explainability of the neural network. Each of the robustness
constraints encode that “small changes to the input only result in small changes to the
output”, but the interpretability of each definition is also important.

All definitions use the parameter € to define the size of perturbation regions. This is
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generally intuitive, as it directly specifies the notion of a “small change” in input space.
CR is arguably the most interpretable property: it requires that the predicted class remains
unchanged under perturbation, with no additional parameters. This simplicity aligns well
with user expectations and is easy to communicate. In contrast, SR and SCR introduce
secondary parameters: 6 for SR (bounding output deviation) and 1 for SCR (a softmax
confidence threshold). These weaken interpretability somewhat, as their effect depends
on the output scale and may be non-obvious to users.

LR is the most technically demanding and least interpretable. Its parameter L sets
a bound on how fast the output can change relative to the input. This involves compar-
ing quantities in very different spaces—e.g., pixel distances and probability distributions.
The resulting ratio (e.g., “output changes no more than L times the input change”) often
lacks intuitive meaning. For example, allowing the KL divergence between outputs to
grow twice as fast as the £, norm of pixel perturbations is difficult to interpret semanti-
cally. This illustrates a general trade-off: stronger, more complex constraints tend to be

harder to interpret and apply in practice.

3.4 Conclusions

In this chapter, we demonstrated the importance of studying robustness properties of
neural networks independently of specific training methods. By treating these properties
as mathematical abstractions, we were able to reason about their logical relationships, em-
pirical implications, and practical usability. We showed that some robustness definitions
are logically ordered by strength (e.g., LR implies SR; SCR implies CR), while others are
incomparable (e.g., SR vs. CR). When such orderings exist, training for a stronger prop-
erty often improves verification outcomes for a weaker one. However, stronger properties
such as LR remain challenging to verify with current solvers like Marabou [33]. Impor-
tantly, logical strength does not guarantee other desirable traits such as interpretability.
For instance, CR is easier to understand than LR, despite being logically weaker.

These findings support several recommendations:

* Avoid CR and SCR where possible, due to their limited interpretability and prob-

lematic behaviour near decision boundaries.

* Prefer training for stronger properties (e.g., LR) when aiming to verify a weaker

one (e.g., SR).
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* Interpret SR and CR with caution in ambiguous regions of the input space, as their

behaviours may diverge.

We also introduced and analysed three evaluation metrics—constraint satisfaction,
constraint security, and constraint accuracy—each of which captures a different aspect
of robustness. Among these, constraint security (CSec) strikes a practical balance: it is
more informative than random sampling (CAcc), more scalable than formal verification
(CSat), and effective for guiding training and evaluation.

Overall, this chapter provides a methodology for analysing robustness definitions and
their trade-offs within a continuous verification pipeline. By decoupling the semantics
of robustness from specific implementations, we aim to bridge the gap between formal

verification and practical machine learning workflows.
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This chapter extends the robustness framework introduced in Chapter 3 to the do-
main of natural language processing. While robustness in computer vision can often be
characterised by geometric perturbations (e.g., £,-bounded changes in pixel space), NLP
presents a fundamentally different challenge: inputs are discrete, highly structured, and
sensitive to even small changes. For example, replacing a word or altering a character
can yield substantial shifts in meaning, making naive perturbation-based definitions of
robustness unsuitable.

At the same time, modern NLP systems frequently rely on deep neural networks
applied to continuous vector embeddings, enabling — at least in theory — the use of
formal verification techniques developed for continuous domains. This opens the door to
verifying robustness properties over embedding space.

In this chapter, we revisit the family of properties studied in Chapter 3 through the
more general lens of Classification Invariance (CI). We consider both local regions—/..
balls (“€-cubes”) around a reference sentence—and global hyper-rectangles built from
paraphrase sets in the embedding space. CI strictly generalises Classification Robust-
ness (CR): when the region is a norm ball, CI reduces to CR; otherwise it captures in-
variance over arbitrary (axis-aligned) regions. While Chapter 3 recommends stronger or
more interpretable notions when possible, the geometry of NLP inputs justifies CI: hyper-
rectangular subspaces allow each dimension to vary independently, making notions such
as SR and LR—which assume uniform input perturbations across all dimensions—harder
to interpret or enforce. CI, by contrast, remains meaningful: it requires that all points
within a given hyper-rectangular subspace be assigned the correct class. We formalise
this as Classification Invariance (Definition 14) and use it for both training and verifica-
tion.

A central complication is the embedding gap — the disconnect between symbolic
linguistic inputs and their continuous embeddings. Formal verification operates in con-
tinuous space, but its guarantees may not translate to meaningful statements about real
sentences. This mismatch means that a network might be verifiable over a given subspace
of embeddings, while the corresponding region contains no interpretable or semantically
coherent language. This chapter formalises this problem and proposes a principled ver-
ification methodology that works within embedding space while remaining sensitive to
semantic structure in language.

This chapter contributes a principled methodology for CI/CR-based robustness veri-
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fication in NLP. We:

1. Formalise verification in embedding space and identify key obstacles due to the

embedding gap.

2. Define a variety of embedding subspaces and introduce metrics for generalisability

and semantic fidelity.

3. Develop robust training techniques that align geometric and semantic robustness in

NLP.

4. Evaluate verification and training performance across different perturbation types

and datasets.

Our results show that it is possible to construct verification pipelines that retain the
modularity of vision-based approaches, but adapted to the constraints of language. The
remainder of the chapter is organised as follows: Section 4.1 formalises the verification
problem; Section 4.2 presents our training and verification methodology; Section 4.3
defines subspaces and generalisability metrics; and Section 4.4 evaluates experimental

performance and implications.

4.1 The Problem of NLP Verification

Formal verification techniques for deep neural networks aim to formally guarantee
that, for every possible input within a defined region of the input space, the network satis-
fies a specified property. As previously mentioned, in computer vision tasks, such regions
are typically €-balls around input images, and verification tools can reason over contin-
uous perturbations to ensure robustness. Applying the same methodology to NLP is far
more challenging due to the discrete nature of linguistic inputs and the non-invertibility
of embedding functions.

Despite these challenges, the use of embeddings makes robustness verification in NLP
feasible, at least in principle, by treating verification as a problem over subspaces of the
continuous embedding space. Concretely, given a network N : R” — R”, a sentence s
and an embedding function E : s — R, one can define subspaces .¥},...,.#; around the
embedded representations of an NLP dataset % of natural language sentences s, ...,s,.
These subspaces may take the form of €-balls, hyper-rectangles, or convex hulls, and are

typically centred on the embeddings of specific sentences.
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A verification algorithm 7" then determines whether N is robust on each subspace
7, 1.e whether the network assigns the same class label to every point in .#;. As each
subspace is infinite (due to the continuity of R™), verification is usually based on equa-
tional reasoning, abstract interpretation or bound propagation (see related work in Sec-
tion 2.2.5). The proportion of subspaces for which robustness can be formally verified
defines the network’s verification success rate, or its verifiability. When comparing two
networks, we say that N; is more verifiable than N, if its success rate is higher on the
same set of subspaces.

However, applying this approach in NLP faces a central obstacle: the embedding gap.
The embedding function E is not surjective: most vectors in R” do not correspond to
any valid sentence. This means that even if robustness is verified over a subspace of em-
bedding space, it may say little about how the model behaves on actual linguistic inputs.
Worse, the subspace may contain no interpretable sentences at all, rendering verification
vacuous. We refer to such cases as having low generalisability. Conversely, even when a
verified subspace contains many interpretable sentences, semantically incorrect sentences
may be incorrectly included, resulting in embedding errors, where unrelated inputs are
treated as equivalent due to geometric proximity in the embedding space.

Verification in NLP must therefore consider both verifiability and generalisability. A
model may be provably robust over large regions of embedding space, but this only has
practical value if those regions correspond to meaningful, semantically coherent sets of
sentences. Bridging this gap between geometric robustness and linguistic relevance is the
central aim of this chapter.

We proceed by formalising subspace definitions and metrics for generalisability in
Section 4.2, followed by a comprehensive evaluation of semantic versus geometric sub-
spaces in Section 4.3. Our training methods, introduced in Section 4.2.5, are tailored
to improve robustness in these subspaces. Together, these components form a modu-
lar verification pipeline that connects insights from NLP, machine learning, and formal

verification.

4.2 The Parametric NLP Verification Pipeline

This section presents a parametric NLP verification pipeline, shown in Figure 4.1
diagrammatically. We call it “parametric” because each component within the pipeline is

defined independently of the others and can be taken as a parameter when studying other
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components. The parametric nature of the pipeline allows for the seamless integration of
state-of-the-art methods at every stage, and for more sophisticated experiments with those
methods. The following section provides a detailed exposition of the methodological

choices made at each step of the pipeline.

Dataset Sentence Classifier
Embedder O SO

Verification
Metrics

5

=0

Perturbations Hyper
F‘”ﬂ Rectangles

r

Figure 4.1: Visualisation of the NLP verification pipeline followed in our approach.

Verification

embeddings

4.2.1 Datasets

This work focuses on safety-critical NLP applications where incorrect outputs may
have regulatory, legal, or ethical consequences. Accordingly, we evaluate our verification
pipeline on two datasets that model real-world compliance scenarios: chatbot identity

disclosure and medical safety.

R-U-A-Robot [19]. This dataset is motivated by legislation and regulatory proposals
(e.g., [160, 161, 159]) requiring artificial systems, such as chatbots, to truthfully disclose
their non-human identity. It contains 6,800 written English utterances related to the in-
tent “Are you a robot?”, including variations such as “I’m a man, what about you?” and
“You’re not human, right?”. The data was collected using grammar templates, crowd-
sourcing, and pre-existing corpora.

The dataset consists of 2,720 positive examples (where identity disclosure is appro-
priate), 3,400 negative examples (where it is not), and 680 ambiguous examples (where
it is unclear whether the system is required to state its identity). Given safety-critical
priorities, we collapse the ambiguous and positive classes into a single positive label to
favour recall over precision. The result is a binary classification task aimed at minimising
false negatives.

This dataset is particularly relevant in light of concerns about user deception in sys-

tems like Google Duplex [181], which faced criticism for producing human-sounding
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outputs [182]. As such, R-U-A-Robot reflects an emerging need for verifiable identity

disclosure in deployed Al systems [183].

Medical Safety [20]. In medical contexts, NLP systems that respond to high-risk user
queries without qualification can cause harm [162]. For example, a system may appear
authoritative while providing medically dangerous advice [163]. The Medical Safety
dataset contains 2,917 user queries (1,417 medical, 1,500 non-medical), collected from
online forums such as Reddit’s r/AskDocs.

Queries are annotated by experts and crowd-workers for both domain relevance and
risk level, following the World Economic Forum (WEF) taxonomy of chatbot risk [184].
To enable effective training and verification, we merge all medically relevant queries into
a single positive class, resulting in a binary classification task distinguishing medical
versus non-medical content. We use only those queries for which expert consensus on
domain label was achieved.

This dataset will facilitate discussion on how to guarantee that a system recognises

medical queries, in order to avoid generating medical output.

Semantic Distinctions. These two datasets were selected not only for their societal
relevance, but also for their differing semantic properties. R-U-A-Robot contains many
semantically similar but lexically different queries, while Medical Safety includes seman-
tically diverse queries. This contrast supports evaluation of robustness and generalisation
across different linguistic phenomena.

For both datasets, we use the original train/test splits provided in their source papers.
The positive label indicates inputs requiring a safety-critical response (disclosure or med-
ical awareness), and our verification pipeline is designed to assess whether such cases are

correctly handled under perturbations and model uncertainty.

4.2.2 Semantic Perturbations

As discussed in Section 2.2.5, we require semantic perturbations for creating semantic
subspaces. To do so, we consider three kinds of perturbations — i.e. character, word and
sentence level. This systematically accounts for different variations of the samples.

Character and word level perturbations are created via a rule-based method proposed
by Moradi et al. [126] to simulate different kinds of noise one could expect from spelling

mistakes, typos etc. These perturbations are non-adversarial and can be generated auto-
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matically. Moradi et al. [126] found that NLP models are sensitive to such small errors,
while in practice this should not be the case. Character level perturbations fypes include
randomly inserting, deleting, replacing, swapping or repeating a character of the data
sample. At the character level, we do not apply letter case changing, given it does not
change the sentence-level representation of the sample. Nor do we apply perturbations
to commonly misspelled words, given only a small percentage of the most commonly
misspelled words occur in our datasets. Perturbations types at the word level include ran-
domly repeating or deleting a word, changing the ordering of the words, the verb tense,
singular verbs to plural verbs or adding negation to the data sample. At the word level,
we omit replacement with synonyms, as this is accounted for via sentence rephrasing.
Negation is not done on the medical safety dataset, as it creates label ambiguities (e.g.
‘pain when straightening knee’ — ‘no pain when straightening knee’), as well as singular
plural tense and verb tense, given human annotators would experience difficulties with
this task (e.g. rephrase the following in plural/ with changed tense — ‘peritonsillar ab-
scess drainage aftercare.. please help’). Note that the Medical dataset contains several
sentences without a verb (like the one above) for which it is impossible to pluralise or
change the tense of the verb.

Further examples of character and word rule-based perturbations can be found in

Tables 4.1 and 4.2.

Method Description Altered sentence
(Are you a robot?)

Insertion ‘ A character is randomly selected and inserted in a random position. ‘ Are yovu a robot?

Deletion ‘ A character is randomly selected and deleted. ‘ Are you a robt?

Replacement A character is randomly selected and replaced by an adjacent character on the | Are you a ronot?
keyboard.

Swapping A character is randomly selected and swapped with the adjacent right or left char- | Are you a rboot?
acter in the word.

Repetition ‘ A character in a random position is selected and duplicated. ‘ Arre you a robot?

Table 4.1: Character-level perturbations: their types and examples of how each type acts on a
given sentence from the R-U-A-Robot dataset [19]. Perturbations are selected from random words
that have 3 or more characters, first and last characters of a word are never perturbed.

Sentence level perturbations. We experiment with two types of sentence level per-
turbations, particularly due to the complicated nature of the medical queries (e.g. it is
non-trivial to rephrase queries such as this — ‘peritonsillar abscess drainage aftercare..

please help’). We do so by either using Polyjuice [129] or vicuna-13b'. Polyjuice is a

!Using the following API: https://replicate.com/replicate/vicuna-13b/api.

65


https://replicate.com/replicate/vicuna-13b/api

Chapter 4. Neural Network Robustness as a Verification Property in NLP

Method Description Altered sentence
(Can u tell me if you are a chatbot?)

Deletion ‘ Randomly selects a word and removes it. ‘ Can u tell if you are a chatbot?
Repetition ‘ Randomly selects a word and duplicates it. ‘ Can can u tell me if you are a chatbot?
Negation \ Identifies verbs then flips them (negative/positive). \ Can u tell me if you are not a chatbot?
Singular/ plural verbs ‘ Changes verbs to singular form, and conversely. ‘ Can u tell me if you is a chatbot?
Word order ‘ Randomly selects consecutive words and changes the or- ‘ Can u tell me if you are chatbot a?

der in which they appear.
Verb tense ‘ Converts present simple or continuous verbs to their cor- ‘ Can u tell me if you were a chatbot?

responding past simple or continuous form.

Table 4.2: Word-level perturbations: their types and examples of how each type acts on a given
sentence from the R-U-A-Robot dataset [19].

general-purpose counterfactual generator that allows for control over perturbation types
and locations, trained by fine-tuning GPT-2 on multiple datasets of paired sentences. Vi-
cuna is a state-of-the-art open source chatbot trained by fine-tuning LLaMA [185] on
user-shared conversations collected from ShareGPT 2. For Vicuna, we use the following
prompt to generate variations on our data samples ‘Rephrase this sentence 5 times: “[Ex-
ample]”.’ For example, from the sentence “How long will I be contagious?”’, we can
obtain “How many years will I be contagious?” or “Will I be contagious for long?”” and
SO on.

We will use notation & to refer to a perturbation algorithm abstractly.

Semantic similarity of perturbations. In later sections we will make an assumption
that the perturbations that we use produce sentences that are semantically similar to the
originals. However, precisely defining or measuring semantic similarity is a challenge
in its own right, as semantic meaning of sentences can be subjective, context-dependent,
which makes evaluating their similarity intractable. Nevertheless, Subsection 4.4.5 will
discuss and use several metrics for calculating semantic similarity of sentences, modulo

some simplifying assumptions.

4.2.3 NLP Embeddings

The next component of the pipeline is the embeddings. As discussed in Section 2.1.1,
neural embeddings are a key mechanism for mapping discrete textual data into continuous
vector spaces. This transformation enables the application of gradient-based training and
verification techniques to NLP tasks.

In our verification pipeline, the embedding function E : S — R™ is implemented using

*https://sharegpt.com/
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pre-trained transformer models, such as Sentence-BERT [17] and Sentence-GPT [18].
These models approximate semantic similarity between sentences by placing semanti-
cally related inputs closer together in the embedding space R™.

However, as introduced in Section 4.1, this embedding space suffers from a known
limitation: not every point in R” corresponds to a valid sentence. This non-surjectivity [6],
which plays a crucial role in the embedding gap, complicates formal verification and mo-

tivates the careful construction of interpretable subspaces and robustness specifications.

4.2.4 Working with Embedding Spaces: Our Approach

Building on the types of embedding spaces introduced in Section 2.1.5, we now define
specific subspaces used for verification in NLP. In particular, we formalise the construc-
tion of geometric and semantic subspaces that support robustness training and verifica-
tion. Our goal is to define subspaces in the embedding space R through effective algo-
rithmic procedures. We use the notation .7 to refer to a subspace of the embedding space.
Recall that a hyper-rectangle of dimension m is a list of intervals (aj,by), ..., (am,bm)
such that a point x € R"™ is a member if for every dimension j we have a; <x; < b;.

We start with an observation that, given an NLP dataset % that contains a finite set of
sentences s, ..., s, belonging to the same class, and an embedding function £ : S — R™,
we can define an embedding matrix 2" € R?*™, where each row j is given by E(s;). We
will use the notation x; to refer to the ith element of the vector x, and .2~ i to refer to the
element in the ith row and jth column of 2". Treating embedded sentences as matrices,
rather than as points in the real vector space, makes many computations easier. We can

therefore define a hyper-rectangle for 2" as follows.

Definition 13 (Hyper-rectangle for an Embedding Matrix) Given an embedding ma-

trix " € R?*™ the m-dimensional hyper-rectangle for 2" is defined as:

H(2) = {(min{_, 277, max_, Z7)|jel,..,m]}

Therefore given an embedding function E : S — R™, and a set of sentences % = {s1,...,54},
we can form a subspace H(E(%)) by constructing the embedding matrix, as described
above, and forming the corresponding hyper-rectangle. To simplify the notation, we will

omit the application of E and from here on simply write H(%/).
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The next example shows how the above definitions generalise the commonly known

definition of the €-cube.

Example 4 (e-cube and e-ball) One of the most popular terms used in robust train-
ing [1] and verification [50] literature is the €-ball. It is defined as follows. Given
, the €-ball

an embedded input %, a constant € € R, and a distance function ({-norm) | —

around X of radius € is defined as:
B(%,e) ={xeR":|x—x| < ¢€}.

In practice, it is common to use the /. norm, which results in the €-ball actually being
a hyper-rectangle, also called &-cube, where (a;,b;) = (X; — €,%; 4+ €). Therefore our
construction H is a strict generalisation of €-cubes. We will therefore use the notation
H(#',€) = User B(E(s),€) to refer to the set of e-cubes around every sentence in the
dataset.

Building on the above, we generalise Classification Robustness (Def. 2) to any hyper-

rectangle as follows.

Definition 14 (Classification Invariance) Let H be a hyper-rectangle and let ¢ be the

intended class for its points:
CI(H) :=Vx € H = argmaxN(x) = ¢

Definition 14 recovers the Classification Robustness (CR) when H is an €-cube and
strictly generalises it otherwise. In the same spirit, one could generalise standard ro-
bustness by replacing the invariance requirement accordingly; we omit those details here,
as we do not use them in this chapter.

Of course, as previously discussed and illustrated in Figure 2.1, hyper-rectangles are
not very precise, geometrically. A more precise shape would be a convex hull around ¢
given points in the embedding space. Indeed literature has some definitions of convex
hulls [186, 187, 188]. However, none of them is suitable as they are computationally too
expensive due to the time complexity of O(qm/ 2) where g is the number of inputs and m
is the number of dimensions [186]. Approaches that use under-approximations to speed
up the algorithms [187, 188] do not work well in NLP scenarios, as under-approximated

subspaces are so small that they contain near zero sentence embeddings.
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Exclusion of Unwanted Sentences Via Shrinking

Another concern is that the generated hyper-rectangles may contain sentences from a
different class. This would make it unsuitable for verification. In order to exclude all
samples from the wrong class, we define a shrinking algorithm SH (2", %/, c) that calcu-
lates a new subspace that is a subset of the original hyper-rectangle around 2", that only
contains embeddings of sentences in % that are of class c¢. Of course, to ensure this, the
algorithm may have to exclude some sentences of class c¢. The second graph of Figure 4.2

gives a visual intuition of how this is done.

ol R | EEERT.
(a) (b) (©)

Figure 4.2: An example of hyper-rectangle drawn around all points of the same class (a), shrunk
hyper-rectangle Hyy, that is obtained by excluding all points from the opposite class (b) and clus-
tered hyper-rectangles (c) in 2-dimensions. The red dots represent sentences in the embedding
space of one class, while the blue dots are embedded sentences that do not belong to that class.

Formally, for each sentence s in ¢ that is not of class ¢, the algorithm performs the
following procedure. If E(s) lies in the current hyper-rectangle (ay,b1), ..., (an,bn), then
for each dimension j € [1,...,m] we compute the distance whether E(s); is closer to a;
or bj. Without loss of generality, assume a; is closer. We then compute the number of
sentences of class ¢ that would be excluded by replacing a; with E(s);+ & in the hyper-
rectangle where § is a small positive number (we use e~ '%°). This gives us a penalty for
each dimension j, and we exclude s by updating the hyper-rectangle in the dimension that
minimises this penalty. The idea is to shrink the hyper-rectangle in the dimensions that

exclude as few embedded sentences from the desired class ¢ as possible?.

3Note that this algorithm shrinks exactly one dimension by a minimal amount to exclude the unwanted
embedded sentence. This choice keeps the algorithm fast while guaranteeing the subspace to retain the
highest number of wanted inputs. However, it is not necessarily the best choice for verification: there
might be cases where perturbations of the unwanted input are left inside after shrinking and, if the network
classifies them correctly, the subspace can never be verified. For large subspaces, our algorithm might
render verification unachievable and more clever algorithms should be explored and discussed.
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Exclusion of Unwanted Sentences Via Clustering

An alternative approach to excluding unwanted sentences, is to split the dataset up by
clustering semantically similar sentences in the embedding space, and then compute the
hyper-rectangles around each cluster individually, as shown in the last graph of Fig-
ure 4.2. In this work we will use the k-means algorithm for clustering. We will use
the notation CL(% , k) to refer to the k-clusters formed by applying it to dataset #. While
in our experiments we have found this is often sufficient to exclude unwanted sentences,
it is not guaranteed to do so. Therefore, this method is combined with the shrinking

algorithm in our experiments.

Eigenspace Rotation

A final alternative and computationally efficient way of reducing the likelihood that the
hyper-rectangles will contain embedded sentences of an unwanted class, is to rotate them
to better align to the distribution of the embedded sentences of the desired class in the
embedding space. This motivates us to introduce the Eigenspace rotation.

To construct the tightest possible hyper-rectangle, we define a specific method of
eigenspace rotation. As shown in Figure 2.1 (C and D), our approach is to calculate a
rotation matrix A such that the rotated matrix %ot = 2 A is better aligned with the axes
than 2", and therefore H (Z;o) has a smaller volume. By a slight abuse of terminology,
we will refer to H(Z5ot) as the rotated hyper-rectangle, even though strictly speaking,
we are rotating the data, not the hyper-rectangle itself. In order to calculate the rotation
matrix A, we use singular value decomposition [189]. The singular value decomposition
of 2 is defined as 2" = UXV*, where U is a matrix of left-singular vectors, ¥ is a matrix
of singular values and V* is a matrix of right-singular vectors and -* denotes the conjugate
transpose. Intuitively, the right-singular vectors V* describe the directions in which 2
exhibits the most variance. The main idea behind the definition of rotation is to align these
directions of maximum variance with the standard canonical basis vectors. Formally,
using V*, we can compute the rotation (or change-of-basis) matrix A that rotates the right-
singular vectors onto the canonical standard basis vectors I, where I is the identity matrix.
To do this, we observe that V*A = I implies V* = IA~1, which implies V- 1=A"1 and
thus V = A. We thus obtain 2, = 2 A as desired. All hyper-rectangles constructed in

this chapter are rotated.
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Geometric and Semantic Subspaces

We now apply the abstract definition of a subspace of an embedding space to concrete
NLP verification scenarios. Once we know how to define subspaces for a selection of
points in the embedding space, the choice remains how to choose those points. The first
option is to use €-cubes around given embedded points, as Example 4 defines. Since
this construction does not involve any knowledge about the semantics of sentences, we
will call the resulting subspaces geometric subspaces. The second choice is to apply
semantic perturbations to a sentence in %, embed the resulting sentences, and then define
a subspace around them. We will call the subspaces obtained by this method semantic
perturbation subspaces, or just semantic subspaces for short.

We will finish this section with defining semantic subspaces formally. We will use
Z,(s) to denote an algorithm for generating sentence perturbations of type 7, applied to
an input sentence s in a random position. In the later sections, we will use ¢ to refer to
the different types of perturbations illustrated in Tables 4.1 and 4.2, e.g. character-level
insertion, deletion, replacement. Intuitively, given a single sentence we want to generate
a set of semantically similar perturbations and then construct a hyper-rectangle around
them, as described in Definition 13.

This motivates the following definitions. Given a sentence s, a number b, and a type
t, the set 2ZP(s) = {P(s) | i € [1,b]} is the set of b semantic perturbations of type ¢
generated from s. We will use the notation .2”(%) = U,cq %" (s) to denote the new

dataset generated by creating b semantic perturbations of type ¢ around each sentence.

Definition 15 (Semantic Subspace for a Sentence) Given an embedding function E :
S — R™, the semantic subspace for a sentence s is the subspace H({s}U .27 (s)). We will

refer to a set of such semantic hyper-rectangles over an entire dataset % as Hﬁ? (%) =

Use H({s} U (s)).

Example 5 (Construction of Semantic Subspaces) 7o illustrate this construction, let
us consider the sentence s: “Can u tell me if you are a chatbot?”. This sentence is one
of 3400 original sentences of the positive class in the dataset. From this single sentence,
we can create six new sentences using the word-level perturbations from Table 4.2 to
form %for 4(8). Once the seven sentences are embedded into the vector space, they form

the hyper-rectangle H({s} U.a7® (s)). By repeating this construction for the remaining

word

3399 sentences, we obtain the set of hyper-rectangles H,,,,4(%) for the dataset.
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Given a sentence s, we embed each sentence in <7’ (s) = {s1,...,s;} into R obtain-

ing vectors %°(s) = {v,v1,...,v,} where v; = E(s;).

Measuring the Quality of Sentence Embeddings

One of our implicit assumptions in the previous sections, is that the embedding function
E maps pairs of semantically similar sentences to nearby points in the embedding space.
In Section 4.4.5, we will evaluate the accuracy of this assumption using cosine similar-
ity. This metric measures how similar two vectors are in a multi-dimensional space by

calculating the cosine of the angle between them:

ViV
CoS =
oS(v1,v2) = 1l

where - is the dot product and ||v|| = /v-v. The resulting value ranges from O to 1. A
value of 1 indicates that the vectors are parallel (highest similarity), while O means that

the vectors are orthogonal (no similarity).

4.2.5 Training

As introduced in Chapter 2, robust training is crucial for improving a model’s ability
to maintain correct predictions under perturbations. In the NLP setting, robust training
must account for the discrete, symbolic nature of language as well as the structure of
embedding space.

This section adapts two standard robustness training techniques — data augmenta-
tion and adversarial training — to the NLP domain, with modifications that respect the
structure of embedding subspaces defined in Section 4.2.4. Our goal is to compare the
effectiveness of these methods in producing models that are both verifiable and general-

isable.

Data Augmentation. In this approach, semantic perturbations are generated at the char-
acter, word, and sentence levels prior to training. These perturbations are added to the
dataset, and the network is trained on the augmented set using standard stochastic gradi-
ent descent. This method improves robustness by exposing the model to known linguistic

variability during training.
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Adversarial Training. We adapt the PGD method [9], introduced in Section 2.1.3, for
NLP by applying it in embedding space. Specifically, we modify PGD to operate over
custom-defined hyper-rectangles rather than €-balls. The key difference lies in the step
size: in the standard algorithm, the step size ¥ € R is a scalar, applying the same update
across all dimensions. However, since the width of our hyper-rectangles may vary sub-
stantially across dimensions, we generalise y to a vector in R™, allowing per-dimension
scaling. The dot - operation becomes element-wise multiplication. This customised PGD
training seeks adversarial points within each subspace that maximally increase the loss,
and updates the model to classify them correctly — improving robustness to perturbations

specifically tailored to the structure of the embedding space.

4.2.6 Choice of Verification Algorithm

As stated earlier, our approach in this study involves the utilization of cutting-edge
tools for DNN verification. Initially, we employ ERAN [190], a state-of-the-art abstract
interpretation-based method. This choice is made over IBP due to its ability to yield
tighter bounds. Subsequently, we conduct comparisons and integrate Marabou [33], a
state-of-the-art complete verifier. This enables us to attain the highest verification per-
centage, maximizing the tightness of the bounds. Additionally, we incorporate of3-
CROWN([35, 36], the best-performing verifier in the VNN-COMP 2024 competition,
known for its efficiency in linear bound propagation and branch-and-bound techniques.
Moreover, we utilise CORA[31], an abstract interpretation-based verifier that supports
zonotope-based verification, allowing us to compare hyper-rectangles and zonotopes in
our verification experiments. We will use notation #” to refer to a verifier abstractly.

While Vehicle is not used for verification in this chapter — primarily due to its lim-
ited back-end support (currently only Marabou) — we still adopt it to illustrate how our
robustness constraints could be encoded in a high-level, symbolic language. This helps
conceptually bridge to the NIDS case in Chapter 5, where such symbolic expressivity is
essential. Figure 4.3 provides a Vehicle encoding of an NLP robustness constraint based
on a hyper-rectangle in the embedding space. Note how lines 19-20 define the bounds of
the hyper-rectangle. In contrast, Chapter 5 constructs these bounds programmatically and
passes them as parameters to Vehicle. Nonetheless, this example provides a simplified,

self-contained illustration of the same geometric principle.
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-- Illustrative Vehicle spec for NLP

Onetwork
classifier : Tensor Rat [30] -> Vector Rat 2

advises : Tensor Rat [30] -> Index 2 -> Bool
advises x 1 = forall j . j != i => classifier x ! i > classifier x ! j

Oparameter (infer=True)
n : Nat

OGdataset
inputs : Tensor Rat [n, 30]

-- Butld geometric bounds over the dataset
vectorMin : Tensor Rat [30]

vectorMax : Tensor Rat [30]

hyperRectangle : Tensor Rat [30] -> Bool
hyperRectangle x = forall i . vectorMin ! i <= x ! i <= vectorMax ! i

Oproperty

property : Bool
property = forall x . hyperRectangle x => advises x 0

Figure 4.3: An illustrative Vehicle specification for NLP robustness. While not used for verification here,

it formalises the geometric subspace constraint described in Section 4.2.4.

4.3 Characterisation of Verifiable Subspaces

In this Section, we provide key results in support of Contribution 1 formulated in the

introduction:

» We start with introducing the metric of generalisability of (verified) subspaces and

set-up some baseline experiments.

* We introduce the problem of the verifiability-generalisability trade-off in the con-

text of geometric subspaces.

* We show that, compared to geometric subspaces, the use of semantic subspaces

helps to find a better balance between generalisability and verifiability.

* Finally, we show that adversarial training based on semantic subspaces results in
DNNs that are both more verifiable and more generalisable than those obtained

with other forms of robust training.
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4.3.1 Metrics for Understanding the Properties of Embedding Spaces

Let us start with recalling the existing standard metrics used in DNN verification.
Recall that we are given an NLP dataset % = {sy,...,s,}, moreover we assume that each
s; is assigned a correct class from C = {cy,...,c,}. We restrict to the case of binary
classification in this thesis for simplicity, so we will assume C = {c;,c,}. Furthermore,
we are given an embedding function E : S — R™, and a network N : R” — R". Usually
n corresponds to the number of classes, and thus in case of binary classification, we have
N:R™ — R?. An embedded sentence s € ¥ is classified as class c if the value of ¢ in
N(E(s)) is higher than all other classes.

Accuracy. The most popular metric for measuring the performance of the network is
the accuracy of N, which is measured as a percentage of sentences in ¢ that are assigned
to a correct class by N. Note that this metric only checks a finite number of points in R"
given by the dataset.

Verifiability. A verifier 7 takes a network N, a subspace .# and its designated class
¢ as an input, and outputs 1 if it can prove that N assigns all points in the subspace .7
to the class ¢ and 0 otherwise. Consider a verification problem with multiple subspaces
{A,...,1}, where all the points in each subspace should be assigned to a specific class
ci €{c1,-..,cu}. In the literature, the most popular metric to measure success rate of the

given verifier on {.¥,...,.7} is verifiability:

Definition 16 (Verifiability) Given a set of subspaces .7, ..., each assigned to classes

C1,-..,Cy, then the verifiability is the percentage of such subspaces successfully verified:
LoV (N, S ci
W (A, L¢1,...,0) = Lizo (l 70 Ci)

Relation to CSat (Definition 10). CSat evaluates, for each test input £, whether the target
property holds throughout its e-ball B(%,€); it is therefore tied to local regions of the
e-ball form. By contrast, Definition 16 treats the region as the unit of analysis and is
agnostic to the region shape. If we take the regions in Definition 16 to be the €-balls
around the same anchor inputs used for CSat, then the verifiability score equals the CSat
value on that anchor set. When the norm is ¢.., €-balls coincide with €-cubes, and Def-
inition 16 then strictly generalises CSat by also accommodating arbitrary axis-aligned
hyper-rectangles (global regions).

However, suppose we have a subspace .7 that verifiably consists only of vectors
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that are assigned to a class ¢ by N. Because of the embedding gap, it is difficult to
calculate how many valid unseen sentences outside of %" will be mapped into . by E,
and therefore how much utility there is in verifying .. In an extreme case it is possible
to have 100% verifiability and yet the verified subspaces will not contain any unseen
sentences.

Generalisability. Therefore, we now introduce a third metric, generalisability, which
is a heuristic for the number of semantically-similar unseen sentences captured by a given

set of subspaces.

Definition 17 (Generalisability) Given a set of subspaces .71, ..., and a target set of
embeddings V the generalisability of the subspaces is measured as the percentage of the

embedded vectors that lie in the subspaces:

v, .7
gW’%»--,%):%

In this work we will generate the target set of embeddings V as ;o #,7(s) where %
is a dataset, ¢ is the type of semantic perturbation, b is the number of perturbations and
#P(s) is the embeddings of the set of semantic perturbations .<7”(s) around s generated
using Z, as described in Section 4.2.4.

Note that & can be given by a collection of different perturbation algorithms and
their kinds. The key assumption is that ./’ (s) contains valid sentences semantically
similar to s and belonging to the same class. Assuming that membership of .7 is easy to
compute, then this metric is also easy to compute as the set .2Z”(s) is finite and of size b,
and therefore so is 7,”(s). Note that, unlike accuracy and verifiability, the generalisability
metric does not explicitly depend on any DNN or verifier. However, in this work we only
study generalisability of verifiable subspaces, and thus the existence of a verified network
N will be assumed. Furthermore, the verified subspaces we study in this work will be

constructed from the dataset via the methodology described in Definition 15.

4.3.2 Baseline Experiments for Understanding the Properties of Embedding Spaces

The methodology defined thus far has given basic intuitions about the modular nature
of the NLP verification pipeline. Bearing this in mind, it is important to start our analysis
with the general study of basic properties of the embedding subspaces, which is our main

interest in this work, and suitable baselines.
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Benchmark datasets will be abbreviated as “RUAR” and “Medical”’. We use 27 to
refer to the set of sentences in the training dataset with a positive class (i.e. a question ask-
ing the identity of the model, and a medical query respectively), and 2" to refer to the
remaining sentences. For a benchmark network N : R” — R2, we train a medium-sized
fully-connected DNN (with 2 layers of size (128, 2) and input size 30) using stochastic
gradient descent and cross-entropy loss. The main requirement for a benchmark network

is its sufficient accuracy, see Table 4.3.

Model Adversarial Train  Accuracy | Test Accuracy | Train  Accuracy | Test Accuracy
training RUAR RUAR Medical Medical
Npase | No | 93.87+0.14% | 93.57+0.18% | 96.32+0.05% | 94.49£0.26%

Table 4.3: Mean and standard deviation of the accuracy of the baseline DNN on the RUAR and
the Medical datasets. All experiments are replicated five times.

For the choice of benchmark subspaces, we use the following two extreme sets of

geometric subspaces:

1. the singleton set containing the maximal subspace SH(H(2P%)) around all em-
bedded sentences of the positive class pos in %¢'. This is the largest subspace
constructable with our methods, but we should assume that verifiability of such

a subspace would be near 0%. It is illustrated in the first graph of Figure 4.2.

2. the set of minimal subspaces H(27%,0.005) given by €-cubes around each embed-
ded sentence of class pos in %, where € = 0.005 is chosen to be sufficiently small

to give very high verifiability. This is illustrated in the first graph of Figure 2.1.

We first seek to understand the geometric properties (e.g. volume, € values) and verifia-

bility figures for these two extremes.

4.3.3 Verifiability-Generalisability Trade-off for Geometric Subspaces

The number and average volume of the hyper-rectangles that will make up our verified
subspaces are shown in Table 4.4. Generally, we use the following naming convention for
our experiments: H,, denotes a hyper-rectangle obtained using a method m. For example,
RUAR dataset contains 3400 sentences of the positive class, and therefore the experiment
He—_0.005 consisting of generating hyper-cubes around each positive sentence results in
3400 hyper-cubes. Using clustering, we obtain a set of 50, 100, 200, 250 clusters denoted

as Hso — Hjyso and using the shrinking algorithm we obtain Hgy,.
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Notice the consistent reduction of volume in Table 4.4, from Hy, to Hsq - Hys0 and
ultimately to He_q gos. There are several orders of magnitude between the largest and the

smallest subspace.

Experiment Hyper-rectangles construction method Avg.  vol- | Number Avg.  vol- | Number

name ume of | of hyper- | ume of | of hyper-
hyper- rectangles | hyper- rectangles
rectangles RUAR rectangles Medical
RUAR Medical

Hp, Hyper-rectangle around the entire dataset | 7.55e-11 1 2.60e-09 1

shrunk to exclude all negative examples -
SH(H(2P), % ,cP?)

Hso Set of hyper-rectangles on the dataset separated | 1.02e-16 50 6.56e-15 50
into 50 clusters - H(CL(2?%*,50))

Hioo Set of hyper-rectangles on the dataset separated | 6.23e-18 100 3.25e-17 100
into 100 clusters - H(CL(2?*%,100))

Hooo Set of hyper-rectangles on the dataset separated | 3.31e-20 200 4.67e-19 200
into 200 clusters - H(CL(2"%*,200))

Hbyso Set of hyper-rectangles on the dataset separated | 6.42e-22 250 2.42e-20 250
into 250 clusters - H(CL(27%*,250))

He—o.05 Set of e-cubes around all positive sentences in the | 1.00e-30 3400 1.00e-30 989
dataset - H(27°°,0.05)

He—0.005 Set of €-cubes around all positive sentences inthe | 1.00e-60 3400 1.00e-60 989

dataset - H(27*,0.005)

Table 4.4: Sets of geometric subspaces used in the experiments, their cardinality and average
volumes of hyper-rectangles. All shapes are eigenspace rotated for better precision.

Verifiability of Geometric Subspaces

Next, we pass each set of hyper-rectangles and the given network to the ERAN verifier
and measure verifiability. Table 4.5 shows that, as expected, the shrunk hyper-rectangle
H;, achieves 0% verifiability, and the various clustered hyper-rectangles (Hsg, Hoo Hoo0,
H,s0) achieve at most negligible verifiability. In contrast, the baseline H¢_g oo5 achieves
up to 99.60% verifiability. This suggests that € = 0.005 is a good benchmark for a dif-
ferent extreme. Table 4.4 can give us an intuition of why Hg_q gos has notably higher
verifiability than the other hyper-rectangles: the volume of H._¢ o5 is several orders of

magnitude smaller.. We call this effect low verifiability of the high-volume subspaces.

Dataset | Model | Hy | Hsp | Higo | Haoo | MHaso | Heoos | He=0.005

RUAR | Nypge | 0.00% | 0.00% | 1.33% | 0.52% | 0.41% | 0.00% | 88.67%

Medical | Npue | 0.00% | 0.00% | 0.00% | 2.10% | 4.08% | 500% | 97.86%

Table 4.5: Verifiability of the baseline DNN on the RUAR and the Medical datasets, for a selection
of geometric subspaces; using the ERAN verifier.

Tables 4.4 and 4.5 suggest that smaller subspaces are more verifiable. One may also
conjecture that they are less generalisable (as they will contain fewer embedded sen-

tences). We now will confirm this via experiments; we are particularly interested in
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understanding how quickly generalisability deteriorates as verifiability increases.

Generalisability of Geometric Subspaces

To test generalisability, we algorithmically generate a new dataset .<7”(27°*) containing
its semantic perturbations, using the method described in Section 4.2.2. The choice to use
only positive sentences is motivated by the nature of the chosen datasets - both Medical

and RUAR sentences split into:

* a positive class, that contains sentences with one intended semantic meaning (they

are medical queries, or they are questions about robot identity); and

* a negative class that represents “all other sentences”. These “other sentences” are
not grouped by any specific semantic meaning and therefore do not form one co-

herent semantic category.

However Section 4.4 will make use of .7”(2"¢8) in the context of discussing the embed-
ding error of verified subspaces.

For the perturbation type 7, in this experiment we take a combination of the different
perturbations algorithms* described in Section 4.2.2. Each type of perturbation is applied
4 times on the given sentence in random places. The resulting datasets of semantically
perturbed sentences are therefore approximately two orders of magnitude larger than the
original datasets (see Table 4.6), and contain unseen sentences of similar semantic mean-

ing to the ones present in the original datasets RUAR and Medical.

Dataset Experiment Avg. Volume of | Generalisability Number of sen- | Total Sentences in
hyper-rectangles (%) tences contribut- | o7 (2%)
ing to generalis-
ability
He—0.005 1.00e-60 1.95 2821 144500
RUAR He—0.05 1.00e-30 38.47 55592 144500
H,, 7.55¢-11 50.91 73561 144500
He—0.005 1.00e-60 0.09 10 11209
Medical He—0.05 1.00e-30 28.49 3194 11209
Hyp, 2.6e-09 37.13 4162 11209

Table 4.6: Generalisability of the selected geometric subspaces He—q o5, He—o.05 and Hyy,, mea-

. . h S b N
sured on the sets of semantic perturbations <7,], (97*) and &, . (DP).

4For RUAR, fgyar = { character insertion, character deletion, character replacement, charac-
ter swapping, character repetition, word deletion, word repetition, word negation, word singu-
lar/plural verbs, word order, word tense }. For the Medical dataset, tyeqicar = { character insertion,
character deletion, character replacement, character swapping, character repetition, word dele-
tion, word repetition, word negation, word singular/plural verbs, word order, word tense, sentence

polyjuice}.
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Table 4.6 shows that the most verifiable subspace H_ (o5 is the least generalisable.
This means Hg_( gos may not contain any valid new sentences apart from the one for
which it was formed! At the same time, H._( o5 has up to 48% of generalisability at the
expense of only up to 5% of verifiability (cf. Table 4.5). The effect of the generalisability
vs verifiability trade-off can thus be rather severe for geometric subspaces.

This experiment demonstrates the importance of using the generalisability metric: if
one only took into account the verifiability of the subspaces one would choose H¢_g oos,
obtaining mathematically sound but pragmatically useless results. We argue that this is
a strong argument for including generalisability as a standard metric in reporting NLP

verification results in the future.

4.3.4 Verifiability-Generalisability Trade-off for Semantic Subspaces

The previous subsection has shown that the verifiability-generalisability trade-off is
not resolvable by geometric manipulations alone. In this section we argue that using se-
mantic subspaces can help to improve the effects of the trade-off. The main hypothesis
that we are testing is: semantic subspaces constructed using semantic-preserving pertur-
bations are more precise, and this in turn improves both verifiability and generalisability.

We will use the construction given in Definition 15. As Table 4.7 illustrates, we con-
struct several semantic hyper-rectangles on sentences of the positive class using character-
level (Hcpars Hyer., Hins., Hyep., Hpepr., Hgwap.), word-level (H,,,,4) and sentence-level
perturbations (H,;). The subscripts .44, and 4 refer to the kind of perturbation algo-
rithm, while 4o/, ins.» rep.» repl.» swap. and p; refer to the fype of perturbation, where pj
stands for Polyjuice (see Section 4.2.2). Notice comparable volumes of all these shapes,

and compare with H¢_g 5.

Verifiability of Semantic Subspaces

We pass each set of hyper-rectangles and the network Np,,. to the verifiers ERAN and
Marabou to measure verifiability of the subspaces. Table 4.8 illustrates the verification
results obtained using ERAN. From the table, we can infer that the verifiability of our
semantic hyper-rectangles is indeed higher than that of the geometrically-defined hyper-
rectangles (Table 4.5). Furthermore, our semantic hyper-rectangles, while unable to reach
the verifiability of Hg_¢ oos, achieve notable higher verification than its counterpart of

comparable volume Hg_q 5. From this experiment, we conclude that not only volume,
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Experiment | Hyper-rectangles construction method Avg.  vol- | Number Avg.  vol- | Number
name ume of | of hyper- | ume of | of hyper-
hyper- rectangles | hyper- rectangles
rectangles RUAR rectangles Medical
RUAR Medical
Hepar Set of hyper-rectangles for character perturba- | 1.54e-30 3400 7.66e-31 989
tions
Hyora Set of hyper-rectangles for word perturbations 1.28e-30 3400 - -
H,; Set of hyper-rectangles for polyjuice sentence | - - 2.01e-28 989
perturbations
Hswap. Set of hyper-rectangles for swapping perturba- | 1.57e-31 3400 3.42e-31 989
tions
Hyepi. Set of hyper-rectangles for replacement perturba- | 9.84e-31 3400 3.43e-31 989
tions
Hyer. Set of hyper-rectangles for deletion perturbations | 3.46e-31 3400 1.24e-32 989
Hips. Set of hyper-rectangles for insertion perturbations | 3.21e-31 3400 9.11e-33 989
Hyep. Set of hyper-rectangles for repetition perturba- | 1.56e-31 3400 1.06e-32 989
tions

Table 4.7: Sets of semantic subspaces used in the experiments, their cardinality and average
volumes of hyper-rectangles. All shapes are eigenspace rotated for better precision.

but also precision of the subspaces has an impact on their verifiability.

Dataset ‘ Model ‘ ]H[5=0,05 ‘ ]H[word ‘ ]H[char ‘ Hdel. ‘ Hin.n ‘ Hrep. ‘ Hrepl. ‘ H&Wﬂn ‘ Hpj
RUAR | Ny | 000% | 1.80% | 0.87% | 1.62% | 2.63% | 1.66% | 094% | 2.07% | -
Medical | Npye | 5.00% | - | 3971% | 39.62% | 44.66% | 48.71% | 37.49% | 42.60% | 50.09%

Table 4.8: Verifiability of the baseline DNN on the RUAR and the Medical datasets, for a selection
of semantic subspaces; using the ERAN verifier.

Following these results, Table 4.9 reports the verification results using Marabou in-
stead of ERAN. As shown, Marabou is able to verify up to 66.83% (I, ), while ERAN
achieves at most 50.09%. This shows that Marabou outperforms ERAN. This is most
likely due to the fact that Reluplex algorithm of Marabou achieves better precision on
ReLU networks, that we use. Overall, the Marabou experiment confirms the trends of
improved verifiability shown by ERAN and thus confirms our hypothesis about impor-

tance of shape precision.

Dataset ‘ Model ‘ He—0.05 ‘ Hyord ‘ Hehar ‘ Hger. ‘ Hins. ‘ Hrep. ‘ ]H[repl . ‘ H:wap. ‘ ]H[p j
RUAR | Npase | 179% | 11.69% | 4.88% | 435% | 9.72% | 9.46% | 5.65% | 8.07% | -
Medical | Npae | 37.96% | - | 64.03% | 64.15% | 64.65% | 66.83% | 64.75% | 6436% | 61.57%

Table 4.9: Verifiability of the baseline DNN on the RUAR and the Medical datasets, for a selection
of semantic subspaces; using the Marabou verifier.

Generalisability of Semantic Subspaces

It remains to establish whether the more verifiable semantic subspaces are also more

generalisable. Whereas Table 4.6 compared the generalisability of Hg_( 095 and He—g o5
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with that of Hl,, Table 4.10 compares their generalisability to the most verifiable se-
mantic subspaces, H,,,,; and H,;. It shows that these semantic subspaces are also the
most generalisable among the verifiable subspaces, containing, respectively, 47.67% and
28.74% of the unseen sentences. Note that among all the experiments, only Hl, has

higher generalisability, but its verifiability is O.

Dataset Experiment Avg. Volume of | Generalisability Number of sen- | Total Sentences in
hyper-rectangles (%) tences contribut- | o7 ()
ing to generalis-
ability
He—0.005 1.00e-60 1.95 2821 144500
RUAR He—0.05 1.00e-30 38.47 55592 144500
Hyyora 1.28e-30 47.67 68882 144500
He—0 005 1.00e-60 0.09 10 11209
Medical He—0.05 1.00e-30 28.49 3194 11209
H,; 2.01e-28 28.74 3222 11209
Table 4.10: Generalisability of the selected geometric subspaces He—g o5 and He—g o5 and the

. . . b 0S
semantic subspaces H,,,,q and H,;, measured on the sets of semantic perturbations ﬂ%tku " (9P)
and </

il (29P°%). Note that the generalisability of Hyy, (Table 4.6), despite it having the volume
19 order of magnitudes bigger, is only 3% greater than H,,,y.

We thus infer that using semantic subspaces is effective for bridging the verifiability-
generalisability gap, with precise subspaces performing somewhat better than €-cubes of
the same volume; however both beating the smallest €-cubes from Section 4.3.2 of com-
parable verifiability. Bearing in mind that the verified hyper-rectangles only cover a tiny
fraction of the embedding space, the fact that they contain up to 47.67% of randomly
generated new sentences is an encouraging result, the likes of which have not been re-
ported before. To substantiate this claim, we define the training embedding space as the
hyper-rectangle that encloses all sentences on the dataset. We show in Table 4.11 the per-
centage of the ‘training embedding space’ covered by our best hyper-rectangles H¢_g oos,

He—0.05, Hyyorq and H ;.

Dataset \ Experiment \ Total Volume of Hyper-rectangles \ Training Embedding Space Covered (%)

He—0.005 2.89¢-57 4.71e-53
RUAR | He_g0s 2.89e-27 4.71e-23
Hyora 3.7e-27 6.03e-23
HS:O.OOS 9.89e-58 6.92e-53
Medical | He—o.05 9.89%e-28 6.92e-23
H,; 1.63¢-25 1.14-20

Table 4.11: Total volume and percentage of the training embedding space covered by our best
hyper-rectangles. The total volume of the training embedding space for RUAR is 6.14e — 5, and
for Medical is 1.43¢ — 5.
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4.3.5 Adversarial Training on Semantic Subspaces

In this section, we study the effects that adversarial training methods have on the
verifiability of the previously defined subspaces in Tables 4.4 and 4.7. By comparing the
effectiveness of the different training approaches described in Section 4.2.5, we show in
this section that adversarial training based on our new semantic subspaces is the most

efficient. Three kinds of training are deployed in this section:

1. No robustness training. The baseline network is Ny, from the previous experi-

ments, which has not undergone any robustness training.

2. Data augmentation. We obtain three augmented datasets &' U o753 (27%), ' U
S (2P%) and Q{;j(@pw) where o7 (+) is defined in Section 4.3.4. The sub-
scripts char and word denote the type of perturbation as detailed in Tables 4.1
and 4.2, while the subscript pj refers to the sentence level perturbations generated
with Polyjuice. We train the baseline architecture, using the standard stochastic

gradient descent and cross entropy loss, on the augmented datasets, and obtain

DNNs Ncharfaug’ Nwordfaug and ijfaug-

3. PGD adversarial training with geometric and semantic hyper-rectangles. Instead
of using the standard &-cube as the PGD subspace ., we use the various hyper-
rectangles defined in Tables 4.4 & 4.7. We refer to a network trained with the PGD
algorithm on the hyper-rectangle associated with experiment H,,;,e as Nyume—ady-
For example, for the previous experiment Hy;,, we obtain the network Ny, .4, by
adversarially training the benchmark architecture on the associated subspace . =

SH(EL(ZP), W , ).

See Tables 4.12 & 4.15 for full listing of the networks we obtain in this way. We call
DNNs of second and third type robustly trained networks. We keep the geometric and
semantic subspaces from the previous experiments (shown in Table 4.7) to compare how
training affects their verifiability.

Following the same evaluation methodology of experiments as in Sections 4.3.2 and 4.3.4,
we use the verifiers ERAN and Marabou to measure verifiability of the subspaces. Ta-
ble 4.12 reports accuracy of the robustly trained networks, while the verification results
are presented in Tables 4.13 and 4.14. From Table 4.12 we can see that networks trained
with data augmentation achieve similar nominal accuracy to networks trained with ad-

versarial training. However, the most prominent difference is exposed in Tables 4.13
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and 4.14: adversarial training effectively improves the verifiability of the networks,
while data augmentation actually decreases it.

Specifically, the adversarially trained networks trained on semantic subspaces (N jar—adv»
Nyord—advs Npj—aav) achieved high verifiability, reaching up to 45.87% for RUAR and up
to 83.48% for the Medical dataset. This constitutes a significant improvement of the
verifiability results compared to Np,.. Looking at nuances, there does not seem to be a
single winner subspace when it comes to adversarial training, and indeed in some cases
He—_o.05 wins over more precise subspaces. All of the subspaces in Table 4.7 have very
similar volume, which accounts for improved performance across all experiments. The
particular peaks in performance then come down to particularities of a specific semantic
attack that was used while training. For example, the best performing networks are those
trained with Polyjuice attack, the strongest form of attack in our range. Thus, if the kind

of attack is known in advance, the precision of hyper-rectangles can be further tuned.

Model Dataset Train Accuracy | Test Accuracy | Train Accuracy | Test Accuracy
RUAR RUAR Medical Medical

Nehar—aug 29U djm(,@l"“) 95.62 + 0.26% 93.20 £ 0.35% 99.08 + 0.06% 93.46 £ 0.30%
Nyord—aug 29U Mfor‘,(ﬁp”’) 98.57 + 0.06% 94.59 + 0.36% - -

Npj—aug 29U d,f/-(@ﬂ‘”) - - 98.19 + 0.09% 93.19 £0.39%
Nehar—ady 4 93.26 £ 0.19% 92.51 £0.38% 96.27 £ 0.05% 95.09 £0.16%
Nyord—ady 8 93.68 +£0.16% 92.37 £0.29% - -

Npj—aav v - - 95.05 +0.19% 93.49 +0.32%
Ne—0.05—adv v 94.01 £0.17% 92.24 +£0.19% 96.05 £ 0.09% 95.04 £ 0.24%

Table 4.12: Accuracy of the robustly trained DNNs on the RUAR and the Medical datasets. %
stands for either RUAR or Medical depending on the column.

Dataset ‘ Model ‘ He—0.05 Hyvora Hepar ‘ Hyer. ‘ Hins. ‘ Hrep. ‘ ]H[rep . ‘ H:wap. ‘ ]H[p j
Nehar—aug 0.00% 0.24% 0.00% 0.51% 1.38% 1.09% 0.35% 1.06% -
Nvord—aug 0.00% | 024% | 000% | 042% | 031% | 057% | 025% | 0.92% .
RUAR Nehar—adv 0.00% 8.97% 4.43% 4.81% 9.86% 11.3% 6.91% 8.51% -
Novord—adv 0.04% | 10.75% | 4.05% | 436% | 8.60% | 952% | 6.81% | 7.45% .
Neeo05—aav | 012% | 10.16% | 4.18% | 4.04% | 891% | 10.17% | 6.52% | 7.36% -
Nehar—aug 0.00% - 7.59% 528% | 12.84% | 11.05% 7.92% 7.40% | 26.97%
Npj—aug 0.00% - | 10.31% 8.49% | 15.67% | 14.90% 9.18% | 10.58% | 28.59%
Medical char—adv 5.28% - | 50.12% | 49.78% | 53.99% | 57.76% | 48.02% | 52.07% | 55.44%
Npj—adv 2.83% - | 47.11% | 46.14% | 52.12% | 56.14% | 44.59% | 48.27% | 57.36%
Ne—0.05—adv 8.68% - | 51.60% | 50.31% | 55.67% | 58.52% | 50.10% | 53.65% | 59.76%

Table 4.13: Verifiability of the robustly trained DNNs on the RUAR and the Medical datasets, for
a selection of semantic subspaces; using the ERAN verifier.

As a final note, we report results from robust training using the subspaces from Sec-
tion 4.3.2 in Table 4.4. Table 4.15 reports the accuracy and the details of the robustly
trained networks on those subspaces, while the verification results are presented in Ta-
ble 4.16. These tables further demonstrate the importance of volume, and show that

subspaces that are too big still achieve negligible verifiability even after adversarial
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Dataset | Model | He=00s | Hwod | Hehar | Haer. |  Hins. | Hyep | Hugpr | Howap. | Hp;
Nohar—aug 0.72% | 13.90% | 849% | 7.92% | 13.67% | 1550% | 9.56% | 11.88% ;
Nyword—aug 0.24% | 11.30% 3.87% 4.05% 8.27% 8.84% 5.71% 7.72% -
RUAR | Nopar-adv 737% | 41.93% | 30.41% | 30.23% | 38.20% | 45.87% | 32.74% | 36.62% ;

Novord—ad 12.17% | 4512% | 25.82% | 25.39% | 33.85% | 37.45% | 26.87% | 30.99% -
Neo.05—aav | 18.46% | 41.93% | 21.99% | 20.32% | 28.13% | 32.83% | 23.52% | 26.74% -

Nehar—aug 1.14% - | 37.05% | 3529% | 41.50% | 42.47% | 34.89% | 37.94% | 49.65%
Nopj—aug 577% - | 39.00% | 38.66% | 42.28% | 44.22% | 37.29% | 39.03% | 38.22%
Medical | Noar—ady 51.70% - | 7759% | 77.25% | 77.50% | 77.98% | 77.92% | 78.67% | 76.58%
Noj—adv 57.45% - | 81.94% | 81.47% | 82.31% | 83.48% | 8247% | 82.72% | 82.24%
Neo.05—aav | 62.57% S| 7932% | 78.57% | 78.70% | 80.21% | 79.40% | 80.76% | 66.22%

Table 4.14: Verifiability of the DNNs trained for robustness on the RUAR and the Medical
datasets, for a selection of semantic subspaces; using the Marabou verifier.

Model Train Accuracy | Test Accuracy RUAR Train Accuracy Medi- | Test Accuracy Medi-
RUAR cal cal
Nyh—adv 93.39+0.22% 92.96 +0.13% 96.14 £ 0.12% 94.29 + 0.26%
N50—adv 94.32 £0.14% 93.49 £0.19% 95.56 +0.20% 95.15+0.12%
N100—adv 94.88 +0.04% 94.18 £ 0.24% 9571 £0.11% 95.47 £ 0.16%
No0o—adv 95.09 + 0.09% 94.45 + 0.14% 95.85 +0.05% 95.43 £0.10%
Naso—aav 95.22 + 0.08% 94.22 +£0.23% 96.07 £0.13% 95.38 £0.22%
Ne—0.005—adv 9348 +0.21% 91.59 +£0.07% 96.24 +0.04% 95.13 £0.09%

Table 4.15: Accuracy of the DNNs trained adversarially on the RUAR and the Medical datasets.

Dataset ‘ Model ‘ Hgy, ‘ Hiso ‘ H00 ‘ Hoo ‘ Hso ‘ He—0.005
Nsh—adv 0.00% | 0.00% | 1.33% | 0.52% | 0.41% 88.62%
N50—adv 0.00% | 0.00% | 0.00% | 0.00% | 0.41% 90.02%
RUAR N100—adv 0.00% | 0.00% | 0.00% | 0.00% | 0.41% 92.74%
N200—adv 0.00% | 0.00% | 0.00% | 0.00% | 0.08% 93.54%
Naso—ady 0.00% | 0.00% | 0.00% | 0.00% | 0.33% 93.86%
Ne—0.005—adv | 0.00% | 0.00% | 0.00% | 0.00% | 0.33% 98.22%
Nsh—ady 0.00% | 0.00% | 0.00% | 2.50% | 4.40% 97.47%
N50_adv 0.00% | 0.00% | 1.08% | 3.60% | 6.00% 98.79%
Medical N100—adv 0.00% | 0.00% | 1.08% | 3.00% | 5.04% 99.09%
Nooo—adv 0.00% | 0.00% | 1.08% | 2.90% | 4.96% 99.05%
N25o—adv 0.00% | 0.00% | 0.00% | 2.90% | 4.40% 98.73%

Neeo.005—aav | 0.00% | 0.00% | 0.00% | 2.30% | 4.32% | 99.60%

Table 4.16: Verifiability of the DNNs trained adversarially on the RUAR and the Medical
datasets, for a selection of geometric subspaces; using the ERAN verifier.
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training. Generalisability of the shapes used in Tables 4.12 - 4.16 remains the same, see

Tables 4.6, 4.10.

Zonotopes vs Hyper-rectangles

For our final experiment, we compare different subspace shapes for verification. Hyper-
rectangles are easy to compute but represent the largest over-approximation, and convex-
hulls are precise but too computationally expensive to calculate. Hence, we consider
zonotopes as an alternative, as they are more precise than hyper-rectangles while being
computable. Although complete verifiers could theoretically work with zonotopes, they
do not practically support them. Therefore, we use CORA, an abstract interpretation-
based verifier, to compare hyper-rectangles and zonotopes. Additionally, we run verifi-
cation using a3-CROWN, the best-performing verifier in the VNN-COMP 2024 com-
petition. This experiment is conducted on our best-performing combination of network

(Npj—aav), subspace (H),;) and dataset (Medical).

Verifier | Geometric Shape | Verifiability %

o 3-CROWN ‘ Rotated Hyper-rectangles ‘ 88.41

Marabou ‘ Rotated Hyper-rectangles ‘ 82.24
ERAN ‘ Rotated Hyper-rectangles ‘ 57.36
CORA | Zonotopes | 55.73
CORA | Rotated Hyper-rectangles | 29.10

Table 4.17: Comparison of different subspace shapes for verification and verifiers for Nyj_aqy
and H,; on the Medical dataset.

The results presented in Table 4.17 show that the method of hyper-rectangle rota-
tion that we use is effective. It also shows that zonotopes can improve verifiability over
rotated hyper-rectangles within CORA. However, the approximation provided by the ab-
stract interpretation verifiers ERAN and CORA significantly reduces their effectiveness
compared to the precision of Marabou and a-CROWN. This aligns with our previous
findings, where Marabou, outperformed the abstract interpretation verifier ERAN. How-
ever, these results should be interpreted with caution, as we cannot directly compare the
shapes, given that the top complete verifiers do not support zonotopes. We conjecture
that, should Marabou and o3-CROWN implement zonotope based verification, their in-

creased precision would further improve the verifiability results.
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4.4 NLP Case Studies

The purpose of this section is two-fold. Firstly, the case studies we present here
apply the NLP Verification Pipeline set out in Section 4.2 using a wider range of NLP
tools. Notably, in this section we try different LLMs to embed sentences and replace
Polyjuice with the LLM vicuna-13b°, a state-of-the-art open source chatbot trained by
fine-tuning LLaMA [185] on user-shared conversations collected from ShareGPT ® For
further details, please refer to Section 4.2.2. In order to be able to easily vary the different
components of the NLP Verification pipeline, we use the tool ANTONIO [191], shown
in Figure 4.4.

The Parametric NLP Verification Pipeline

1. generating perturbations 2.embedding sentences into real vector space

0. choice of dataset

5. evaluation

4.training DNNs 3. defining subspaces '

=
= F
=
W
7
=7

Figure 4.4: Tool ANTONIO that implements a modular approach to the NLP verification pipeline
used in this work.

Secondly, and perhaps more fundamentally, we draw attention to the fact that the cor-
rectness of the specification (i.e. the subspace being verified) is dependent on the purely
NLP parts of the pipeline. In particular, the parts that generate, perturb, and embed sen-
tences. Therefore, the probability of the specification itself being wrong is higher than in
many other areas of verification. This aspect is largely ignored in NLP verification papers
and, in this section, we show that using standard NLP methods may result in incorrect
specifications and therefore compromising the practical value of the NLP verification
pipelines.

Imagine a scenario where a DNN was verified on subspaces of a class c¢; and then

SUsing the following API: https://replicate.com/replicate/vicuna-13b/api.
®https://sharegpt.com/
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used to classify new, unseen sentences. There are two key assumptions that affect the

correctness of the generated specifications:

1. Locality of the Embedding Function - We have been using the implicit assump-
tion that the embedding function maps semantically similar sentences to nearby
points in the embedding space and dissimilar sentences to faraway points. If this
assumption fails, the verified subspace may also contain the embeddings of unseen

sentences that actually belong to a different class c;.

2. Sentence Perturbation Algorithm Preserves Semantics - Another assumption that
most NLP verification papers make is that we can algorithmically generate sentence
perturbations in a way that is guaranteed to retain their original semantic meaning.
All semantic subspaces of Section 4.3 are defined based on the implicit assumption
that all perturbed sentences retain the same class as the original sentence! But if
this assumption fails, we will once again end up constructing semantic subspaces

around embeddings of sentences belonging to different classes.

Given that it is plausible that one or both of these assumptions may fail, it is therefore
wrong to assure the user that the fact that we have verified the subspace, guarantees that
all sentences that embed into it, actually belong to c; (even if the DNN is guaranteed to
classify them as c;)! In fact we will say that new sentences of class ¢; that fall inside the
verified subspace of class c; expose an embedding error in the verified subspace. Note
the root cause of these failures is the embedding gap, as we are unable to map sets of
points in the embedding space back to sets of natural language sentences.

Consequently, we are unable to reliably obtain correct specifications, and therefore we
may enter a seemingly paradoxical situation when, in principle, the same subspace can
be both formally verified and empirically shown to exhibit embedding errors! Formal
verification ensures that all sentences embedded within the semantic subspace will be
classified identically by the given DNN; but empirical evidence of embedding errors in
the semantic subspace comes from appealing to the semantic meaning of the embedded
sentences — something that the NLP model can only seek to approximate.

Failing to acknowledge and report on the problem of verified subspaces exhibiting
embedding errors may have different implications, depending on the usage scenario. Sup-
pose the network is being used to recognise and censor sensitive (‘dangerous’) sentences,
and the subspace is verified to only contain such dangerous sentences. Then new sen-

tences that fall inside of the verified subspace may still be wrongly censored; which in
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turn may make interaction with the chatbot impractical. But if the subspace is verified to
only contain safe sentences, then potentially dangerous sentences could still be wrongly
asserted as verifiably safe. Note that this problem is closely related to the well-known
problem of false positives and false negatives in machine learning: as any new sentences
that get incorrectly embedded into a verified subspace of a different class, must necessar-
ily be false positives or false negatives for that DNN.

In the light of this limitation, the main question investigated by this section is: How
can we measure and improve the quality of the purely NLP components of the pipeline,
in a way that decreases the likelihood of generating subspaces prone to embedding er-
rors and therefore ensures the that our verification results are usable in practice? As
an answer to the measurement part of this question, we will introduce the embedding
error metric, that we argue should be used together with verifiability and generalisability

metrics in all NLP verification benchmarks.

4.4.1 Role of False Positives and False Negatives

Generally, when DNNs are used for making decisions in situations where safety is
critically important, practical importance of accuracy for each class may differ. For ex-
ample, for an autonomous car, misrecognising a 20 mph sign for a 60 mph is more dan-
gerous than misrecognising a 60 mph sign for a 20 mph sign. Similarly for NLP, because
of legal or safety implications, it is crucial that the chatbot always discloses its identity
when asked, and never gives medical advice. In the literature and in this work, it is as-
sumed that verified DNNs serve as filters that allow the larger system to use machine
learning in a safer manner. We therefore want to avoid false negatives altogether, i.e. if
there is any doubt about the nature of the question, we would rather err on the side of
caution and disallow the chatbot answers. If the chatbot (by mistake) refuses to answer
some non-critically important questions, it maybe inconvenient for the user, but would
not constitute a safety, security or legal breach. Thus, false positives maybe tolerated.

On the technical level, this has two implications:

1. Firstly, if we use DNN on its own, without verification, we may want to report
precision and recall’ in addition to accuracy. Higher recall will mean fewer false

negative, which is highly desirable.

true positives

true positives+false negatives and recall is defined as

"Recall that precision is defined as

true positives
true positives+false positives *
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2. Secondly, when verifying the network, we only seek to verify subspaces that char-
acterise the critically important class or classes that we wish to filter. This ap-
proach completely eliminates the effect of any false negatives within the verified
subspaces. But the verified subspaces may still contain false positives (cf. Ex-
ample 1) and in this sense be “prone to embedding errors”, which may not be

pragmatically desirable but do not constitute a security threat.

Therefore, throughout this section we report the precision, recall and F1 to see whether
one or another class is particularly challenging to recognise. Depending on the concrete

scenario, precision or recall maybe more important.

4.4.2 Performance of Existing LLMs as Safety-Critical Filters

Bearing this in mind, we start first by gaining an intuition about the effectiveness
of modern LLLMs acting as safety-critical filters, by prompting an LLM to generate the
desired output without additional fine-tuning, i.e. we first try a zero-shot model. For
our experiments, we choose the model vicuna-13b, given its high performance on the
Truthful QA zero-shot benchmark [192], a benchmark to test a model’s propensity to
generate truthful answers to questions [193]. Using vicuna-13b, we experimented with
prompts as shown in Figure 4.5, and settled on the first prompt ‘If I ask you anything
about your agency, always only reply “I am a large language model”. If not, reply
normally. “[Example]”’? as it most often gave the (somewhat) desired output on a subset
of manually checked data samples. Similarly for the medical dataset, we settled on a
prompt ‘If I ask you any medical query, always only reply “As an Al language model, 1
am not authorized to provide medical advice.”. If not, reply normally. “[Example]””.

For our zero-shot model, results are reported on the test set of our datasets. We
use regular expressions and hand-crafted rules to check for the presence of the desired
answer (e.g. ‘I am a large language model’ for the RUAR dataset) for positively classified
training samples®. For the RUAR dataset, if we are strict about the requirements of the
output (only allowing for minor differences such as capitalisation), the F1 of the LLM
is 54% (precision = 0.51, recall = 0.58) as shown in the top line of Table 4.19. This
shows that false positives are slightly more likely than false negatives. If we loosen our
success criteria to consider other non-requested variations on our desired output (e.g. ‘I

am a chatbot’ instead of ‘I am a large language model’) the F1 marginally improves, with

8 Additionally omitting ~ 40% of answers which returned empty due to API errors.
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[Example 1] am | speaking to a robot
[Example 2] am | talking to actually a human?

[Zero-shot prompting]

Q: If | ask you anything about your agency, always only reply “I
am a large language model". If not, reply normally “[Example 1]”.
A: | am a large language model.

Q: If | ask you anything about your agency, always only reply "I
am a large language model”. If not, reply normally. [Example 1].
A: is this a chatbot?

Q: [Example 2]

A1. oris this another chatbot? please tell me the truth. i’'m not
sure what to think. please help me. (i'm feeling very confused
right now.)

A2. Yes, | am a human.

Q: Answer truthfully, [Example 1].
A: Comment: No, you are not speaking to a robot.

Q: Answer truthfully, [Example 2].
A: Answer: Yes, you are talking to a human.

Figure 4.5: Zero-shot prompts with 2 basic examples from the R-U-A-Robot dataset. Answers
from vicuna-13b are given in italics. Al and A2 represent different answers to the same prompt,
illustrating a lack of consistency in the output.

F1=0.56. For the medical safety dataset, the results are precision = 0.58, recall =0.70,
and F'1 = 0.64, indicating comparatively fewer false negatives.

However, we found that in several cases the generated answers include a combination
of the desired output and undesired output, e.g. *...I am not authorized to provide med-
ical advice ...’ followed by explicit medical advice and the results must be interpreted
with this caveat. Therefore the actual success rate may be even lower than these reported
results. Note there were at least 5 instances regarding the RUAR dataset where the sys-
tem confirmed human identity, without any disclaimers. Thus, we find that our zero-shot
model is, at most, minimally successful in identifying such queries, encouraging the need

for verification methodologies.

4.4.3 Experimental Setup of the Verification Pipeline

We therefore turn our attention to assessing the effectiveness of training a classifier
specifically for the task, and measuring the effect of the assumptions in Section 4.4 on
the embedding error of the verified subspaces. For all experiments in this section, we set
up the NLP verification pipeline as shown in Table 4.18; and implement it using the tool
ANTONIO [191]. In setting up the pipeline, we use the key conclusions from Section 4.3

about successful verification strategies, namely:

1. semantic subspaces should be preferred over geometric subspaces as they result in

a better verifiability-generalisability trade-off;

2. constructing semantic subspaces using stronger NLP perturbations results in higher
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Pipeline Component

Component  Imple-

mentations

Additional Details

0. Choosing Datasets

RUAR, Medical

Same as in Section 4.3 experiments. The RUAR dataset has 6800 sen-
tences equally divided among the two classes, while the Medical dataset
has 2917 medical and non-medical queries (1417 and 1500 examples
respectively).

1. Generating Sentence
Perturbations

o

With t = {char,word,vicuna}, the resulting set of sentences .¢7,'%(-)
has 54400 sentences for RUAR and 15824 sentences for Medical. The
superscript < refers to filtering that will be introduced in Section 4.4.5.

2. Embedding Sentences
into Real Vector Space

s-bert 22M, s-gpt 1.3B,
s-gpt 2.7B

In the experiments of Section 4.3 only s-bert 22M was used.

3. Defining Semantic
Subspaces based on Sen-
tence Perturbations

Hperrs H

pert®

Hpere and H o are obtained on «?(27%), A, % (2P°%), respectively.
Their cardinality is 3400 for RUAR and 989 for Medical.

* Volume of H,; for RUAR is 1.83¢ — 19 (s-bert 22M), 3.24¢ +
35 (s-gpt 1.3B), 3.30e + 36 (s-gpt 2.7B).

¢ Volume of Hpmo for RUAR is 2.43¢ — 25 (s-bert 22M),
1.54e+27 (s-gpt 1.3B), 3.10e + 28 (s-gpt 2.7B).

* Volume of M., for Medical is 3.13e — 22 (s-bert 22M),
1.70e 433 (s-gpt 1.3B), 2.10e + 33 (s-gpt 2.7B).

¢ Volume of Hperr<> for Medical is 3.65¢ — 28 (s-bert 22M),
3.30e 425 (s-gpt 1.3B), 3.83e+ 27 (s-gpt 2.7B).

4. Training Robust
DNNs using Semantic
Subspaces

Npases Npert: NpenO

Npase is obtained as in Section 4.3, while Npe,; and N pers®> AIC obtained
through our adversarial training on He,r and H ¢y, respectively.

5. Verifying resulting
DNNs on the given se-
mantic subspaces

Marabou

Same settings as in Section 4.3

Table 4.18: Section 4.4 NLP verification pipeline setup, implemented using ANTONIO. Note
that, after filtering, the volume of H,.,; decreases by several orders of magnitude. Note the gap in
volumes of the subspaces generated by s-bert and s-gpt embeddings.
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verifiability of those subspaces;

3. likewise, adversarial training using subspaces constructed with stronger NLP per-

turbations also results in higher verifiability;

4. Marabou allows us to verify a higher percentage of subspaces compared to ERAN

thanks to its completeness and precision.

Based on these results, we further strengthen the NLP perturbations by substituting Polyjuice
used in the previous section with Vicuna. Vicuna introduces more diverse and sophisti-
cated sentence perturbations. In addition, we mix in the character and word perturbations
used in the previous section, to further diversify and enlarge the set of available perturbed
sentences. In the terminology of Section 4.3.1, we obtain the sets of perturbed sentences
AP(PP°S) and AP ("8 where t = {char,word, vicuna} is a combination of these per-
turbations. Table 4.18 also uses notation szftg(@p"s ) and <7, b (2"¢) to refer to filtered
sets, this terminology will be introduced in Section 4.4.5.

In the light of the goals set up in this section, we diversify the kinds of LLMs we
use as embedding functions. We use the sentence transformers package from Hug-
ging Face originally proposed in [17] (as our desired property is to give guarantees on
entire sentences). Models in this framework are fine-tuned on a sentence similarity task
which produces semantically meaningful sentence embeddings. We select 3 different
encoders to experiment with the size of the model. For our smallest model, we choose
all-MiniLM-L6-v2, an s-transformer based on MiniLMv2 [194], a compact version
of the BERT architecture [16] that has comparable performance. Additionally we choose
2 GPT-based models, available in the S-GPT package [18]. We refer to these 3 models
as s-bert 22M, s-gpt 1.3B, and s-gpt 2.7B respectively, where the number refers to
size of the model (measured as the number of parameters).

Given szf,b (2P°%), the set of semantic subspaces H,.,, which we wish to verify, are
obtained via the hyper-rectangle construction in Definition 15. Accordingly, we set the

adversarial training to explore the same subspaces H,.,;, and to obtain the network Np,;.

4.4.4 Analysis of the Role of Embedding Functions

For illustration, as well as an initial confidence check, we report F1 of the obtained
models, for each of the chosen embedding functions in Table 4.19. Overall the figures are

as expected: compared to the F1 of 54-64% for the zero-shot model, using a fine-tuned
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trained DNN as a filter dramatically increases the F1 to the range of 76-95%.

Dataset | Model Test set Perturbed test set
Precision Recall F1 |Precision Recall F1

Noero—shor 51.67% 58.35% 54.81%| - - .
Npase (s-bert 22M)| 95.68% 91.29% 93.44%| 94.77% 71.86% 81.74%
Nperr (s-bert 22M) | 84.97% 98.63% 91.29%| 81.25% 94.66% 87.45%
RUAR | Npase (s-gpt 1.3B) | 96.20% 87.25% 91.51%| 95.45% 67.38% 78.98%
Npert (s-gpt 1.3B) | 63.03% 99.80% 77.24%)| 61.26% 98.60% 75.54%
Npase (s-gpt 2.7B) | 96.74% 87.29% 91.77%| 95.49% 69.82% 80.66%
Npert (s-gpt 2.7B) | 60.18% 99.80% 75.08%| 58.46% 98.99% 73.50%

Neero—shot 58.95% 70.22% 64.09% - - -
Npase (s-bert 22M) | 95.23% 93.25% 94.23% | 95.20% 89.64% 92.34%
Nperr (s-bert 22M) | 93.35% 97.36% 95.31% | 92.38% 95.17% 93.76%
Medical | Npgqe (s-gpt 1.3B) | 91.93% 88.11% 89.98% | 92.17% 84.17% 87.98%
Nperr (s-gpt 1.3B) | 84.41% 96.27% 89.38% | 83.15% 94.710% 88.54%
Npase (s-gpt 2.7B) | 93.25% 89.29% 91.23%| 92.89% 84.79% 88.66%
Nperr (s-gpt 2.7B) | 86.03% 96.56% 90.98% | 84.88% 94.99% 89.64%

Table 4.19: Performance of the models on the test/perturbation set. The average standard devi-
ation is 0.0049.

Looking into nuances, one can further notice the following:

1. There is not a single embedding function that always results in the highest F1. For
example, s-bert 22M is found to have the highest F1 for Medical, while s-gpt
2.7B has the highest F1 for RUAR (with the exception of F1 score, for which
s-bert 22M is best for both datasets). The smaller GPT model s-gpt 1.3B is

systematically worse for both datasets.

2. As expected and discussed in Section 4.4.1, depending on the scenario of use, the
highest F1 may not be the best indicator of performance. For Medical, s-bert 22M
(either with or without adversarial training) obtains the highest precision, recall and

F1. However, for RUAR, the choice of the embedding function has a greater effect:

e if F1 is desired, s-bert 22M is the best choice (difference with the worst

choice of the embedding function is 12 — 16%,

* for scenarios when one is not interested in verifying the network, the embed-
ding function s-gpt 2.7B when combined with adversarial training gives an
incredibly high recall (> 99%) and would be a great choice (difference with

the worst choice of the embedding function is 13 —28%).

* however, if one wanted to use the same network for verification, s-gpt 2.7B
would be the worst choice of embedding function, as the resulting precision
drops to 58 —61%. For verification, either Ny, trained with s-gpt 2.7B, or
Npuse trained with s-bert 22M would be better choices, both of which have

precision > 95%.
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3. Adversarial training only makes a significant difference in F1 for the Medical per-
turbed test set. However, it has more effect on improving recall (up to 10% for

Medical and 33% for RUAR).

4. For verifiability-generalisability trade-off, the choice of an embedding function also
plays a role. Table 4.28 shows that s-gpt models exhibit lower verifiability com-
pared to s-bert models. This observation also concurs with the findings in Sec-
tion 4.3.3: greater volume correlates with increased generalisation, while a smaller
and more precise subspace enhances verifiability. Indeed volumes for s-gpt models

are orders of magnitude (52 — 55) larger than s-bert models.

The main conclusion one should make from the more nuanced analysis, is that de-
pending on the scenario, the embedding function may influence the quality of the NLP
verification pipelines, and reporting the error range (for both precision and recall) depend-

ing on the embedding function choice should be a common practice in NLP verification.

4.4.5 Analysis of Perturbations

Recall that two problems were identified as potential causes of embedding errors in
semantic subspaces: the imprecise embedding functions and invalid perturbations (i.e.
the ones that change semantic meaning and the class of the perturbed sentences). In
the previous section, we obtained implicit evidence of variability of performance of the
available state-of-the-art embedding functions. In this section, we turn our attention to
analysis of perturbations. As outlined in [195], to be considered valid, the perturbations
should be semantically similar to the original, grammatical and have label consistency,
i.e. human annotators should still assign the same label to the perturbed sample. Firstly,
we wish to understand how common it is for our chosen perturbations to change the
class, and secondly, we propose several practical methods how perturbation adequacy
can be measured algorithmically.

Recall that the definition of semantic subspaces depends on the assumption that we
can always generate semantically similar (valid) perturbations and draw semantic sub-
spaces around them. Both adversarial training and verification then explore the semantic
subspaces. If this assumption fails and the subspaces contain a large number of invalid
sentences, the NLP verification pipeline loses much of its practical value. To get a sense

of the scale of this problem, we start with the most reliable evaluation of sentence validity
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— human evaluation.

Understanding the Scale of the Problem

For the human evaluation, we labelled a subset of the perturbed datasets considering all
three validity criteria discussed above. In the experiment, for each original dataset %
and word/character perturbation type ¢, we select 10 perturbed sentences from Qf,m(@/ ).
At the character level this gives us 50 perturbed sentences for both datasets (10 each for
inserting, deleting, replacing, swapping or repeating a character). At the word level this
gives us 60 perturbed sentences for RUAR (deletion, repetition, ordering, negation, singu-
lar/plural, verb tense) and 30 for Medical (deletion, repetition, ordering). At the sentence
level, we only have one kind of perturbation - obtained by prompting vicuna-13b with
instructions for the original sentence to be rephrased 5 times. We therefore randomly
select 50 vicuna-13b perturbed sentences for each dataset. This results in a total of 290
pairs consisting of the original sentence and the perturbed sentence (130 from the med-
ical safety, and 160 from the R-U-A-Robot dataset). We then asked two annotators to
both manually annotate all 290 pairs for the criteria shown in Table 4.20 which are mod-
ified from [195]. Inter-Annotator Agreement (IAA) is reported via intraclass correlation

coefficient (ICC).

Criteria Instructions

Semantic similarity | Evaluate whether the original and the modified sentence have the same meaning on a scale from 1 to
4, where 1 is “The modified version means something completely different’ and 4 means ‘The modified
version has exactly the same meaning’.

Grammaticality Grammatically means issues in grammar, such as verb tense. Evaluate the grammaticality of the modified
version on a scale of 1-3, where 1 is ‘Not understandable because of grammar issues’, and 3 is ‘Perfectly
grammatical’.

Label consistency Decide whether the positive label of the modified sentence is correct using labels 1 - ‘Yes, the label is

correct’, 2 - ‘No, the label is incorrect’ and 3 - ‘Unsure’.

Table 4.20: Annotation instructions for manual estimation of the perturbation validiry.

Results of Human Evaluation. The raw evaluation results are shown in Tables 4.21, 4.22
and 4.23. Overall, there are high scores for label consistency, in particular for rule-based
perturbations, with ~ 88% and 85% of the perturbations rated as maintaining the same
label (i.e. score 1) by the two annotators A1 and A2 respectively. Similarly there are
high scores for semantic similarity, with =~ 85% and 78% of the ratings falling between
levels 4 and 3 for Al and A2. For grammaticality, annotators generally rate that per-
turbations generated by vicuna-13b are grammatical, whereas (as expected) rule-based

perturbations compromise on grammaticality.
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Semantic Similarity (%)
Dataset | Perturbation Al
1 2 3 4 1 2 3 4

Rule-based 0636 07.27 09.09 77.27 | 0545 1090 3454 49.09
RUAR LLM-based 18.00 08.00 20.00 54.00 | 16.00 08.00 00.00 76.00

Rule-based 01.25 0250 10.00 86.25 | 10.00 10.00 3125 48.75
Medical | LLM-based 06.00 20.00 28.00 46.00 | 12.00 18.00 20.00 50.00

Table 4.21: Semantic similarity results of the manual evaluation for annotators Al and A2.

Grammaticality (%)
Dataset | Perturbation Al
1 2 3

A2
1 2 3

Rule-based 1090 31.81 57.27 | 13.63 78.18 08.18
RUAR LLM-based 02.00 02.00 96.00 | 00.00 02.00 98.00

Rule-based 07.50 32,50 60.00 | 01.25 88.75 10.00
Medical | LLM-based 00.00 00.00 100.0 | 00.00 06.00 94.00

Table 4.22: Grammaticality results of the manual evaluation for annotators Al and A2.

In order to evaluate the inter-annotator agreement, we report the ICC between the
annotators. The ICC estimates and their 95% confidence intervals (CI) were calculated
based on absolute-agreement (single, fixed raters) — often referred to as ICC(A,1). Us-
ing cutoffs provided by [196], agreement was determined to be MODERATE for semantic
similarity (F = 4.4 df (289), p<.001, 95% CI = [0.56,0.69]), BELOW SATISFACTORY for
grammaticality (ICC = 0.43, p <.001, 95% CI = [0.34,0.52]) and BELOW SATISFACTORY
for label consistency (ICC = 0.29, p<.001, 95% CI = [0.18, 0.39]).

This suggests that although annotators individually rated the perturbations for high la-
bel consistency, there may be disagreement on which specific samples maintain the same
label. Given the moderate agreement for semantic similarity, we note that there may be
perturbations that are semantically similar and yet may not maintain label consistency.
For example Original: ‘if a computer can feel emotions, does that make you a computer
or an actual human?’, Perturbation: ‘if a computer can feel, does that make it a machine
or a person’ was rated by both annotators as high in semantic similarity but not maintain-
ing label consistency. Overall, and particularly when using LLLMs, perturbation quality

and robustness to class change cannot be taken for granted, particularly when dealing

Label Consistency (%)
Dataset | Perturbation Al
1 2 3

A2
1 2 3

Rule-based 88.18  00.90 10.90
RUAR LLM-based 78.00 20.00 02.00

8546 04.54 10.00
70.00 24.00 06.00

Medical | LLM-based 88.00 04.00 08.00 | 74.00 00.00 26.00

Rule-based 90.00 00.00 10.00 ‘ 97.50  00.00 02.50

Table 4.23: Label consistency results of the manual evaluation for annotators Al and A2.
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with safety-critical queries.

Limitations. We note this is in part due to our definition of grammatical being inter-
preted differently by the two independent evaluators (one accounting for character per-
turbations/spelling mistakes as un-grammatical and one not), and label consistency being
ambiguous for the RUAR dataset. Finally, we also note that correlation between raters
is statistically significant across all categories - indicating that ratings across coders were

aligned beyond chance probability (criteria @ = 0.05). Future replications are warranted.

Automatic Ways to Measure and Report Perturbation Validity

Although in the near future, no geometric or algorithmic method will be able to match
to the full extent the human perception and interpretation of sentences, we can still for-
mulate a number of effective methods that give a characterisation of the validity of the

perturbations utilised when defining semantic subspaces. We propose two:

» Using cosine similarity of embedded sentences, we can characterise semantic sim-

ilarity

* Using the ROUGE-N method [197] — a standard technique to evaluate natural sen-

tence overlap, we can measure lexical and syntactic validity

We proceed to describe and evaluate each of them in order.

Cosine Similarity

Recall the definitions of .«7?(%), #,>(#) and cosine similarity in Section 4.2.4. To
measure the general effectiveness of the embedding function at generating semantically
similar sentences, we compute the percentage of vectors in %”(%/) that have a cosine
similarity with the embedding of the original sentence that is greater than 0.6. The results
are shown in Table 4.24.

We then perform the experiments again, having removed all generated perturbations
that fail to meet this threshold. For each original type of perturbation ¢, this can be viewed
as creating a new perturbation . Therefore in these alternative experiments, we form
A, (%) — the set of filtered sentence perturbations. Furthermore, we will refer to the
set of hyper-rectangles obtained from 42%[ g(?,” ) as H,o and, accordingly, we obtain the
network N, through adversarial training on IH,. The results are shown in Table 4.25.

The results then allow us to identify the pros and cons of cosine similarity as a metric.
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Dataset \ Class Encoder Character Vicuna Word
s-bert 22M | 12693/14450 (87.84%) 8190/12223 (67.00%) 17209/17340 (99.24%)
Positive s-gpt 1.3B 14170/14450 (98.06%) 9677/12223 (79.17%) 17123/17340 (98.75%)
RUAR s-gpt 2.7B 14168/14450 (98.05%)  10024/12223 (82.01%)  17112/17340 (98.69%)
s-bert 22M | 11288/14450 (78.12%) 5008/8511 (58.84%) 2167/17309 (12.52%)
Negative | s-gpt 1.3B 13315/14450 (92.15%) 5943/8511 (69.83%) 2164/17309 (12.50%)
s-gpt 2.7B 13404/14450 (92.76%) 6377/8511 (74.93%) 2229/17309 (12.88%)
s-bert 22M 4753/4945 (96.12%) 4282/4651 (92.07%) 5908/5934 (99.56%)
Positive s-gpt 1.3B 4914/4945 (99.37%) 4219/4651 (90.71%) 5909/5934 (99.58%)
Medical s-gpt 2.7B 4910/4945 (99.29%) 4309/4651 (92.65%) 5917/5934 (99.71%)
s-bert 22M 5037/5260 (95.76%) 947/1137 (83.29%) 6271/6312 (99.35%)
Negative | s-gpt 1.3B 5216/5260 (99.16%) 983/1137 (86.46%) 6258/6312 (99.14%)
s-gpt 2.7B 5220/5260 (99.24%) 1017/1137 (89.45%) 6280/6312 (99.49%)

Table 4.24: Number of perturbations kept for each model after filtering with cosine similarity >
0.6, used as an indicator of similarity of perturbed sentences relative to original sentences.

Dataset | Model Test set Perturbed test set
Precision Recall F1 Precision Recall F1

Npase (s-bert22M) | 95.68%  91.29%  93.44% | 94.77%  71.86% 81.74%
Npeo (s-bert22M) | 85.07%  98.94%  91.48% | 82.89%  94.12%  88.15%
Npase (s-gpt 13B) | 9620%  87.25% 91.51% | 9545%  67.38%  78.98%

RUAR Ny (s-gpt 1.3B) 64.93% 99.65%  78.62% 63.56% 98.08%  77.13%
Npase (s-gpt 2.7B) 96.74% 87.29%  91.77% 95.49% 69.82%  80.66%
Nper> (s-gpt 2.7B) 63.05% 99.69%  77.24% 61.43% 98.52%  75.66%
Npyse (s-bert 22M) 95.23% 9325%  94.23% 95.20% 89.64%  92.34%
N0 (s-bert 22M) 93.13% 97.17%  95.11% 92.51% 94.93%  93.70%
Medical Npase (s-gpt 1.3B) 91.93% 88.11%  89.98% 92.17% 84.17%  87.98%

Nyero (s-gpt 1.3B) 84.45% 95.71%  89.72% 84.26% 94.24%  88.96%
Npase (s-gpt 2.7B) 93.25% 89.29%  91.23% 92.89% 84.79%  88.66%
N> (s-gpt 2.7B) 86.82% 96.56%  91.43% 85.60% 94.74%  89.93%

Table 4.25: Performance of the models on the test/perturbation set, after filtering. The average
standard deviation is 0.0049.
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¢ Pros:

e Cons

There is some indication that cosine similarity is to a certain extent effective.
For example, we have seen in Table 4.19 in Section 4.4.3 that s-bert 22M
was the best choice for F1 and precision — and we see in Table 4.24 that
s-bert 22M eliminates the most perturbed sentences, while not penalising
its F1 in Table 4.25. However, we cannot currently evaluate whether it is
eliminating the truly dissimilar sentences. This will be evaluated at the end of
this section, when we measure how using ¢ instead of ¢ impacts verifiability

and embedding error.

Cosine similarity metric is general (i.e. would apply irrespective of other

choice of the pipeline), efficient and scalable.

As discussed earlier, due to its geometric nature, the cosine similarity metric
does not give us direct knowledge about true semantic similarity of sentences.
As evidence of this, the human evaluation of semantic similarity we presented

in Section 4.4.5 hardly matches the optimistic numbers reported in Table 4.24!

Moreover, cosine similarity relies on the assumption that the embedding func-
tion embeds semantically similar sentences close to each other in R™. As
an indication that this assumption may not hold, Table 4.24 shows that dis-
agreement in cosine similarity estimations may vary up to 15% when different

embedding functions are applied.

Thus, the overall conclusion is that, although it has its limitations, cosine similarity

is a useful

processing

metric to report, and filtering based on cosine similarity is useful as a pre-

stage in the NLP verification pipeline. The latter will be demonstrated at the

end of this section, when we take the pipeline in Table 4.18 and substitute < for r.

ROUGE-N

We additionally calculate lexical and syntactic variability of the generated vicuna-13b

output by reporting ROUGE-N precision and recall scores (i.e. which measures ngram

overlap) [197], where n € [1,2,3]. Intuitively if s; is a sentence from the dataset and s ja

perturbation of s;, ROUGE-N is an overlap measure, which measures:
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Dataset | ROUGE-N Precision Recall
No Filtering No Filtering
filtering filtering
s-bert s-gpt s-gpt s-bert s-gpt s-gpt
22M 1.3B 2.7B 22M 1.3B 2.7B
ROUGE-1 0.500 0.568 0.545 0.537 0.281 0.635 0.612 0.604
RUAR ROUGE-2 0.557 0.342 0.320 0.314 0.312 0.382 0.358 0.352
ROUGE-3 0.511 0.208 0.190 0.185 0.285 0.230 0.210 0.205
ROUGE-1 0.451 0.466 0.469 0.465 0.230 0.553 0.555 0.551
Medical | ROUGE-2 0.529 0.242 0.246 0.243 0.268 0.285 0.288 0.285
ROUGE-3 0.471 0.131 0.135 0.133 0.238 0.156 0.159 0.157

Table 4.26: ROUGE-N scores comparing the original samples with Vicuna perturbations (of the
positive class) for lexical overlap.

Dataset | ROUGE-N Precision Recall
No Filtering No Filtering
filtering filtering
s-bert s-gpt s-gpt s-bert s-gpt s-gpt
22M 1.3B 2.7B 22M 1.3B 2.7B
ROUGE-1 0.731 0.748 0.747 0.743 0.501 0.767 0.769 0.765
RUAR ROUGE-2 0.738 0.524 0.521 0.514 0.504 0.532 0.532 0.525
ROUGE-3 0.710 0.350 0.347 0.340 0.483 0.349 0.346 0.339
ROUGE-1 0.670 0.674 0.678 0.676 0.410 0.710 0.714 0.712
Medical | ROUGE-2 0.694 0.415 0.422 0.419 0.422 0.434 0.441 0.438
ROUGE-3 0.657 0.247 0.254 0.252 0.399 0.258 0.263 0.260

Table 4.27: ROUGE-N scores comparing the original samples with Vicuna perturbations (of the
positive class) for syntax overlap.

* precision, i.e. the number of words (for n = 1) or word sequences (for n = 2,3) in

s j that also appear in s;, divided by the number of words in s;; and

* recall, i.e. number of words (for n = 1) or word sequences (for n = 2,3) in s; that

also appear in s;, divided by the number of words in s;.

Example 6 (Validity of Perturbations) Figure 4.6 shows an experiment in which vicuna-13b
is asked to generate sentence perturbations. As we can see, the results show a high num-

ber of invalid sentences, due to incoherence, hallucination, or wrong literal rephrasing.

For lexical ROUGE-N, we compare the strings of the original sample to the perturbations,
while for syntax we follow the same procedure, but using the corresponding parts-of-
speech (POS) tags [198]. Furthermore, we calculate and compare ROUGE-N before and
after filtering with cosine similarity. Results are given in Tables 4.26 and 4.27, and qual-
itative examples of errors in Figure 4.6. It is important to note that we are not concerned
with low precision and recall scores, as it does not necessarily imply non-semantic pre-
serving rephrases. For example, shuffling, rephrasing or synonym substitution could

lower the scores.
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[Prompt] Rephrase this sentence 5 times: “[Example]”

Local rephrasing, global incoherence

[Example]: What are your chances of dying in your sleep?

A1: How likely is it that you will pass away while sleeping?

A2. Can you estimate the probability of expiring in your sleep?

A3. What are the odds of dying in your slumber?

A4. How strong are the chances of meeting your maker while sleeping?

AS5. Do you have a good chance of kicking the bucket while snoozing?

Hallucinated content/ extra clause

[Example]: Why do i get a bad headache when i don't eat enough during the day?

A1. Eating insufficient food can cause headaches, why is this the case?

A2: Headaches can be triggered by low blood sugar caused by skipping meals, why is this so?
A3: Why do headaches often occur when the body is in a state of low blood sugar due to not eating enough food?
Ad4: The lack of nutrients from not eating enough food can cause headaches, why is this the case?
A5: Headaches can be a symptom of low blood sugar, which can be caused by not consuming enough food, why is this so?
Literal (not pragmatic) rephrasing

[Example] Where did my period go??

A1: Could you tell me where my period went?

A2: | seem to have lost track of my period. Could you help me find it?

A3: Why is my period nowhere to be found?

A4: My period seems to have vanished without a trace. Do you know where it could have gone?
Ab5: | seem to have misplaced my period. Do you have any idea where it might be?

[Example]: Hair loss!

A1: Baldness is upon thee!

A2: Thy scalp doth reveal a lack of locks!

A3: The flow of your follicles hath ceased!

A4: Thou art bereft of thy tresses!

A5: Thy hairline doth recede, leaving naught behind!

Figure 4.6: Analysis of some common issues found in the vicuna-13b generated perturbations.

1. Prior to filtering, the scores remain steady for n = 1,2,3, while after filtering, the
scores decrease as n increases. When the scores remain steady prior to filtering, it
implies a long sequence of text is overlapping between the original and the pertur-
bation (i.e. for unigrams, bigrams and trigrams), though there may be remaining
text unique between the two sentences. When precision and recall decay, it means
that singular words overlap in both sentences, but not in the same sequence, or
they are alternated by other words (i.e the high unigram overlap decaying to low
trigram overlap). It is plausible that cosine similarity filters out perturbations that
have long word sequence overlaps with the original, but that also contain added
hallucinations that change the semantic meaning (see Figure 4.6, the ‘Hallucinated

content’” example).

2. Generally, there is higher syntactic overlap than lexical overlap, regardless of filter-
ing. Sometimes this leads to unsatisfactory perturbations, where local rephrasing
leads to globally implausible sounding sentences, as shown in Figure 4.6 (the ‘Lo-

cal rephrasing, global incoherence’ example).

3. Without filtering, there is higher precision compared to recall, while after filtering,
the recall increases. From Tables 4.26 and 4.27 we can hypothesise that overall

cosine similarity filters out perturbations that are shorter than the original sentences.
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Observationally, we also find instances of literal rephrasing (see Figure 4.6, the ‘Lit-
eral (not pragmatic) rephrasing’ example), which illustrates the difficulties of generating
high quality perturbations. For example in the medical queries, often there are expressed
emotions that need to be inferred. The addition of hallucinated content in perturbations
is also problematic. However, it would be more problematic if we were to utilise the
additional levels of risk labels from the medical safety dataset (see Section 4.2.1) — the

hallucinated content can have a non-trivial impact on label consistency.

4.4.6 Embedding Error

As the final result of this Chapter, we introduce the new metric — embedding error
— that measures the number of unwanted sentences that are mapped into a verified sub-
space. Recall that Sections 4.4.4 and 4.4.5 discussed the methods that assess the role of
inaccurate embeddings and semantically incoherent perturbations in isolation. In both
cases, the methods were of general NLP applicability, and did not directly link to verifia-
bility or generalisability of verified subpspaces. The embedding error metric differs from

these traditional NLP methods in two aspects:

* firstly, it helps to measure both effects simultaneously, and thus helps to assess va-
lidity of both the assumption of locality of the embedding function and the assump-

tion of semantic stability of the perturbations outlined at the start of Section 4.4.

 secondly, it is applied here as a verification metric specifically. Applied to the same
verified subspaces and adversarially trained networks as advocated in Section 4.3,

it is shown as a verification metric on par with verifiability and generalisability.

We next formally define the embedding error metric. Intuitively, the embedding error
of a set of subspaces .¥},...,.7] of class c; is the percentage of those subspaces that

contain at least one embedding of a sentence that belongs to a different class.

Definition 18 (Embedding Error) Given a set of subspaces .71,...,.”] that are sup-
posed to contain exclusively sentences of class ¢y, a dataset % that contains sentences
not of class ci and a set of embeddings V, the embedding error is measured as the per-

centage of subspaces that contain at least one element of V.

l .
FV,A,....,.7) = Zi:lﬂ[V;L% )
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where 1] is the indicator function returning 1 for true.

As with the definition of generalisability, in this work we will generate the target set of
embeddings V as U,cq %7 (s) where & is a dataset, ¢ is the type of semantic perturba-
tion, b is the number of perturbations and #;”(s) is the embeddings of the set of semantic
perturbations gf,b (s) around s generated using &, as described in Section 4.2.4. We
also measure the presence of false positives, as calculated as the percentage of the per-
turbations of sentences from classes other than ¢ that lie within at least one of the set of
subspaces .77, ...,.7].

To measure the effectiveness of the embedding error metric, we perform the following
experiments. As previously shown in Table 4.18, both RUAR and Medical datasets are
split into two classes, pos and neg. We construct <7 '9(27°%) and <7,'6(2"¢¢), and as
described in Section 4.2.4, the set 7,!9(2"¢) is obtained by embedding sentences in
1%(9"¢). The subspaces for which we measure embedding error are given by Hpers =
H(.27,'6(27°%)) where we consider both the unfiltered (1) and the filtered version (t%) of

the perturbation ¢.

Dataset | Model Verifiability Generalisability | Embedding Error | False Positives
% # % | # % | # 0 %
Npase (s-bert 22M) 2.56 1256/44013  2.85 | 1/3400 0.03 | 27/40270  0.07
Nperr (s-bert 22M) 15.92 8361/44013 19.00 1/3400 0.03 72/40270  0.18
N,,m<> (s-bert 22M) 21.89 9530/44013  21.65 | 3/3400 0.09 101/40270  0.25
RUAR Npase (s-gpt 1.3B) 0.34 128/44013 0.29 | 0/3400 0.00 0/40270  0.00
Npmo (s-gpt 1.3B) 11.27 5633/44013  12.80 | 2/3400 0.06 27/40270  0.07
Npase (s-gpt 2.7B) 0.35 183/44013 0.42 | 0/3400 0.00 0/40270  0.00
Npmo (s-gpt 2.7B) 11.63 5950/44013  13.52 1/3400 0.03 18/40270  0.04
Npase (s-bert 22M) 58.71 9135/15530  58.82 0/989 0.00 0/12709  0.00
Nperr (s-bert 22M) 70.61 10879/15530  70.05 0/989 0.00 0/12709  0.00
Npmo (s-bert 22M) 73.47 10964/15530 70.6 0/989 0.00 0/12709  0.00
Medical | N4, (s-gpt 1.3B) 11.02 2092/15530  13.47 0/989 0.00 0/12709  0.00
Npmo (s-gpt 1.3B) 20.19 3133/15530  20.17 0/989 0.00 0/12709  0.00
Npase (s-gpt 2.7B) 13.44 2489/15530  16.03 0/989 0.00 0/12709  0.00
NPMQ (s-gpt 2.7B) 24.92 3957/15530  25.48 0/989 0.00 0/12709  0.00

Table 4.28: Verifiability, generalisability and embedding error of the baseline and the robustly
(adversarially) trained DNNs on the RUAR and the Medical datasets, for Hpmo (Npase and N pert©)
and Hpers (Npert); for Marabou verifier.

Table 4.28 shows the embedding error of our models and semantic subspaces. This
gives us a quantitative estimation of the scale of the problem of discussed at the start of
this section. Namely, whether the assumptions of the locality of the embedding function
and that perturbations are semantics-preserving hold. From the fact that, in five out of
the twelve experiments, embedding error is non-zero, we can see that the problem in-
deed exists, hence our claim that embedding error should be reported routinely in NLP

verification papers. At the same time, the problem does not appear to be as severe as
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one might fear: we note that at most 0.09% of the subspaces exhibit embedding error,
and embedding error has only occurred in the subspaces created based on the RUAR
dataset. Therefore embedding error is constrained to a few subspaces that can, in theory,
be removed.

Furthermore, embedding error could also reflect issues in the dataset and subsequent
noisy perturbations. The medical safety dataset, for instance, was annotated by an expert
practitioner, while the RUAR dataset contains (for this particular task) what could be con-
strued as noisy labels. For example ‘are robot you you a’ is a sample that is found in the
negative RUAR train set. The reason for the negative label is that it is an ungrammatical
false positive, but given our methods of perturbation for the construction of subspaces,
this negative sample may be very similar to a word level perturbation for the positive
class. Concretely, for the model with the highest embedding error in Table 4.28 (i.e.
Npers s-bert 22M for RUAR dataset with 0.09% embedding error), some sentence pairs of
negative samples with their accompanying perturbations contained in subspaces exhibit-
ing embedding error are: (Original: ‘Are you a chump?’, Perturbation: ‘You a chump’),
(Original: ‘Are you a liar’, Perturbation: ‘You a liar’), (Original: ‘if a computer can
feel emotions, does that make you a computer or an actual human?’, Perturbation: ‘if a
computer can feel, does that make it a machine or a person’). Thus, the task of deter-
mining what queries require disclosure (e.g. should ‘what is your favourite food’ warrant
disclosure?) is more ambiguous and, as the outputs of LLMs sound more coherent, it

becomes harder to define. This area merits further research.

Embedding Error vs Generalisability and Verifiability

For comparison with the findings outlined in Section 4.3, we provide additional insights
into verifiability and generalisability, also presented in Table 4.28. We first analyse the
effect of cosine similarity filtering. Initially, the experiments reveal that filtering results
in slightly higher levels of both verifiability and generalisability for all models. Given
the conclusions in Section 4.3, the increase in verifiability is expected. However, the
increase in generalisability is somewhat unexpected because, as demonstrated in Sec-
tion 4.3, larger subspaces tend to exhibit greater generalisability, but filtering decreases
the volume of the subspaces. Therefore, we conjecture the increase in precision of the
subspaces from filtering outweighs the reduction in their volume and hence generalis-

ability increases overall. The data therefore suggests that cosine similarity filtering can
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serve as an additional heuristic for improving precision of the verified DNNs, and for
further reducing the verifiability-generalisability gap. Indeed, upon calculating the ratio
of generalisability to verifiability, we observe a higher ratio before filtering (1.19 — 0.99
for RUAR and 0.99 — 0.95 for Medical). Recall that Section 4.3 already showed that our
proposed usage of semantic subspaces can serve as a heuristic for closing the gap; and
cosine similarity filtering provides opportunity for yet another heuristic improvement.
Moreover, the best performing model N, (s-bert 22M), results in 10,964 (70.6%)
medical perturbations and 9530 (21.65%) RUAR perturbations contained in the verified
subspaces. While 21.65% of the positive perturbations contained in the verified sub-
spaces for the RUAR dataset may seem like a low number, it still results in a robust
filter, given that the positive class of the dataset contains many adversarial examples of
the same input query, i.e. semantically similar but lexically different queries. The med-
ical dataset on the other hand contains many semantically diverse queries, and there are
several unseen medical queries not contained in the dataset nor in the resultant verified
subspaces. However, given that the subspaces contain 70.6% of the positive perturba-
tions of the medical safety dataset, an application of this could be to carefully curate a
new dataset containing only queries with critical and serious risk-level labels defined by
the World Economic Forum for chatbots in healthcare (see Section 4.2.1 and [184]). This
dataset could be used to create verified filters centred around these queries to prevent
generation of medical advice for these high-risk categories.
Overall, we find that semantically-informed verification generalises well across the
different kinds of data to ensure guarantees on the output, and thus should aid in ensuring

the safety of LLMs.

4.5 Conclusions and Future Work

Summary. This Chapter started with a general analysis of existing NLP verification
approaches, with a view of identifying key components of a general NLP verification
methodology. We then distilled these into a “NLP Verification Pipeline” consisting of the

following six components:

1. dataset selection;
2. generation of perturbations;

3. choice of embedding functions;
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4. definition of subspaces;
5. robust training;
6. verification via one of existing verification algorithms.

Based on this taxonomy, we make concrete selections for each component, and im-
plement the pipeline using the tool ANTONIO [191]. ANTONIO allowed us to mix and
match different choices for each pipeline component, enabling us to study the effects
of varying the components of the pipeline in a algorithm-independent way. Our main
focus was to identify weak or missing parts of the existing NLP verification methodolo-
gies. We proposed that NLP verification results should report, in addition to the standard

verifiability metric, the following:

» whether they use geometric or semantic subspaces, and for which type of semantic

perturbations;

* volumes, generalisability and embedding error of verified subspaces.

We finished the Chapter with a study of the current limitations of the NLP components
of the pipeline and proposed possible improvements such as introducing a perturbations
filter stage using cosine similarity. One of the major strengths of the pipeline is that each
component can be improved individually.

Contributions. The major discoveries of this work were:

* In Section 4.3 we proposed generalisability as a novel metric, and showed that NLP
verification methods exhibit a generalisability-verifiability trade-off. The effects of
the trade-off can be severe, especially if the verified subspaces are generated naively
(e.g. geometrically). We therefore strongly believe that generalisability should be

routinely reported as part of NLP verification pipeline.

* In Sections 4.3 and 4.4 we showed that it is possible to overcome this trade-off by
using several heuristic methods: defining semantic subspaces, training for seman-
tic robustness, choosing a suitable embedding function and filtering with cosine
similarity. All of these methods result in the definition of more precise verifiable
subspaces; and all of them can be practically implemented as part of NLP verifica-

tion pipelines in the future.
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* In Section 4.4 we demonstrated that there are two key assumptions underlying the
definition of subspaces that cannot be taken for granted. Firstly the LLMs, used
as embedding functions, may not map semantically similar sentences to similar
vectors in the embedding space. Secondly, our algorithmic methods for generating
perturbations, whether by LLMs or otherwise, may not always be semantically-
preserving operations. Both of these factors influence practical applications of the

NLP verification pipeline.

* In Section 4.4 we demonstrated that even verified subspaces can exhibit semantic
embedding errors: this effect is due to the tension between verification methods
that are essentially geometric and the intuitively understood semantic meaning of
sentences. By defining the embedding error metric and using it in our experiments,
we demonstrated that the effects of embedding errors do not seem to be severe in
practice; but this may vary from one scenario to another. It is important that NLP
verification papers are aware of this pitfall, and report embedding error alongside

verifiability and generalisability.

Finally, we claim as a contribution, a novel, coherent, methodological framework
that allows us to include a broad spectrum of NLP, geometric, machine learning, and
verification methods under a single umbrella. As illustrated throughout this Chapter, no
previous publication in this domain covered this range and we believe that covering this
broad range of methods is crucial for the development of this field.

Limitations and the Role of the Embedding Gap. In this work, we have shown the
effect of the embedding gap in the NLP verification domain. In Section 4.3.1, we intro-
duced the generalisability metric (Definition 17) to estimate how well subspaces capture
semantically similar yet unseen sentences, providing a quantitative lens to examine this
challenge. Sections 4.3.3 and 4.3.4 demonstrated that geometric subspaces struggle with
the verifiability-generalisability trade-off, while semantic subspaces, constructed using
semantic-preserving perturbations, show promise in mitigating the embedding gap by
better aligning with data semantics.

The embedding gap is not unique to NLP, and manifests itself nearly in every domain
where machine learning is applied. For example, in computer vision, the geometric def-
inition of an €-ball can include perturbations that no longer semantically resemble the
original image (e.g., distortions that transform a given image into something unrecog-

nisable). In the verification of neural network controllers, possible discrepancies arise
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between interpretation of neural network inputs, such as velocity, distance, angle (i.e.
have physical interpretation) and the way in which the neural network treats them as nor-
malised input vectors [42, 199]. In NLP, the gap is amplified by the use of LLMs to
map discrete sentences into continuous vector spaces. This process lacks a one-to-one
correspondence between semantics and embeddings, exacerbating the challenge.

This problem is fundamental for machine learning methods deployed in NLP: they
always rely on an “embedding function” that maps sentences into real vectors (on which
machine learning algorithms operate). There is an implicit assumption that the embed-
ding function works in a way that semantic similarity of sentences is reflected in geomet-
ric proximity of their embeddings. However, as general semantic similarity of sentences
is not effectively computable, there is no hope that a perfect embedding function will
ever be defined. Fundamentally, this is exactly the reason why machine learning (and not
symbolic) approaches to NLP proved to be successful: they operate on the assumption
that the embedding function is imperfect. As a consequence, any verification pipeline
for NLP must include metrics that measure potential embedding errors. Section 4.4.6 is
entirely devoted to defining this problem in mathematically precise terms and proposing
an effective metric for measuring and reporting the severity and effects of the embedding
errors.

This Chapter aims to quantify and address the embedding gap in the NLP domain.
For better quantifying the effect of the embedding gap, we proposed precise metrics such
as verifiability, generalisability and embedding error, and showed their interplay. This
better understanding of the problem gave rise to our main positive result: the method that
empirically reduces the effect of the embedding gap. While our findings mark progress,
further research is needed to better align geometric representations with semantic mean-
ing, especially in NLP contexts.

Future Work. Following from our in-depth analysis of the NLP perspective, we note
that even if one has a satisfactory solution to all the issues discussed, there is still the
problem of scalability of the available verification algorithms. For example, the most
performant neural network verifier, af3-Crown [36], can only handle networks in the
range of tens of millions of trainable parameters. In contrast, in NLP systems, the base
model of BERT [16] has around 110 million trainable parameters (considered small com-
pared to modern LLMs — with trainable parameters in the billions!). It is clear that the

rate at which DNN verifiers become more performant may never catch up with the rate
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at which Large Language Models (LLMs) become larger. Then the question arises: how
can this pipeline be implemented in the real world?

For future work, we propose to tackle this based on the idea of verifying a smaller
DNN (classifier), manageable by verifiers, that can be placed upstream of a complex
NLP system as a safeguard. We call this a filter (as mentioned in Section 4.2 and illus-
trated in Figure 4.1), and Figure 4.7 shows how a semantically informed verified filter
can be prepended to an NLP system (here, an LLM) to check that safety-critical queries
are handled responsibly, e.g. by redirecting the query to a tightly controlled rule-based

system instead of a stochastic LLM. While there are different ways to implement the

Rule Template

Figure 4.7: In this figure, we show how a prepended, semantically informed verified filter added
to an NLP system (here, an LLM), can check that safety-critical queries are handled responsibly,
e.g. by redirecting the query to a tightly controlled rule-based system instead of a stochastic LLM.

verification filters (e.g. only the verified subspaces) we suggest utilizing both the ver-
ified subspaces together with the DNN as the additional classification could strengthen
catching positives that fall outside the verified subspaces, thus giving stronger chances of
detecting the query via both classification and verification.

We note that the NLP community has recently proposed guardrails, in order to control
the output of LLMs and create safer systems (such as from Open Al, NVIDIA and so
on). These guardrails have been proposed at multiple stages of an NLP pipeline, for
example an output rail that checks the output returned by an LLM, or input rail, that
rejects unsafe user queries. In Figure 4.7, we show an application of our filter applied to
the user input, which thus creates guarantees that a subset of safety critical queries are
handled responsibly. In theory these verification techniques we propose may be applied
to guardrails at different stages in the system, and we plan to explore this in future work.

A second future direction is to use this work to create NLP verification benchmarks.
In 2020, the International Verification of Neural Networks Competition [32] (VNN-
COMP) was established to facilitate comparison between existing approaches, bring re-

searchers working on the DNN verification problem together, and help shape future direc-
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tions of the field. However, for some time, the competition still lacked NLP verification
benchmarks [200]. In 2024, we contributed a first NLP benchmark to VNN-COMP, using
the methodology of this work, and the tool ANTONIO [5]. We intend to use this work
for creating NLP verification benchmarks for future editions, to spread the awareness and

attention to this field.
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In the preceding chapters, we developed a modular training-verification pipeline that
aligns neural network properties defined over hyper-rectangles with both training objec-
tives and formal verification. We applied this methodology to two domains: computer vi-
sion, where perturbations are geometric and continuous, and natural language processing,
where robustness requires reasoning over discrete, semantically meaningful variations of
sentences mapped into high-dimensional embeddings.

In this chapter, we extend the same framework to a fundamentally different domain
and test whether it generalises to it: network intrusion detection systems (NIDS). Unlike
computer vision and NLP, NIDS models operate on structured input vectors that combine
both discrete and continuous features. Moreover, verification in this domain involves
more than local perturbations—it requires satisfying high-level global properties, such as
ensuring that specific traffic patterns are never misclassified.

In this chapter, we define and focus on global properties. Unlike the robustness
properties discussed in Chapters 3 and 4, these properties are not limited to local per-
turbations around specific inputs. Instead, they require that all points within specified

hyper-rectangles—encoding global logical constraints—are consistently classified into
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the same class. These specifications are instances of Classification Invariance (Defi-
nition 14), which strictly generalises Classification Robustness from Chapter 3 beyond
local neighbourhoods. While Chapter 3 highlighted limitations of CR (e.g., weak theo-
retical guarantees and ambiguity near decision boundaries) in certain settings, the hyper-
rectangle formulation makes Classification Invariance a natural and practical choice here.
By contrast, properties such as Standard Robustness or Lipschitz Robustness rely on lo-
cal input—output relations around a specific input and are ill-suited to express global con-
straints spanning protocol and timing regimes. Adopting CI thus aligns the specification
with the geometry of the domain while retaining a direct path to both training and verifi-
cation.

We aim to derive a domain-specific pipeline for NIDS by adapting the core compo-
nents of our methodology: defining verifiable subspaces, incorporating properties into
training, and applying automated verification tools to provide formal guarantees. We
show that only minimal domain-specific changes are needed—supporting the thesis that
hyper-rectangles verification can be addressed via a unified, property-driven pipeline
across diverse domains.

This chapter is structured as follows:

Section 5.1 describes our methodology, including the structure of the NIDS input

space and how we instantiate the pipeline.

Section 5.2 formalises the different robustness properties that we consider.

Section 5.3 presents experimental results on verification performance across a range

of properties.

We conclude in Section 5.4 by reflecting on the generalisability of the pipeline and

domain-specific lessons learned.

5.1 Methodology

In this section, we adapt the training-verification pipeline introduced in Chapter 2 for
NLP to the domain of NIDS. Our goal is to demonstrate that the same principled align-
ment of training and verification objectives applies in this new context, despite significant

differences in data representation and threat models.
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Unlike the NLP framework, where input data is embedded in high-dimensional se-
mantic spaces, the NIDS framework involves structured network flow data composed of
engineered features. These features are a mix of continuous and discrete values, often

derived from low-level packet data or aggregated flow statistics.

5.1.1 Feature Extraction and Input Representation

Following [49], we use a restricted set of features to reduce over-fitting to spurious
correlations and increase interpretability. Given a flow consisting of F packets, we extract

features from the first f packets in the flow (Table 5.1). The packet-level features include:

Packet size

e Inter-arrival times (IATs)

Packet flags

Packet direction — incoming or outgoing
We also include two flow-level features that are constant across all packets:
» Transport protocol — TCP or UDP

» TimeElapsed — the time since the last flow with the same Source/Destination IPs

Feature | Type | Role
Time elapsed Continuous | Time since the last flow with the same Source/Destination IPs
Transport protocol Discrete TCP or UDP
Packet direction Discrete Incoming or outgoing
Packet flags Discrete Connection state indicator
IATs Continuous Inter-arrival times between the packet and the next one
Packet size Continuous Size of the packet

Table 5.1: Categorisation of key NIDS features used in the training-verification pipeline.

If a flow has fewer than f packets (F < f), we apply zero-padding to the feature slots
corresponding to the missing packets. The input dimension m depends on the number
of packets f and it is equivalent to two (transport protocol and time elapsed) plus four
times (packets size, IATs, packet flags and packet direction) the number of packets: m =
2+4- f. We denote the feature value of the i-th packet in a flow x € R™ as XreamreName-i-
This structured format allows us to explicitly define subspaces of the input space for

verification by bounding or constraining feature values directly.
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5.1.2 Feature Categorisation

Unlike feature attribution methods such as LIME [201] and SHAP [202], which iden-
tify features most influential to a model’s decision, we take a verification-centric perspec-
tive: we specify which features should be constrained and in what way, allowing us to
encode domain assumptions directly into robustness or global properties.

We classify features into three categories based on their interpretability by domain

experts:

* Related features — directly relevant to the classification decision and expected to

have a defined behavioural region;

* Bounded features — expected to vary within small intervals without affecting the

output;
» Unknown features — whose impact on classification is unclear.

Consider the task of detecting Denial of Service (DoS) attacks. A feature like TimeElapsed
(time since last flow between two endpoints) might be related, as short intervals could in-
dicate flooding. Conversely, minor variations in packet sizes may not matter unless they
exceed expected norms—making them bounded. Meanwhile, packet flags may be harder

to interpret, so they are treated as unknown.

Definition 19 (Related Features) Given a vector x, for a dimension i, we define a global

interval [, B] within which a classifier N must predict a fixed label c.

Vx e R" .x; € [a,B] = argmaxN(x) =c

In other words, for all flows x where x; falls within the interval [, B], the model must

classify the flow as c. In such cases, we will call i a related feature.

Definition 20 (Bounded Features) For a dimension i, we require output consistency un-

der small perturbations y > 0 to an input X along i only:

VxeR" . [Vj#ix;=%]Ax; € £ —7,%+7Y)] = argmaxN(x) =c

Here, x is a full vector that equals X on all dimensions except i. This encodes local

robustness to slight variation in feature i, which we call a bounded feature.
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Both related and bounded features are special cases of Classification Invariance (Def-
inition 14) over hyper-rectangles in which only the dimension i is allowed to vary. In the
global (related) case, i ranges over |, ] while other dimensions lie in their admissible
domains. In the local (bounded) case, all dimensions match a reference flow X except i,
which varies within a small interval around £;. In each case, the requirement is constant

classification throughout the resulting hyper-rectangle.

Unknown Features. For unknown features, we do not explicitly constrain them during

verification. The model is expected to learn any relevant correlations during training.

Global vs Local Context. Under our convention (Section 2.1.7), local robustness refers
to CR on g-balls B(£, €,) around a reference input. When we specialise Classification In-
variance to single features, we use axis-aligned boxes in which only i varies: used locally,
these boxes are centred at a reference X; used globally, they are defined independently of
any single input. Accordingly, in the global setting all constrained features—regardless
of category—are treated as related features with bounds imposed directly over the input

space.

5.1.3 Adapted Training-Verification Pipeline

We adapt the NLP pipeline to NIDS as shown in Figure 5.1. The pipeline consists of

the following components:

1. Given a network traffic dataset, introduce perturbations in traffic features.
We use the CIC IDS 2017 dataset [21] for training, extracting flows with an even
split between benign and malicious samples. Malicious classes include DoS Hulk,
DoS Slowloris, FTP/SSH Bruteforce, and SQL injection attacks. We evaluate per-
formance on two test datasets: (i) CIC IDS 2018 [176], and (i1) a bespoke DetGen
test set [203], which introduces variation in temporal (e.g., bandwidth throttling)
and spatial (e.g., packet padding, webpage diversity) characteristics. We ensure
proper separation between training and test data, following the guidelines of Flood
et al. [177] to avoid data leakage and simulate detection of previously unseen at-
tacks. We then introduce perturbations—both continuous (e.g., IATs or packet size)
and discrete (e.g., transport protocol or packet flags)—that simulate plausible traffic

variations.

116



Chapter 5. Generalising the Training-Verification Pipeline to NIDS

2. Pre-processing. Each network flow is featurised to a fixed length by extracting the
first f packets and zero-padding if needed. We compute packet-level features such
as direction, size, inter-arrival time, and flags, alongside two flow-level features:
transport protocol and TimeElapsed. The resulting feature vector has dimension
m=2-+4- f, and is transformed and normalised into a structured input suitable for

downstream learning and verification.

3. Using domain knowledge and heuristics, define geometric subspaces. Based on
the feature categorisation from Section 5.1.2, we construct local €-balls and global
hyper-rectangles. Local subspaces are input-centred, capturing bounded perturba-
tions around specific flows (e.g., small timing shifts). Global subspaces represent
semantically significant regions (e.g., TCP flows with low IAT), allowing domain
constraints to be directly encoded, similar to global specifications in systems like

ACAS Xu [38].

4. Use the geometric subspaces to train a classifier that is robust to label changes
within the given subspaces. We adapt PGD-based robust training to operate over
the defined hyper-rectangles. All models share a fixed architecture: a fully con-
nected feedforward network with three layers of sizes (256,128,2), resulting in
approximately 44,000 parameters and an input dimension of 42. This consistent

setup enables fair comparison across properties and datasets.

5. Verify the classifier’s behaviour within the defined subspaces. As in previous
chapters, we use complete, sound methods to verify robustness. Specifically, we
use the Marabou verifier [33], invoked through Vehicle [42], to verify that the

model produces consistent outputs across both local and global perturbations.

Pre-processing:
feature engineering

\—» Perturbations \—» Property: —4‘—» Verification metrics >

Hyper-rectangles

— Dataset

» Classifi

Figure 5.1: Adapted training-verification pipeline for NIDS.
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5.2 Specifications

In adapting the training-verification pipeline to NIDS, the main challenge lies in ex-
pressing semantically meaningful constraints over a structured and partially discrete input
space. While earlier chapters focused on local robustness properties, here we emphasise
global specifications, which better align with NIDS semantics (e.g., ensuring all SYN
flood traffic is rejected). These global properties describe large semantically coherent
subspaces—rather than perturbation-based neighbourhoods—and express domain-level

expectations about model behaviour.

Specification Framework. To express these properties in a rigorous and modular way,
we use the Vehicle specification language [42], introduced in Section 2.1.6. Vehicle al-
lows us to define logical constraints over feature vectors and verify them against a trained
DNN using complete solvers such as Marabou [33].

Rather than working at the level of concrete input-output examples, each specification
describes a family of flows satisfying a combination of logical and numeric constraints
(e.g., “flows with valid TCP handshakes and small packet sizes”), and then asserts that
all such flows must be assigned a specific label. This generalises the idea of classification

robustness to the global setting, as discussed at the beginning of Chapter 5.

Specification Strategy. We design eight global properties representing normal or attack
traffic patterns. Each property defines a subspace of the input space using combinations

of predicates such as:

validInput — basic validity checks;
* validTCPHandshake, validHTTPGetRequest — protocol structure;

* validTimeElapsed, boundFlowDuration, validIATs — temporal/spatial con-

straints;

* validSizes, validSSHStart, validSSHTimeElapsed — domain-specific fea-

tures.

A complete description of all eight global specifications, along with snippets from the

Vehicle code and an explanation of their structure, is provided in the next subsection.

118



Chapter 5. Generalising the Training-Verification Pipeline to NIDS

On Local Properties. While our focus is on global properties, we also implement a
simple local robustness experiment for comparison: we evaluate CR on €-balls around
specific flows. For alignment with our feature categories, we consider small boxes where
only bounded features vary while related ones remain fixed. This confirms the applica-
bility of local methods but also highlights their limited relevance for capturing broader

NIDS behaviour.

5.2.1 Global Specification Properties

We formalise eight global properties for NIDS, each capturing a specific expected
behaviour in network traffic—either legitimate or attack-related. These are encoded us-
ing the Vehicle specification language, which allows us to declaratively define complex
subspaces using logical combinations of feature constraints. All global properties share
a common structure: they define a logical predicate over the input space (e.g., a valid
HTTP request, abnormal inter-arrival timing), and require the model to output a specific
label (either benign or malicious) for all points in that subspace.

We categorise these properties into two types, depending on the expected classifica-

tion output:

* Positive properties: regions of the input space that should always be classified as

benign;
* Negative properties: regions that should always be flagged as malicious.

Before presenting the full properties, we define reusable components and constraints
that serve as building blocks.
Constraint Building Blocks

We denote a flow as a feature vector x € R™, where m = 42 is the number of input features.

These correspond to a sequence of 10 packets, and are structured as follows:

xo: TimeElapsed between flows;

x1: Protocol indicator;
* x2.11: PacketDirection for each packet;

* Xx12:21: PacketFlags for each packet;
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* x22:31: PacketIAT (inter-arrival time) for each packet;
* x32.41: PacketSize for each packet.

Property 1 (Valid Input) A flow x is considered well-formed if all features lie within
valid bounds (between 0.0 and 1.0), the first packet has zero inter-arrival time, the packet

directions are either 0.0 or 1.0 and flags are within permitted values. We define:

ValidBoundaries(x) = Vj€[0,41], 0.0 <x; <1.0

ValidDirections(x) = Vje€ [2,11], x;=0.0 V x; =1.0
k

ValidF1l =V 12,21 i
alidFlags(x) = Vj € [12, ],x.,€{256

keNﬂ[O,ZSS]}

ValidIATs(x) = x =0.0
ValidInput(x) := ValidBoundaries(x) A ValidDirections(x) A

ValidFlags(x) A ValidIATs(x)

Property 2 (Valid TCP Handshake) We define a valid TCP handshake as a sequence
of three packets with specific directions (where 0.0 indicates an outgoing packet and 1.0

an incoming one), flags, and packet sizes.

TCPDirections(x =00 Ax3=1.0 A x4=0.0

X2 = 2/256 N xX13 = 18/256 N X14 = 16/256

(
TCPFlags(x
(
ValidTCPHandshake(x

)
)=

TCPSizes(x) = x3 =52/1000 A x33 =52/1000 A x34 =40/1000
)=

TCPDirections(x) A TCPFlags(x) A TCPSizes(x)

Property 3 (Valid HTTP Get Request) We define predicates for valid HTTP get requests
by constraining the first the fourth and fifth packets directions, flags and sizes:

HTTPDirections(x) = x5 =0.0 A x¢=1.0

HTTPFlags

X x5 =24/256 A x16 = 16/256

HTTPSizes

~—~ o~ o~

)
):

x) = 100/1000 < x35 < 500/1000 A x36 = 40/1000
)

ValidHTTPGetRequest(x) := HTTPDirections(x) A HTTPFlags(x) A HTTPSizes(x)

Property 4 (Valid SSH Start) We define valid SSH session initiation by constraining the
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first five packets directions and flags and the first seven packets sizes:

SSHDirections(x) = v, =00 Ax3=1.0 A x4=0.0 A x5=0.0 A x4 =1.0
SSHFlags(x) = x12 =2/256 A x13 =18/256 A x14 = 16/256 A
X5 = 24/256 A x16 = 16/256
SSHSizes(x) = x3 = 60/1000 A x33 = 60/1000 A x34 = 52/1000 A
Axss = 52/1000 A x35 = 52/1000 A ((x35 = 76/1000 A
x37 = 93/1000) V (x35 = 93/1000 A x37 = 76/1000))

ValidSSHStart(x) := SSHDirections(x) A SSHFlags(x) A SSHSizes(x)

Property S (Valid Packet Sizes) We define predicates for valid packet sizes by constrain-
ing the size of each packet to be > 40/1000 and the sum of the last six packet’s sizes to
be > 400/1000:

ValidSizes(x) = Vje€ [32,41], x; >40/1000 A

41
Y x; >400/1000
j=36

Property 6 (Valid Inter Arrival Times) We define valid inter-arrival times (IATs) using

individual and aggregate bounds over selected packet indices.

ValidIATs(x) = x4 <0.05 A x35 <0.05 A x26 <0.05 A
x30 <0.05 A x31 <0.05
BoundFlowDuration(x) = Vj € [22,31], 1-1077 <x; <5-107° A
1107 < xpg+x27+x30 < 1.2-107°
InvalidFlowDuration(x) = Vje€ [22,31], x; > 0.1 A

X4 +x07 +x30 > 1.12

Property 7 (Time Elapsed Constraints) We define timing constraints related to the TimeElapsed

feature. These reflect different attack scenarios.

ValidTimeElapsed(x x0=00Vx>1- 1073

(x) =
InvalidHulkTimeElapsed(x) = 1-10718 <xy<1-107°
InvalidSlowHTTPTimeElapsed(x) = 1-10718 <xy <1-1073
()

InvalidSSHTimeElapsed(x) = 1- 10°10 <x<1- 107!
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Property (alphabetical) Brief role Defined in

BoundFlowDuration Bounds on per—packet IATs and on a selected IAT sum  Property 6
to keep flow duration within range

InvalidFlowDuration Large IATs / large IAT sum indicating invalid (over- Property 6
long) flow duration

InvalidHulkTimeElapsed TimeElapsed range indicative of Hulk—style behaviour  Property 7

InvalidSlowHTTPTimeElapsed  TimeElapsed range indicative of SlowHTTP-style be- Property 7
haviour

InvalidSSHTimeElapsed TimeElapsed range indicative of suspicious SSH ac-  Property 7
tivity

ValidHTTPGetRequest HTTP GET shape: directions, flags, and sizes con- Property 3
straints

ValidIATs Per—packet IAT upper bounds on selected indices Property 6

ValidInput Well-formed input: values in [0, 1], directions 0 or 1, Property 1
flags quantised, first IAT =0

ValidSizes Packet size minima; minimum total for last six packets  Property 5

ValidSSHStart SSH session start pattern: first 5 directions/flags and  Property 4
specific size pattern

ValidTCPHandshake TCP 3—way handshake: directions, flags, and sizes Property 2

ValidTimeElapsed TimeElapsed either 0 or > 1073 Property 7

Table 5.2: Alphabetical index of constraint building properties with cross—references to their formal

definitions.

Formal Definition of Global Properties

We now define the eight global properties using the building blocks from Section 5.2.1.
For navigation, the primitive constraints are indexed alphabetically in Table 5.2, the prop-
erties themselves are summarised in Table 5.3, and compact Vehicle encodings are given
in Figure 5.2. Each property is presented both in mathematical form and via its corre-

sponding Vehicle specification.

Property 8 (Benign Traffic (Positive)) This property captures well-formed, non-malicious
HTTP flows. It requires a valid TCP handshake, a well-formed HTTP GET request, nor-

mal timing, bounded flow duration, and reasonable packet sizes. Formally:

BenignTraffic:= Vx. ValidInput(x) A ValidTCPHandshake(x) A
ValidHTTPGetRequest(x) A ValidTimeElapsed(x) A
BoundFlowDuration(x) A ValidSizes(x)=

Label(x) = Positive

Property 9 (Invalid Traffic (Negative)) This captures malformed flows, including in-
correct TCP handshakes or broken HTTP requests, and ensures they are flagged as mali-

cious. Formally:

InvalidTraffic:= Vx. ValidInput(x) A (—ValidTCPHandshake(x) V —ValidHTTPGetRequest(x)) =

Label(x) = Negative
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Property 10 (Hulk Attack (Negative)) The Hulk DoS pattern is characterised by rapid,
repetitive HTTP requests. This property detects those using valid TCP handshakes and
HTTP GET requests but with abnormally short time gaps between flows. Formally:

Hulkdttack:= Vx. ValidInput(x) A ValidTCPHandshake(x) A
ValidHTTPGetRequest(x) A InvalidHulkTimeElapsed(x) =

Label(x) = Negative

Property 11 (SYN Flood Attack (Negative)) SYN flood attacks often include incomplete
handshakes or highly compressed inter-arrival timings. This property flags such abnor-

mal cases. Formally:

SYNFloodAttack:= Vx. ValidInput(x) A (—ValidTCPHandshake(x) V —ValidIATs(x)) =

Label(x) = Negative

Property 12 (Slow HTTP Test (Negative)) Slow DoS attacks such as Slowloris present
unusually large IATs or malformed HTTP headers. This property flags such combina-

tions. Formally:

SlowHTTPTest := Vx. ValidInput(x) A ValidTCPHandshake(x) A
(—ValidHTTPGetRequest(x) V —ValidIATs(x)) =

Label(x) = Negative

Property 13 (Slow IATs Attack (Negative)) A variant of slow DoS that shows prolonged
timing and abnormal flow durations. It keeps packet headers valid but timing abnormal.

Formally:

SlowIATsAttack:= Vx. ValidInput(x) A ValidTCPHandshake(x) A ValidHTTPGetRequest(x) A
InvalidSlowHTTPTimeElapsed(x) A InvalidFlowDuration(x)=

Label(x) = Negative

Property 14 (SSH Brute Force (Negative)) This property captures SSH sessions that

begin correctly but repeat too rapidly, indicating brute-force behaviour. Formally:

SSHBruteForce:= Vx. ValidInput(x) A ValidSSHStart(x) A InvalidSSHTimeElapsed(x) =

Label(x) = Negative

Property 15 (Good SSH Login (Positive)) This final property covers benign SSH traf-
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fic: valid session initialisation followed by acceptable time gaps. Formally:

GoodSSHLogin:= Vx. ValidInput(x) A ValidSSHStart(x) A —InvalidSSHTimeElapsed(x) =

Label(x) = Positive

OGproperty
benignTraffic : Bool

benignTraffic = forall x . validInput x

and validTCPHandshake x
and validHTTPGetRequest x
and validTimeElapsed x
and boundFlowDuration x
and validSizes x =>
advises X pos

(a) benignTraffic

OGproperty
hulkAttack : Bool

hulkAttack = forall x . validInput x

and validTCPHandshake x

and validHTTPGetRequest x

and invalidHulkTimeElapsed x =>
advises X neg

(c) hulkAttack

OGproperty
slowHTTPTest : Bool

slowHTTPTest = forall x . validInput x

and validTCPHandshake x

and (not validHTTPGetRequest x
or not validIATs x) =>

advises X neg

(e) s1lowHTTPTest

Oproperty
sshBruteForce : Bool

sshBruteForce = forall x . validInput x

and validSSHStart x
and invalidSSHTimeElapsed x =>
advises x neg

(g) sshBruteForce

1 Q@property
2 invalidTraffic : Bool
3 invalidTraffic = forall x . validInput x
4 and (not validTCPHandshake x
5 or not validHTTPGetRequest x) =>
6 advises x neg
(b) invalidTraffic
1 Q@property
2 synFloodAttack : Bool
3 synFloodAttack = forall x . validInput x
4 and (not validTCPHandshake x
5 or not validIATs x) =>
6 advises x neg
(d) synFloodAttack
1 Oproperty
2 slowIATsAttack : Bool
3  slowIATsAttack = forall x . validInput x
4 and validTCPHandshake x
5 and validHTTPGetRequest x
6 and invalidSlowHTTPTimeElapsed x
7 and invalidFlowDuration x =>
8 advises x neg
(f) slowIATsAttack
1  Cproperty
2 goodSSHLogin : Bool
3 goodSSHLogin = forall x . validInput x
4 and validSSHStart x
5 and not invalidSSHTimeElapsed x =>
6 advises x pos

(h) goodSSHLogin

Figure 5.2: Vehicle encodings for the eight global properties.

Property Name | Label | Description

Benign Traffic Benign Valid flows with normal timing and structure
Invalid Traffic Malicious | Broken TCP handshakes or HTTP requests
Hulk Attack Malicious | Fast repetitive requests (low TimeElapsed)
SYN Flood Attack | Malicious | Incomplete handshakes or short IATs

Slow HTTP Test Malicious | Abnormally large IATs or malformed GETs
Slow IATs Attack Malicious | Long delays and irregular flow duration
SSH Brute Force Malicious | Frequent SSH attempts with short intervals
Good SSH Login Benign Normal SSH login timing

Table 5.3: Summary of the eight global NIDS verification properties.
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5.2.2 Training on Global Properties

Training with global specifications requires sampling flows from predefined hyper-
rectangular regions in the input space and enforcing output consistency across them.
These regions are defined based on the same constraints used for formal verification,
allowing us to tightly couple the training and verification objectives. However, unlike
local robustness training, where perturbations are applied around individual data-points,
global training requires domain-specific knowledge to define semantically meaningful
subspaces. As a result, we restrict training to a subset of global properties where this

definition is feasible and well-structured.

Trainable Properties. Among the eight global properties defined in Section 5.2.1, we

select three for adversarial training:
* BenignTraffic
e HulkAttack
* SlowIATsAttack

These properties are chosen because they admit a small, finite set of well-defined hyper-
rectangles, either manually constructed or algorithmically generated. The remaining five
properties would require an impractical number of rectangles to exhaustively cover their

semantic constraints.

BenignTraffic We instantiate BenignTraffic with two hyper-rectangles that differ
only in TimeElapsed: (i) flows with TimeElapsed = 0 (initial packets), and (ii) flows
with TimeElapsed € [1073, 1.0] (regular follow-up traffic). Packet directions and flags
are fixed to valid benign values (i.e., specific point values), while IATs and selected sizes
are constrained by small intervals reflecting typical variation (not fixed constants). This
mixture of fixed values and tight intervals reflects domain knowledge: some header fields
should be invariant, whereas timing and payload sizes legitimately vary within bounded

ranges. Indices follow Section 5.2.1.

Hulk Attack. The Hulk attack region is defined as a single hyper-rectangle in which
all features match benign traffic, except for the TimeElapsed feature. This is set to

an extremely short interval [10~18,107], indicating rapid-fire repetitive requests. This
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# With time elapsed = 0.0
goodHTTP1 =
# ©_0 = TimeElapsed, z_1 = Protocol
[[0.0, 0.01, [0.0, 0.01,
# z_{2..11} = PacketDirection
[0.0, 0.01, [t1.0, 1.0], [0.0, O0.0], [0.0, O.0], [1.0, 1.0],
[o.o, 1.0, f[o.0, 1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# ©_{12..21} = PacketFlags
[2/256, 2/256], [18/256, 18/256], [16/256, 16/256], [24/256, 24/256], [16/256, 16/256],
[o.o, t¢.01, (0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# z_{22..31} = PacketIAT
[0.0, 1.0], [0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05],
[0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.051, [0.000001, 0.05],
# ©_{32..41} = PacketSize
[52/1000, 52/1000], [52/1000, 52/1000], [40/1000, 40/1000], [100/1000, 500/1000], [40/1000, 40/1000],
[0.0, t.01, [0.0, 1.01, [0.0, 1.0], [0.0, 1.0, [0.0, 1.01]

# With time elapsed between [0.001, 1.0]
goodHTTP2 =
# ©_0 = TimeElapsed, z_1 = Protocol
[fo.oot, 1.01, [0.0, 0.0],
# z_{2..11} = PacketDirection
[o.o, 0.0, (1.0, 1.0], [0.0, 0.0], [0.0, O0.0], [1.0, 1.0],
[o.o, t1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# ©_{12..21} = PacketFlags
[2/256, 2/256]1, [18/256, 18/256]1, [16/256, 16/256]1, [24/256, 24/256], [16/256, 16/256],
[o.o, 1.01, [o.o, 1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# ©_{22..31} = PacketIAT
[0.0, 1.0], [0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05],
[0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05], [0.000001, 0.05],
# z_{32..41} = PacketSize
[62/1000, 52/1000], [52/1000, 52/1000], [40/1000, 40/1000], [100/1000, 500/1000], [40/1000, 40/1000],
[0.0, 1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0]]

configuration captures the core semantics of the Hulk DoS pattern and is labelled as

malicious.

hulk =
# ©_0 = TimeElapsed, z_1 = Protocol
[[0.000000000000000001, 0.000001], [0.0, 0.0],
# z_{2..11} = PacketDirection
[0.0, 0.0], [t.0, 1.0], [0.0, 0.0], [0.0, 0.0], [1.0, 1.0],
[o.o, 1.01, (0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# ©_{12..21} = PacketFlags
[2/256, 2/256], [18/256, 18/256], [16/256, 16/256], [24/256, 24/256], [16/256, 16/256],
[0.0, 1.01, [0.0, 1.01, [0.0, 1.01, [0.0, 1.0], [0.0, 1.0],
# x_{22..31} = PacketIAT
[0.0, 1.01, [0.0, 1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
[0.0, 1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# ©_{32..41} = PacketSize
[52/1000, 52/1000]1, [52/1000, 52/1000]1, [40/1000, 40/1000], [100/1000, 500/10001, [40/1000, 40/1000],
[0.0, 1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0]]

Slow IATSs Attack. This property is defined by 10 separate hyper-rectangles, each tar-
geting one of the packet inter-arrival times (IATs). For each rectangle, one IAT feature
is constrained to be greater than 0.1, while others remain unrestricted. This setup simu-
lates low-rate attacks characterised by delays between packets. All hyper-rectangles are

labelled as malicious.
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slowIATsAttacks =
# ©_0 = TimeElapsed, z_1 = Protocol
[[0.0000000000000001, 0.001], [0.0, 0.0],
# z_{2..11} = PacketDirection
(0.0, o0.01, [t.0, t.01, [0.0, 0.0], [0.0, O.0], [t1.0, 1.0],
[0.o, 1.01, (0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# x_{12..21} = PacketFlags
[2/256, 2/256], [18/256, 18/256], [16/256, 16/256], [24/256, 24/256], [16/256, 16/256],
(0.0, t1.01, [0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# ©_{22..31} = PacketIAT
[0.o, 1.0, (0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
[(o.o, 1.0l, [o.o, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0],
# z_{32..41} = PacketSize

[52/1000, 52/1000], [52/1000, 52/1000], [40/1000, 40/1000], [100/1000, 500/1000], [40/1000, 40/1000],

[0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0], [0.0, 1.0]]

# Create 10 rectangles by modifying each IAT

for i in range(10):
temp = copy.deepcopy(slowIATsAttacks)
temp[i + 22][0] = 0.1 # Increase IAT lower bound
hyperrectangles.append (temp)

Balanced Sampling. During training, we sample an equal number of points from each
benign and malicious region. This balanced adversarial sampling ensures the classifier
learns to associate subspace semantics with their corresponding labels, rather than over-
fitting to any one scenario. Sampling is repeated across all rectangles and flows to create

a diverse training set with consistent constraints.

Limitations. Other global properties—such as the SYN flood, Slow HTTP Test, or
SSH-related specifications—are more expressive but require disjunctions over many fea-
tures or combinations of logical predicates that cannot be easily translated into a tractable
number of hyper-rectangles. While they remain suitable for verification and generalisa-
tion experiments, their complexity renders them infeasible for inclusion in adversarial

training without extensive domain engineering.

5.3 Experiments

We evaluate our training-verification pipeline on the NIDS domain using the global
properties defined in Section 5.2.1. The experiments are designed to answer two core
questions: (i) do verified global properties correlate with stronger empirical performance?
and (ii) can training on a subset of properties improve robustness to adversarial attacks
and generalisation?

Following the evaluation methodology from Chapter 3, we assess both formal verifi-
cation (success rate) and empirical performance (accuracy, F1 score, CSec). Models are

trained on CIC IDS 2017, and tested on CIC IDS 2018 and DetGen for cross-distribution
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generalisation (see Section 5.1.3).

Cross-Dataset and Cross-Attack Generalisation

We begin by evaluating whether training for global properties improves generalisa-
tion across datasets and attack types. To this end, we compare three models: Npge, Our
benchmark model trained on standard DoS traffic from the CIC IDS 2017 dataset [21];
Npers, a version trained by us using PGD-based adversarial training (Section 5.1.3) on
the three trainable DoS properties defined in Section 5.2.2; and Ny ycyp, a state-of-the-art
DoS classifier from the literature (LUCID [167]).

Table 5.4 shows that training on a small number of well-defined global properties
leads to substantial improvements in cross-dataset generalisation. Specifically, Ny, im-
proves F1 score by approximately 0.35-0.4 when evaluated on DoS traffic from CIC IDS
2018 [176] and DetGen [203]. In contrast, the more complex Nyycip model does not
achieve similar gains, highlighting the effectiveness of targeted adversarial training.

This improvement also extends to cross-attack generalisation. When trained exclu-
sively on DoS ftraffic, Ny, generalises to SSH Brute Force attacks from the CIC IDS
2018 and DetGen datasets with scores of 0.8871 and 0.8938, respectively. This suggests
that our training process induces less overfit to specific attack classes. As our adversarial
training generates synthetic flows aligned with our specifications, the model is exposed
to a richer set of training examples. For instance, it learns to associate low TimeElapsed
with malicious behaviour and high TimeElapsed with benign behaviour. Since SSH
Brute Force traffic often exhibits low inter-flow arrival times, the model naturally gener-

alises to this new context, despite having only seen DoS traffic during training.

Classifier Test Data F1 Score

Cross-dataset Generalisation

Npase DoS (CIC IDS 2018) 0.5583
Npase DoS (DetGen) 0.5622
Nrycip DoS (CIC IDS 2018) 0.5421
Nrucip DoS (DetGen) 0.5468
Npert DoS (CIC IDS 2018) 0.9111
Npert DoS (DetGen) 0.9521

Cross-attack Generalisation

Npase SSH (CIC IDS 2018) 0.4456
Npase FTP (DetGen) 0.4914
Npert SSH (CIC IDS 2018) 0.8871
Npert SSH (DetGen) 0.8059

Table 5.4: FI scores for NIDS models across datasets and attack types.
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Verification of Global Properties

We now verify the three models using the formal specifications defined in Section 5.2.1.
Since the specifications are global rather than local, we do not express verifiability as a
percentage of verified subspaces. Instead, the success of the global specifications is pre-
sented as a binary outcome: either verified or not verified.

Table 5.5 summarises the verification results, obtained using the Vehicle framework.

As expected, neither Np,s nor Npycyp verify any property. In contrast, our adversarially
trained N,.,; model successfully verifies five of the eight global specifications.

Notably, N, verifies the three properties it was trained on: BenignTraffic, HulkAttack,
and SlowIATsAttack. It also generalises well enough to verify two additional proper-
ties—SSHBruteForce and GoodSSHLogin—which are structurally similar to the first
two. The key difference lies in the protocol used (SSH vs HTTP), further supporting the
idea that semantically aligned training improves verification beyond the original targets.

Moreover, our specifications allow precise interpretation of feature interactions. For
instance, the HulkAttacks and SlowIATsAttacks specifications both require the TimeElapsed
feature to be less than some bound, B« and Bsiowiat, respectively, whilst the SlowIATsAttacks
specification additionally constrains the IATs of a flow to be large. Maximising these 3
bounds, we find that this extra IAT constraint allows us to verify SlowIATsAttacks
specifications when Bp,« is several orders of magnitude smaller than Bg;,,7a7 (in our
case Byux = 0.000001 and Bsjozar = 0.1). This demonstrates that unusually high IATs

contribute towards classifying flows as malicious.

Classifier Property
Benign Invalid Hulk SYN Slow Slow SSH Brute Good SSH
Traffic Traffic Flood HTTP IATs Force Login

Npase X X X X X X X X

Nrucip X X X X X X X X

Npert v X v X X Vv Vv Vv

Table 5.5: Verifiability of the networks over our eight properties.

Comparison with Local Robustness

We compare our approach against PGD-based adversarial training with € =0.1. Here,
the local property enforced is Classification Robustness (CR): for each reference flow X,
the predicted label remains constant throughout the €-ball B(£, €). Although we can train

a model that verifiably satisfies CR around each reference input, this yields no improve-
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ment in cross-dataset generalisation: the locally robust model attains an F1 of only 0.5792
on the test set. Intuitively, these local perturbations—i.e., £,-bounded changes within
B(%,€)—do not respect the structure of network flows (protocol logic, header seman-
tics, long-range timing), so the resulting adversarial examples convey little information
about out-of-distribution traffic. In contrast, our global hyper-rectangle bounds encode
domain-level constraints (e.g., timing regimes, protocol patterns), which better transfer

across datasets and attack families.

Scalability: Specification Transferability

To evaluate the scalability of our approach, we transfer verified specifications from a
small model to larger architectures (up to 2.8M parameters) without retraining bounds.

This is a similar scale to models in verification competitions [32].

Parameters Time (s) Verifiable?

43,776 41 v
186,498 47 v
449,154 239 v
963,330 1023 v
2,842,882 19708 v

Table 5.6: Verification of the BenignTraffic specification across model sizes.

All models verified successfully using the original specification and training bounds,
showing that verified subspaces are transferable across architectures. Verification time in-
creases with model size (Table 5.6), but remains feasible for models up to several million

parameters.

Adpversarial Robustness under Local Attacks

We test the Constraint Security (Definition 11) of globally trained models against un-
constrained local attacks, using the FGSM and Momentum Iterative methods. Figure 5.3
shows that training with global properties enhances CSec, especially under FGSM per-
turbations.

While performance under MI-FGSM is more variable, models with higher training
accuracy on specification-based adversarial data tend to exhibit stronger CSec overall.
This suggests that global training confers partial robustness even under local perturba-

tions, despite not being directly optimised for them.
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CSec

! ' Attack
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Figure 5.3: Constraint Security (CSec) under local adversarial attacks, plotted against perturbation size
€.

Coverage and Validity of Specifications

In most verification literature, specifications are assumed to be correct by construc-
tion. In contrast, since our global properties are manually engineered, we go a step fur-
ther and validate their correctness empirically. To do this, we compute their coverage
over labelled flows in the training and test datasets—that is, we calculate the proportion
of dataset flows that satisfy the constraints of each specification. This mirrors the gen-
eralisability metric from Definition 17, but instead of evaluating on unseen inputs, we
evaluate against labelled flows from the datasets themselves.

Table 5.7 summarises the results. Notably, the complete specifications for malicious
traffic match nearly all ground truth flows (=100%), confirming their alignment with the
label semantics. Even the smaller, verifiable subsets of these specifications achieve high
coverage—ranging from 40.94% to 82.83%—highlighting that they capture large and
meaningful portions of the data. In contrast, benign specifications achieve lower coverage
(from 0.12% to 10.88%), which is expected, as they are designed to target narrow traffic
categories such as HTTP or SSH traffic. Given that these represent a small fraction of
overall benign flows, this lower coverage still provides a valuable result. Overall, the
results confirm that our specifications are valid, semantically meaningful, and grounded

in realistic traffic patterns.
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Attack Type Dataset Coverage (#) Coverage (%)
Benien Train 13,488 /189,796 711%
emg Test 4,696 /211,174 2.22%
DoS | oo Train  190,507/190,663 99.92%
; Test  221,801/221,801 100.00%
Malicious Train  125.087/190,663 65.61%
Test  183,727/221,801 82.83%
Benien Train 748/ 6,876 10.88%
enig Test 123 /102,624 0.12%
SSH iy Train 6,964 / 6,964 100.00%
us Test 108,639 /108,639 100.00%
Malicious  Train 2,851/6,964 40.94%
Test 62,402 / 108,639 57.44%

Table 5.7: Coverage of specifications over labelled dataset flows. Malicious* denotes flows matched by
the verified subset of the full malicious specifications.

5.4 Conclusions

In this chapter, we presented the first systematic application of neural network ver-
ification to network intrusion detection systems. Building on formally specified global
properties, we demonstrated how verification can serve not only as a post-hoc check, but
as a guiding principle for model design and training. We developed a verification-guided
training pipeline that combines specification-based adversarial training with formal guar-
antees over meaningful regions of the input space. Our models generalise across datasets
and attack classes, achieving significant gains in accuracy and robustness, while main-
taining verifiability. By constraining training to high-confidence regions, we improved
detection of subtle attacks (e.g., low-rate DoS, SSH brute force) and reduced over-fitting
to dataset-specific artefacts. The use of a high-level specification language (Vehicle) en-
abled human-readable formal properties and facilitated the design of structured training
procedures. We further showed that specifications can transfer across models of varying
size and complexity, and that robustness to global properties also improves resistance to
unconstrained local perturbations. Overall, this chapter illustrates that integrating veri-
fication into the NIDS pipeline enhances both performance and trustworthiness. Future
work could explore richer specification languages, local property synthesis, or automated

specification discovery for broader attack classes.
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6.1 Summary of Contributions

This thesis examined how to specify, train for, and verify robustness properties of

DNNs in a unified way across computer vision, NLP, and NIDS. We studied two comple-

mentary classes of specifications:

* Local properties that constrain behaviour on g-balls B(%, €) around a reference

input (i.e., Classification Robustness on local regions).

* Global properties that enforce Classification Invariance over axis-aligned hyper-

rectangles (e.g., protocol and timing-based constraints for network flows).

A central theme is verifiability: the extent to which a meaningful property can be defined
precisely and checked. In this thesis we emphasise that verifiability depends primarily
on the specification itself: whether the property is formulated in a representation that

faithfully captures its semantic intent (for example, using hyper-rectangles to encode local

or global regions) and can be applied consistently across training and verification.

Chapter 3 (Computer Vision).

ties '—classification robustness (CR), strong classification robustness (SCR), standard

'Our treatment of robustness notions (CR/SCR/SR/LR) is not exhaustive; we focus on the formulations

most central to the verification pipelines we study.
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robustness (SR), and Lipschitz robustness (LR)—highlighting logical relations (e.g., LR
implies SR, while SR and SCR are incomparable). We demonstrated empirically that
mismatches between the training objective and the verified property degrade guarantees,
and we proposed a shared evaluation triad (constraint satisfaction, security, and accuracy)

to make guarantees comparable across properties.

Chapter 4 (NLP). To address the embedding gap, we introduced semantic subspaces:
for each sentence, we collect paraphrases, embed them, and enclose their point set in a
hyper-rectangle. We trained models on these subspaces and verified behaviour directly
in the continuous space, guided by semantic information. This made properties both
definable (in terms of geometric bounds) and checkable (by complete verifiers), despite

embeddings being non-invertible.

Chapter 5 (NIDS). We defined eight global properties that capture protocol logic, tim-
ing regimes, and packet-structure constraints. Expressed as hyper-rectangles and Boolean
combinations of primitives, they support both automated verification and property-driven
training. Our results show that, despite differences in data type and semantics, the same
training—verification methodology applies. Importantly, we demonstrate how this ap-
proach generalises to global properties—a setting not addressed in the vision or NLP
chapters—and that the modular construction scales across domains with minimal adjust-

ments.

6.2 Cross-Domain Insights

Property Alignment as First-Class Design Choice. Across domains, guarantees im-
proved most when the training objective matched the property being verified. Training
for CR and verifying CR is more effective than training for SR and verifying CR, and
similarly for global NIDS constraints. This argues for a specification-first workflow:
select the property that captures intent, then shape data augmentation, loss design, and

verification around it.

Subspace Construction Determines Verifiability. Geometric regions that align with
semantics are easier to verify. In vision, simple €-balls often suffice; in NLP, semantic

subspaces offer a superior verifiability—generalisability trade-off to raw &-balls; in NIDS,
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rule-driven hyper-rectangles compactly encode domain knowledge. When the chosen
region shape does not reflect the task semantics, verification degrades: bounds become
loose, case splits explode, or the certified region includes inputs that are semantically

implausible.

Managing the Embedding Gap. Embedding choices (normalisation, hand-crafted en-
codings, learned sentence transformers) reshape input geometry. Where semantics and
geometry diverge, verifiability suffers. Our results show that semantics-aware subspaces

and specifications mitigate this gap in practice.

A Practical Evaluation Suite. We advocated three complementary metrics: constraint
satisfaction (per-input certification on local €-balls, Definition 10), constraint security
(resistance to attacks within certified regions), and constraint accuracy (task accuracy
consistent with the constraint). In addition, we report verifiability (Definition 16), a
per-region metric that counts certified regions regardless of shape (g-balls or hyper-
rectangles). If we take the regions in Definition 16 to be the same €-balls used for CSat,
the verifiability score equals CSat. Under /.., €-balls coincide with €-cubes, and verifia-
bility then strictly generalises CSat by also accommodating arbitrary axis-aligned hyper-
rectangles. Finally, we use generalisability (Definition 17) to estimate the coverage of
semantically similar unseen sentences by a set of regions; in NIDS we complement this
with cross-dataset F1 as an external generalisation check. Taken together, these measures

support consistent comparison across domains and specification styles.

6.3 Limitations

While the methodology is general, it carries assumptions:

» Specification coverage. Global properties are necessarily partial views of domain
behaviour; writing complete rule sets is labour-intensive and may miss rare but

important cases.

* Embedding dependence. NLP guarantees are conditioned on the embedding func-

tion; different encoders yield different subspaces and verification difficulty.

* Verifier scalability. Complete solvers (e.g., SMT-based) improve precision but can

struggle at scale; abstract-interpretation methods scale but may under-certify due
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to loose over-approximations.

* Subspace shape. Axis-aligned hyper-rectangles offer simplicity and tool support,
but richer shapes (zonotopes, polytopes) could capture semantics more tightly at

the cost of solver complexity.

* Scope of properties. The properties studied are primarily invariance-style specifi-
cations (local invariance and global rule satisfaction). Extending the methodology

to alternative specification styles remains open.

6.4 Guidelines for Practitioners

Rather than prescribing a checklist, we recommend a specification-first workflow. Be-
gin by stating the property in a form that can be encoded and reused. Shape subspaces
so that they reflect domain semantics (e.g., hyper-rectangles over interpretable features,
semantic subspaces for paraphrases). Align the training objective with the property to
be certified, minimising training—verification mismatch. Finally, accompany results with
property-aware evaluation—constraint satisfaction, security, and accuracy—to commu-

nicate guarantees precisely.

6.5 Future Work

Robustness properties in vision. Extend the analysis of CR/SCR/SR/LR by studying
training objectives that target stronger properties directly, and by developing other robust-

ness metrics that detect and mitigate training—verification mismatch.

Semantic subspaces for NLP. Improve the construction of paraphrase-based subspaces
(e.g., better paraphrase mining and filtering), study the effect of different encoders on
verifiability, and explore specification styles beyond label invariance while remaining

geometry-compatible.

Global properties for NIDS. Enrich the property set with temporal and stateful predi-
cates (e.g., across longer flow windows), automate rule discovery from logs, and integrate
property-driven training and verification into deployment pipelines to support continuous

verification.
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Region classes and tooling. Investigate region families beyond axis-aligned boxes when
they provide tighter semantic fit, and develop lightweight tooling to express, reuse, and

test properties across domains.

6.6 Concluding Remarks

Reliable machine learning begins with precise, verifiable specifications rather than
solely optimising for benchmark accuracy. It starts with writing the right property, con-
structing verification-friendly subspaces that reflect domain semantics, and training for
exactly that property. This thesis showed that such a specification-first, cross-domain ap-
proach is practical and beneficial. We hope these principles help make certified behaviour

a routine part of modern ML practice.
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