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Tutorial Sheet 2

Data Structures and Algorithms

Cryptography

1. Consider the following message: ‘meet me midnight’ 

a) Encrypt the message using a transpositional cipher with key 3, and show the ciphertext

b) Encrypt the message using a Vigenere cipher with key ‘bed’, and space as the 27th letter of the alphabet.
2. Use a Vignere cipher with key ‘bed’, and space as the 27th letter of the alphabet, to decrypt the following ciphertext:

HZRBKYPEJWS

3. Break the following simple transpositional cipher, show the key and the plaintext.

FIOROSDYOGFODOOU

4. What kind of cryptanalysis techniques can you employ to break the following ciphertext? Identify the cipher used, and show both the key and plaintext.

MJWJ  NX  F  XZLLJXYNTS KTW  YMJ  YZYTWNFQ  –  XJJ NK  DTZ  HFS KNSI  TZY  FGTZY  YMJ  ANLJSJWJ XVZFWJ. NY  NX  VZNYJ  TKYJS  ZXJI KTW  YMJ  TSJ  UFI FUUWTFHM  YT   HWDUYTLWFUMD.

5. Having decoded the above message, 

i) Use a web browser to do as it suggests ( 
ii)  Use a Vigenere square (or tableau) to encrypt ‘some  message’ with key     ‘mykey’

6. Discover and explain why real ciphers 
a) don’t encrypt spaces, and 
b) don’t leave spaces in the ciphertext as in Question 4 above. Instead of using spaces, how is ciphertext usually presented?
7. Describe how the RSA public key system works.

