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Tutorial Sheet 2

Data Structures and Algorithms

Solution


Cryptography

1. Consider the following message: ‘meet me midnight’ 

a) Encrypt the message using a transpositional cipher with key 3, and show ciphertext

M  T E  I   I   T

E  _   _  D G  *

E M M N  H  *

Ciphertext: MTEIITE__DG*EMMNH*

b) Encrypt the message using a Vignere cipher with key ‘bed’, and space as the 27th letter of the alphabet.

Plaintext:    m e e t _ m e _ m i d n i g h t

Add key:     2 5 4 2 5 4 2 5 4 2 5 4 2 5 4 2
Ciphertext:  O J I V E Q G E Q K I R K L L V
2. Use a Vignere cipher with key ‘bed’, and space as the 27th letter of the alphabet, to decrypt the following ciphertext:

Ciphertext:       H Z R B K Y P E J W S
Subtract key:    2 5 4 2 5 4 2 5 4 2 5 
Plaintext:          f u n _ f u n _ f u n

3. Break the following simple transpositional cipher: FIOROSDYOGFODOOU

Try k = 2 columns: rows of 16/2 = 8

F I  OROS DY

OG FODOOU

Can’t be k = 3 columns: 16/3 is not an integer and there are no filler characters

Try k = 4 columns:

F  I  O  R

O S  D Y

O G  F O

D O O U

Plaintext: Foodisgoodforyou

4. Frequency analysis and looking for common short words (digrams/trigrams) are the best cryptoanalysis techniques I think – or brute force given that it has a simple key! 

It’s a Caesar cipher with key 5

Plain-alphabet:

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
Crypto-alphabet: 

F G H I J K L M N O P Q R S T U V W X Y Z A B C D E

Plaintext: 

HERE IS A SUGGESTION FOR THE TUTORIAL – SEE IF YOU CAN

FIND OUT ABOUT THE VIGENERE SQUARE. IT IS QUITE OFTEN USED FOR THE ONE PAD APPROACH TO CRYPTOGRAPHY.

5. Vigenere Square or tableau is an aid to Vigenere encryption. The idea is to write out the alphabet for each value of K. The key then tells you which of these alphabets to use:
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etc.

plaintext 
=  ‘ some  message’

key 

=  ‘ mykey’

Each letter of the key then tells you which cryptoalphabet to use. For example, ‘s’ would be encrypted by looking up the alphabet beginning with ‘m’ i.e. k = 12. The mapping of ‘s’ in that alphabet would then be used, so would be encrypted as ‘e’.
6. Discover and explain why real ciphers 

a) don’t encrypt spaces

Space is by far the most common character, and so makes the cipher vulnerable to statistical attacks. Punctuation is likewise omitted.
b) don’t leave spaces in the ciphertext as in (Question 4.) above. Instead of using spaces, how is ciphertext presented?

Including spaces in the ciphertext makes it easy to identify digrams and trigrams. Instead the ciphertext is split into fixed-size groups, e.g. the ciphertext in Question 4 with a group size of 5 appears as:
MJWJN  XFXZL  LJXYN  TSKTW  YMJYZ  YTWNF  QXJJN  KDTZH FSKNS  ITZYF  GTZYY MJANL  JSJWJ  XVZFW JNYNX  VZNYJ  TKYJS  ZXJIK TWYMJ  TSJUF  IFUUW  TFHMY THWDU YTLWF UMD

7. 



































































Public key component


(N,s)





N, s and q are prime numbers – typically very large, e.g. 100 digits.





RSA algorithm was worked out by three guys, who worked out the algorithm to encode/decode by converting the message to a number and put through a mathematical formula shown left.
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SENDER





P(M) = C = M  mod N





P = public key


M = plain message


C = encrypted message
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RECEIVER





S(P(M)) = M = C  mod N





P = public key


S = private key


M = plain message


C = encrypted message
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Private key component


(N,q)








