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Abstract. We discuss insider attacks on RFID protocols with a focus
on RFID tag privacy and demonstrate such attacks on published RFID
protocols. In particular, we show attacks on a challenge-response pro-
tocol with IND-CCA1 encryption and on the randomized hashed GPS
protocol.

We then show that IND-CCA2 encryption can be used to prevent in-
sider attacks and present a protocol secure against insider attacks. The
protocol is based solely on elliptic-curve operations.

1 Introduction

Radio frequency identification (RFID) tags are inexpensive devices that com-
municate wirelessly with RFID readers. Due to their low fabrication cost, their
small size, and their ability to uniquely identify an item, RFID tags are found
in a myriad of everyday objects. RFID tags can, for instance, be embedded in
passports [1], electronic fare tickets [2], library books [3], and clothes [4]. They
are often passively powered and respond to any query. Embedding such tags in
items we always carry with us leads to privacy concerns. To protect the privacy
of the RFID tag bearer while maintaining the tag’s functionality, a vast number
of cryptographic RFID protocols have been proposed.

Designing a secure and private RFID protocol is difficult for a number of
reasons. Tags are computationally limited due to their small size and the absence
of an active power source. Implementing full-fledged cryptography often makes
tags too expensive or the communication with them too slow. Yet, attackers have
a broad range of possibilities to attack an RFID system, from eavesdropping on
communications to studying and tinkering with a tag’s circuits.

Insider attacks. In this paper, we study insider attacks on RFID protocols. In-
sider attacks are a major source of security breaches of computer systems in
general. Some estimates even show that the majority of breaches (70% - 90%)
are caused by insiders [5]. One can think of various scenarios for insider attacks.
For instance, a malicious merchant may want to cheat one of his customers, a
disgruntled employee may want to inflict damage on his employer’s assets, or a
legitimate user of a system could be compromised and used in an attack against
another user. The latter is the case when a computer system is infected with
malware or Trojan horses and used to attack another, more important, system.
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Common to all insider attacks is that the adversary abuses the credentials and
knowledge of one compromised user to violate a particular security goal of an-
other user.

Many cryptographic protocols achieve security in the absence of insider at-
tackers, but fail to achieve their security goals when insider attackers are present.
A well-known example is the Needham-Schroeder protocol [6], which was first
proven to be secure [7], but later shown to be flawed in the presence of insider
attackers [8]. It is therefore not surprising that standard frameworks for security
protocol analysis assume that the adversary controls one or more malicious users
in the system [9-11].

To perform an insider attack, the adversary needs the key material stored
in one legitimate tag. Since RFID tags are often used as hardware tokens, the
users of RFID tags usually have no access to the key material. However, one
can think of several practical scenarios for the adversary to acquire the key
material. For instance, RFID tags are often not sufficiently tamper resistant. If
the adversary is a user of the RFID system he can reverse engineer and obtain
the key material of one of his own tags. In an entirely different scenario, the
adversary could compromise the manufacturer of RFID tags or influence the key
generation process for a number of tags.

Our contribution. The main goal of this paper is to show the relevance of insider
attacks on privacy of RFID protocols and designing a purely elliptic-curve-based
protocol that resists insider attacks.

As a starting point, we take the widely used RFID adversary model originally
proposed by Vaudenay [12]. We argue that none of the eight adversary classes
proposed in the model faithfully represents insider attackers. We characterize the
powers of insider attackers by restricting its oracle access. We then show insider
attacks on a collection of protocols. More precisely, we show that the randomized
hashed GPS protocol [13] does not resist insider attacks. Furthermore, we show
that an IND-CCA1 secure encryption scheme is not sufficient to resist insider
attacks.

We then design a purely elliptic-curve-based RFID protocol that withstands
insider attacks. As a basis, we use a protocol proposed by Vaudenay and the
hash-free public key encryption scheme of Cramer and Shoup. The construction
of such a protocol is interesting for several reasons. Public key-based protocols
alm to maintain privacy against strong attackers. In fact, it can be shown that
public-key cryptography is necessary to achieve strong privacy [12]. Asymmetric
protocols also enable efficient tag lookup procedures on the reader’s side. These
are important when there is a large number of tags in the system as well as
to defend against timing attacks [14]. Damgard and Pedersen have shown that
in a system with symmetric keys, either privacy, security, or efficiency has to
be sacrificed [15]. The protocol we present is currently the only protocol based
solely on elliptic-curve cryptography that resists insider attacks.



2 Preliminaries

2.1 RFID privacy

We adopt the RFID privacy model by Hermans et al. [16] which is a refinement of
the widely used privacy model by Vaudenay [12]. We give a minimal description
of the model and refer the reader to the original paper [16] for full details. The
model assumes a reader R and a set of tags 7. The adversary A can interact
with the reader and the tags by means of querying oracles.

Tags may either be in the vicinity of the adversary (we call the tag drawn) or
out of the vicinity of the adversary (free). If a tag is drawn, it gets a temporary
identity vtag through which it can be addressed by the adversary. Initially, all
tags are free tags.

The model defines a game-based definition of privacy. The experiment in
which the adversary participates is as follows. The experiment chooses a bit b
at random. The adversary is then allowed to interact with readers and tags by
accessing oracles. At the end of the experiment, the adversary returns a guess
for the value of b. If the guess is correct, the adversary wins the experiment.

The following eight oracles define the capabilities of the adversary.

— CREATETAC — Tj: creates a new legitimate tag T;.

— LAUNCH — 7, m: makes the reader launch a new protocol instance m and
returns the first message m sent by the reader.

— DrAWTAG(T;,T;) — vtag: moves the tags T; and T; from the set of free
tags to the set of drawn tags. A fresh identifier vtag is created and the tuple
(vtag,T;,T;) is stored. The identifier vtag can be used to address the tag T5.
If T; or Tj is already drawn, then L is returned.

— FREE(vtag): removes the tuple (vtag,T;,T;) and moves tags T; and T} to the
set of free tags. The tag T}, is rest, that is, its volatile memory is erased.

— SENDTAG(m, vtag), — m': looks up the tuple (vtag,T;,T;) and sends the
message m to T; (if b = 0) or T (if b = 1). The oracle call returns the tag
response m/'.

— SENDREADER(m, ) — m’: Sends the message m to the reader’s protocol
instance m. If the message m corresponds to the message that the reader
expected, he responds with message m’. If no active protocol instance 7
exists, L is returned.

— REsuLT(m) — 2 when the protocol instance with identifier = completed
successfully, the oracle returns 1, otherwise 0. If no protocol instance 7 exists,
1 is returned.

— CORRUPT(T;) — S: Returns the state S of the tag. The state contains the
current values of the variables mentioned as initial knowledge of the tag. If
the tag T; is drawn, L is returned.

Definition 1 (Privacy). A protocol is said to be private if for all polynomial
adversaries A, the probability that A wins the experiment is smaller than 1/2+¢
for € negligible in the security parameter.



The privacy model defines eight adversary classes by restricting access to the
CoORRUPT and RESULT oracle. The eight classes are obtained by separating four
modes of access to the CORRUPT oracle and two modes of access to the RESULT
oracle.

The corruption separation is based on the time in the game, at which the
attacker may corrupt tags. A strong adversary can corrupt tags at any time.
The same holds for a destructive adversary, with the restriction that he cannot
query any other oracles on the corrupted tag. A forward adversary can corrupt
tags only at the end of the game and a weak adversary cannot corrupt tags at
all.

A second separation concerns the ability of the attacker to recognize whether
a protocol execution between a reader and a tag was successful. In many practical
situations this is a reasonable assumption. For instance, in an RFID system
for electronic transport tickets, a reader flashing a green light indicates that
authentication was successful while a red light indicates it failed. In the model,
we call an adversary with access to the RESULT oracle wide, while an adversary
with no access to the RESULT oracle is called narrow.

2.2 Elliptic curves and Cramer-Shoup

Let Far be a finite field with 2™ elements. Let £ be the group of Faon-rational
points of an ordinary elliptic curve over Fo.. That is, £ denotes the set of points
which satisfy the equation y? + zy = 3 + az? + b, with a,b € Fan being fixed
parameters, together with O, the “point at infinity”, which serves as the group’s
neutral element. We will assume that the group £ contains a subgroup G of large
prime order p and small index in &.

In the following, we recall the elliptic-curve version of the Cramer-Shoup
public-key encryption scheme. In section 4.3 we will use and recall the hash-free
variant of the scheme.

Cramer-Shoup public-key encryption scheme. Let P, € G, P, # O and 1 <
w,c,d,z < p be randomly chosen, system-wide parameters and let h be a
collision-resistant hash function. Set P, = wP;, C = c¢P,, D = dP,, H = zP;.
The tuple (P, Py,C, D, H) is the RFID reader’s public key and (w,c,d, 2) its
secret key.

To encrypt a message M € G, we choose a random integer 1 < r < p and
compute Uy = rPy, Uy = rPoy, E = rH + M, o = h(U1,Us,F), and V =
rC + raD. The ciphertext is (Uy,Us, E, V).

To decrypt, correctness of V' and U, needs to be verified first. For this,
a = h(Uy,Us, E) is computed, then V' is compared to c¢U; + adU; and U, is
compared to wU;. If the terms are equal, then the plaintext is recovered via
M=F — ZU1.



3 Insider attacks

Insider attackers are a class of adversaries whose powers are not accurately rep-
resented by any of the eight classes of the privacy model [16,12]. The four modes
of corruption restrict the adversary with respect to when he corrupts tags, but
not with respect to which tags he corrupts. If the adversary can corrupt tags he
can corrupt all tags. We call this type of corruption full corruption. In this paper,
we are interested in a weaker form of corruption, which we call selective corrup-
tion. We assume that the attacker can only corrupt his own tags. In particular,
the adversary cannot corrupt tags with the purpose of tracing them. Therefore,
we only allow corruption of freshly created tags and disallow any queries to cor-
rupted tags. Selective corruption models the case in which an attacker corrupts
a tag of his own, with the purpose of tracing some other tag in the system.

Although corruption of tags is one way to obtain the keys of a legitimate tag
in an RFID system, it is certainly not the only way. Very often, the manufacturer
of RFID systems is not the party that implements or deploys the system. In turn,
the implementing party is not the same as the maintainer of the system. In
practice, before an RFID system is in use, many parties will have possessed the
system. All these parties have the possibility to insert tags into the system and
later perform insider attacks. For another scenario, consider cell phones with
near-field communication (NFC) chips. Nowadays, several cell phones contain
NFC chips that can execute RFID protocols. To this end, they contain the key
material of RFID tags. If the NFC chip (or possibly the operating system of
the cell phone) is compromised, an attacker can obtain the key material of the
RFID tags stored on the NFC chip. The key material can then be used in an
insider attack. We emphasize that our notion of selective corruption covers both
scenarios.

A second restriction we impose on insider attackers is in the way they access
the RESULT oracle. We assume that insider attackers can only query the oracle
on protocol executions in which no tag was involved. This faithfully models the
case where an attacker does not have access to the RESULT oracle except for the
protocol executions which involve only him and an RFID reader.

In the next sections, we demonstrate the relevancy of the class of insider
attackers. We show that even under selective corruption and with restricted
access to the RESULT oracle the privacy of several public-key RFID protocols
can be broken.

3.1 The randomized hashed GPS protocol

The randomized hashed GPS protocol [13] is a privacy-enhancing extension
of the GPS identification scheme [17]. Both schemes employ interactive zero-
knowledge identification and have been shown to provide strong authentication
assuming that the discrete logarithm with short exponents problem is hard. The
randomized hashed GPS scheme requires additionally that the decisional Diffie—
Hellman problem is hard. The lightweight design of these schemes makes them
interesting for low-cost smart cards and RFID tags.



The randomized hashed GPS scheme is based on a group G of prime order,
an element g € G, and three integers A, B, and S. The discrete logarithm with
short exponents problem and decisional Diffie-Hellman problem are assumed to
be hard in G for basis g. It further uses a collision and preimage resistant hash
function h.

Tags have a secret exponent s € Zg and readers a secret exponent v < 2k
(for a security parameter k). The public counterpart ¢g° is known to the reader
and ¢ is known to the tag. The protocol is initiated with the tag generating two
random values a,b € Z4. The tag sends h(g?, (¢”)°) to the reader upon which
it responds with a random challenge ¢ € Zp. The tag computes y = a + b + sc
and sends it together with g% and (g¥)" to the reader. The reader recovers g° by
computing

(9"(g*) " ((g")") ")V,
verifies that the first message equals h(g?, (¢*)%), and verifies that 0 < y <
2A -2+ (B —1)(S — 1). The protocol is depicted in Figure 1.

g,v 5,9
| R ] T ]
c€ErZp a,b €rZa

find ¢*
I

Fig. 1. Randomized hashed GPS protocol

The protocol was proven narrow-strong private, wide-forward private, and
secure [13, Theorem 5]. We now show that the protocol is vulnerable to insider
attacks.

Theorem 1. The randomized hashed GPS protocol (Figure 1) is vulnerable to
insider attacks.

Proof. The attack strategy is as follows. The attacker queries two legitimate tags
T and T'. He combines the tag responses and uses a protocol execution between
an insider tag and the reader to verify whether T = T".

We construct an adversary A that executes the protocol with two legitimate
tags T and T”. The protocol transcripts for these executions are

(h(g*, (9")"), ¢y, 9% (9°)")



and ) , / ,
(h(g . (9")"), ¢y 9" (g")")-
By the protocol specification, y and 3’ are defined by y = (a + b + sc¢) and
y = (a/ +V 4+ 5'¢). Tt is the attacker’s goal to decide whether T' = T which
amounts to deciding whether s = s'.
The adversary computes «, 5, and 7 as follows:

(
v\byc , , 1
ﬁ — (((jv))b/))c — gvbc —vb'c ( )

vy=ddy—cy = (ac —d'c)+ (b —Vc)+ e (s —§')

Terms «, 3, and ~ satisfy the following equation if and only if s = &'

a-pY =g (2)

Since the adversary has insider capabilities, he knows the secret s” of one
legitimate tag as well as g¥ and g. To test whether Equation (2) holds, the
adversary initiates a protocol execution with a reader. He sends h(c, 8) upon
which the reader challenges with ¢””. The adversary computes v’ = ~v+s"-¢". If
0<y’<2A4-2+4(B—1)(S—1), then the adversary sends y”, a, 8 to the reader.
In this case, the reader accepts the adversary’s insider tag if and only if s = s’.
Therefore, if the reader accepts the insider tag, we know that T'= T”, otherwise
T # T'. The protocol flow between the reader and adversary is depicted in
Figure 2. For the case that the inequality 0 < y” <24 -2+ (B —1)(S —1) is
not satisfied, the adversary simply restarts the protocol with the RFID reader.
The adversary can avoid this case entirely, if he chooses ¢ = ¢/ = 1 and ensures
that v > 0 by swapping, if necessary, y and y’ and all other terms from the two
protocol transcripts.
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Fig. 2. Insider attack on the randomized hashed GPS protocol



Thus, the protocol is vulnerable to insider attacks. a

Remark 1. The messages of the EC-RAC protocols [18-20], the randomized
Schnorr protocol [21], and the recently proposed hierarchical ECC-based pro-
tocol [22] possess homomorphic properties similar to the randomized hashed
GPS protocol. It is easy to see that the insider attack shown in the preceding
proof can be adapted to all of these protocols and that consequently none of
these protocols withstand insider attacks on privacy.

3.2 Protocols with IND-CCA1 encryption

In this section, we show that IND-CCA1 encryption is not sufficient to prevent
insider attacks. Consider Vaudenay’s protocol [12,16] depicted in Figure 3. The
protocol assumes that every pair of reader and tag share a secret key' k. The
reader starts the protocol by sending a random challenge ¢ to the tag. The tag
combines the challenge with k& and responds with the encryption of ¢ and k
under the public key of the reader. The reader decrypts this message with its
public key and identifies and authenticates the tag based on the plaintext of the
encryption.

k,priv(R) k,pub(R)

r

random ¢
c

Epub(R) (kv C)

Fig. 3. RFID protocol with IND-CCA1 encryption

Hermans et al. [16] show that if the encryption scheme used in the protocol
satisfies IND-CCA2, then the protocol is wide-strong private. Since a wide-strong
attacker is stronger than insider attackers, it also resists insider attacks.

We show that if a homomorphic IND-CCA1 encryption scheme is used, then
the protocol is vulnerable to insider attacks. An encryption scheme is said to be
homomorphic if the elements of the plaintext set and the ciphertext set form a
group with operators ® and &, respectively, so that for any encryption key k& and
for any messages my and ms the encryption function Fy(-) satisfies Fy(mq) ®
Ex(ms) = Er(mi ® ma). Examples of homomorphic encryption schemes are
ElGamal [23], DEG [24], and the “lite” version of the Cramer-Shoup scheme [25,
Section 5.4]. The latter is an IND-CCA1 scheme which is obtained from the
regular Cramer-Shoup scheme (see Section 2) by eliminating the point D and

! This key represents the identity (/D) and the key (K) of the original proposal [12,
16).



the hash function h. Thus, to encrypt a message M € G with the lite Cramer-
Shoup scheme, we choose a random r € Z, and compute U; = rP;, Uy = P>,
E=rH+ M, and V = rC. The ciphertext is (U1, Us, E, V). Before decrypting,
the reader verifies V' = ¢U; and Us; = wU;. One can easily see that the scheme
is homomorphic if the group operation + is used for each component of the
encryption tuple.

Theorem 2. Let Ep;(m) denote a homomorphic IND-CCA1 encryption of mes-
sage m under key pk. Then the protocol depicted in Figure 3 does mot resist
insider attacks.

Proof. By homomorphy of the encryption scheme, we have

Epub(R)(k7 C) (&) Epub(R) (k/, c/) = Epub(R)((k7 C) X (kl, C/)).

To attack the scheme, the adversary performs the following insider attack.
Suppose tags T7 and T3 share secret keys k; and ko with the reader. Clearly,
T1 and 715 are the same tag if k; = ko. The attacker queries the two tags
with the same challenge c. The tags return the ciphertexts E,,u(r)(k1,c) and
Epup(r)(k2, ¢), respectively.

By correctness of the protocol, the two observations concern the same tag if
and only if k; = ko. The adversary can test this by using his insider tag with
key k; and executing one protocol run with an RFID reader. Say, the reader’s
challenge is ¢”. The adversary encrypts E,uu(r)(kr,c”) and computes

Epun(ry(k1,¢) © Epup(r) (k2, o) '@ Epub(r) (kr, ")

= Epun(r) ((k1,¢) @ (ka, )71 @ (kr,¢")).

The reader accepts the adversary’s response if k; = ko and rejects it oth-
erwise. If the reader accepts the response, the adversary knows that 77 = Tb,
otherwise he knows that 77 # T5. Thus, the protocol is not private against in-
sider attacks. a

4 A protocol private against insider attacks

We present the first provably wide-strong and authenticating RFID protocol
exclusively based on elliptic-curve and scalar operations. Since the insider ad-
versary has a restricted access to oracles that the wide-strong adversary has full
access to, it follows that a wide-strong private protocol is also private against
insider attacks.

A wide-strong private scheme which only uses elliptic-curve group opera-
tions is interesting for two reasons. For one, like any public-key-based scheme,
it permits scalable tag identification: As shown by Damgard and Pedersen [15],
for symmetric schemes, RFID privacy can only be obtained at the cost of non-
scalable tag lookup procedure for the RFID reader. For the other, the imple-
mentation of a typical IND-CCA2 public-key cryptosystem on an RFID tag is



quite expensive. To achieve IND-CCA2 security, most cryptosystems rely on
three components. An intractable number-theoretic problem, a symmetric block
cipher, and a cryptographic hash function. The main cost in such a scheme is in-
curred by the large number of gates required to implement the number-theoretic
operations on one side and an even larger number of gates to implement the
cryptographic hash function on the other. Thus, there is interest in reusing the
number-theoretic circuits to implement the same functionality provided by a
hash function instead of implementing a separate hash function with additional
primitives.

Our protocol is an implementation of Vaudenay’s public-key protocol which
has been proved to be authenticating in [12] and wide-strong private in [16].
The privacy proof requires the protocol to employ an IND-CCA2 public-key
encryption scheme.

The encryption scheme we use in the protocol is the hash-free variant of the
Cramer-Shoup scheme [25] shown in Section 2. It provides IND-CCA2 security
assuming only the decisional Diffie-Hellman assumption.

The RFID protocol requires the RFID tags to encrypt one message for the
system’s RFID readers, thus one private-key / public-key pair needs to be gen-
erated. The RFID readers will store the private key, the RFID tags will be
equipped with the public key. The message to be encrypted by the RFID tag
consists of the RFID tag’s ID and a challenge it receives from the RFID reader.
This message needs to be a concatenation of ID and challenge (to avoid algebraic
attacks [26]) as well as an element of the group G. Thus we will represent ID
and challenge as bit strings and map their concatenation into the group G.

4.1 Mapping into the elliptic curve

To map the reader’s challenge and the tag’s identity into the elliptic curve, we use
a simple try-and-increment method [27]. In the following, we identify elements
in finite extensions of Fo with bit strings. Let k& be a security parameter. The
map ¢ : Fon—r — G U {fail} is defined as follows. It assigns to x € Fon—r an
element (2/,y) € G, where the n — k most significant bits of 2’ € Fan are equal
to z and the remaining k bits are such that (2’,y) € G. To find such a pair
(2',y) we simply step through all 2¥ possible bit strings. If no such bit string
is found the map returns fail. Since the expected number of try-and-increment
steps is 2 [27], the probability of failure is 1/ 22" Thus the security parameter k
can be fairly small. We refer to [27] for a discussion on how to implement the
try-and-increment algorithm securely, that is, resistant to timing attacks.

Lemma 1. If & has cardinality 2p, p prime, then the map ¢ can be implemented
with 281 computations of the trace function of Fon over Fy, and one square root
computation over Faon.

Remark 2. There are several more sophisticated algorithms to map bit strings
to points on an elliptic curve than the try-and-increment method we employ
above. The most efficient, deterministic maps are Icart’s f,; function [27] and



the SWU map [28-30]. However, special care needs to be taken in order to
implement them securely. The f,; function, for instance, can have up to four
elements in the preimage of a point (z,y). For the case of characteristic 2, where
the point satisfies the equation y? + zy = 2% + az? + b, with a,b € Fa. being
fixed parameters, these four elements are the solutions of the quartic polynomial
ut+u?+zu+(y+a) over Fon. If Icart’s function is used in the way our ¢ function
is used above, an adversary might be able to launch a man-in-the-middle insider
attack. The attacker’s goal would be that the victim’s answer is accepted by the
reader if and only if the quartic polynomial contains the adversary’s solution as
well as the victim’s which would identify the victim to the adversary.

4.2 The basic protocol

For simplicity, we first demonstrate how to use the regular Cramer-Shoup scheme
to implement the protocol. In the next section we will replace the cryptographic
hash function by elliptic-curve point operations to obtain a purely elliptic-curve-
based protocol.

Let IDr be a tag T’s identity, encoded as a randomly chosen bit string
of length %(n — k), where k is the security parameter associated with the ¢
function. The basic protocol now runs as follows. The reader challenges the
tag with a randomly generated bit string N of length m = %(n — k). The tag
concatenates its identity IDp with the challenge string N and applies the ¢
function to obtain the point M = ¢(ID7, N) on the elliptic curve. Thus, the tag
sends 7Py, rPo,7H 4+ ¢(ID1, N),rC +raD to the reader. The reader accepts the
tag if the response verifies correctly. The protocol is depicted in Figure 4 (left).

]DT,(w,Qd,Z) [DT7(P17P‘2707D7H> [DTv (w7cad1...4az> IDT,(P17P27C7D1...47H)

T T

N €x {0, 1}" N €x {0, 13"
N
r ER Zp T ER Zp
E=rH + ¢(IDy, N) E=rH + ¢(IDy, N)
a:=h(rP,rP, E) A= hg(rPy,rPy E)
Vi=rC+raD Vi=r(C+A)
TPh'I‘PQ,E,V TP177‘P2,E,V
] | ] |

Fig. 4. Elliptic-curve-based protocol with a cryptographic hash function (left) and with
an elliptic-curve-based hash function (right).

Correctness, security, and privacy. Correctness of the scheme follows imme-
diately from correctness of the Cramer-Shoup encryption scheme [25]. Privacy



and security follow Vaudenay [12] and Hermans et al. [16] and the IND-CCA2
security of the Cramer-Shoup encryption scheme.

4.3 A purely elliptic-curve-based solution

We now use the hash-free variant of the Cramer-Shoup scheme [25, Section 5.3]
to implement a purely elliptic-curve-based protocol. Recall that £ is an elliptic
curve over a finite field Fon such that it contains a subgroup G of order p, where
p is a large prime.

Let P € G and ¢, dy,...,ds,w, 2z € Zy, be randomly chosen, system-wide pa-
rameters. Set C = cP, D; = d;P for 1 <1i <4, and H = zP;. Then the reader’s
public key is (P1, P2, C, D1, ..., D4, H) and its secret key is (¢, dq, ..., ds, w, 2).
Encryption and decryption are as in the regular scheme, shown in Section 2, but
the value aD is replaced by A = hg(Uy,Us, E), where he is a function whose
range is a subset of the elliptic curve £. It remains to define the function hg.

The hash function hg. The hash function in the encryption scheme needs to
hash three points on the elliptic curve onto a single point in a collision-resistant
manner. Let 2(Q)) be the x-coordinate of a point @ and y(Q) be its y-coordinate.
Since & is a an ordinary elliptic curve over Fan, a pair (z(P), y(P)) is a point on
the curve if and only if (x(P),z(P)+y(P)) is. Thus for each point on the curve,
given its z-coordinate, there are only two possible y-coordinates. Therefore, only
one bit is needed to encode the y-coordinate. Furthermore, by Seroussi [31] the
z-coordinate can be represented within n — 1 bits, since G has odd order. We will
henceforth refer to this as the n-bit encoding of the coordinates. For the point
at infinity, we fix an n-bit representation.

Define hg (X1, Xa, X3) as follows. For i = 1,2, 3, let s; be the n-bit strings ob-
tained from the n-bit encoding of the points X7, ..., X3. We then split the string
1, $2,83 into the four |log, p|-bit strings ai,...,as. Then hg(X7y, Xa, X3) =
E?:l aiDi.

Let ID1 be a bit string of length %(n — k). The hash-free variant of the
protocol is depicted in Figure 4 (right). The protocol can be implemented on an
RFID tag with 8 point multiplications, 5 point additions, 2*! computations of
the trace function of Fon over Fy, and one square root computation over Fan.

Correctness, security, and privacy. Correctness of the scheme follows immedi-
ately from correctness of the hash-free Cramer-Shoup encryption scheme. As
for the basic version of the protocol, privacy and security follow from Vaude-
nay [12] and Hermans et al. [16] and the IND-CCA2 security of the hash-free
Cramer-Shoup encryption scheme. The latter follows by observing that the hg
function matches the hash function replacement in the hash-free variant of the
Cramer-Shoup scheme [25, Section 5.3].

4.4 Practicality and different approaches

The protocol presented in the preceding section cannot be considered practical
for most applications. There are several aspects to our approach that could be



attempted in a different manner. Our current solution employs four elliptic curve
point multiplications to implement the “hash-free” collision resistant function
suggested by Cramer and Shoup [25]. The main reason for using a purely elliptic-
curve based function is that existing circuits can be reused.

If we allow for hybrid encryption approaches, then a particularly efficient
solution would be the OTP-PSEC-3 encryption scheme [32]. This scheme uses
two elliptic curve point multiplications and two hash function applications. The
scheme has been shown to be IND-CCA2 secure in the random oracle model
and based on the elliptic curve gap Diffie-Hellman assumption. One of the two
hash functions takes as input a random bitstring, the other takes two bitstrings
and two points on the elliptic curve. Using the methods above to produce a
purely elliptic-curve based solution, it can be easily seen that the number of
point multiplications is at least as large as in our solution.

Finally, a simple way to reduce the complexity of our protocol, albeit at the
cost of a rigorous proof of security, is to modify the ¢ map as follows. Let IV
be a scalar and IDp be a point on the elliptic curve, representing a randomly
generated challenge and a tag T’s identity, respectively. Then let ¢(IDy, N) =
NIDp. The remaining notation and protocol flow are as in Section 4.3 and
Figure 4 (on the right). This modification replaces the trace and square root
computations of the original ¢ map (Lemma 1) by a point multiplication.

5 Conclusion

In this paper, we have studied insider attacks on public-key RFID protocols. We
have defined insider attackers by restricting the oracle access of a wide-strong
adversary in the privacy model by Hermans et al. [16] and Vaudenay [12]. Insider
attackers are allowed to corrupt their own tags, but not other tags. Furthermore,
insider attackers can only find out whether a protocol execution was successful
if it did not involve any legitimate (non-corrupt) tag.

We have shown that insider attacks are a threat to privacy of RFID protocols
and we have supported that claim by presenting insider attacks on a number of
protocols. Firstly, we have shown an insider attack on the randomized hashed
GPS protocol [13]. This attack is more widely applicable and can be performed
on other protocols [21,18-20,22] as well. Secondly, we have shown that IND-
CCA1 cryptosystems are not sufficient to prevent insider attacks. To this end,
we used a protocol proposed by Vaudenay which is wide-strong private if an
IND-CCAZ2 secure encryption scheme is used. We have shown an insider attack
on the protocol instantiated with an IND-CCA1 secure encryption scheme.

At present, there exists no RFID protocol based solely on elliptic curve cryp-
tography that withstands insider attacks. Motivated by this fact, we have de-
signed the first wide-strong RFID protocol based solely on elliptic curve op-
erations. Since wide-strong attackers are stronger than insider attackers, our
protocol resists insider attacks. Although our solution may be too computation-
ally expensive in practice, we stress that it is provably secure, and can therefore
serve as a starting point for further research.



Insider attacks are a plausible and important class of attacks, relevant for
wide adversaries. In current privacy models, insider attacks are not naturally
represented, but can be modeled by assuming a wide-destructive or wide-strong
adversary. This is, however, an unreasonable over-approximation of the powers of
an insider attacker who cannot corrupt the tags he wants to trace, but only some
of his own tags. In the future, we would like to design more efficient protocols
that resist insider attacks, but which are not necessarily wide-strong private.
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